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AE#111

A company is moving its applications to the cloud and is concerned about cyber security threats. The security team has been tasked
with providing a comprehensive view of how attackers gamnaccess, move through networks, and carry out attacks.

Which framework identifies the seven phases of an attack, from mnitial infiltration to post-exploitation?

¢ A. Diamond Model of Intrusion Analysis

e B. MITRE Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK)

e (. Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK) for industrial control systems (ICS)
e D. Cyber kill chain
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The correct answer is C - Cyber kill chain.

The Cyber Kill Chain, developed by Lockheed Martin, is a model that breaks down a cyber attack into seven distinct phases:
reconnaissance, weaponization, delivery, exploitation, installation, command and control (C2), and actions on objectives. According
to the WGU Cybersecurity Architecture and Engineering (KFO1 / D488) study materials, this model helps security teams
understand and interrupt an attack at various stages.

While MITRE ATT&CK (B) and its ICS variant (A) provide detailed mappings of techniques used by attackers, they are not
structured specifically into seven phases like the Cyber Kill Chain. The Diamond Model (D) is an analysis methodology, not a
phase-based model.

Reference Extract from Study Guide:

"The Cyber Kill Chain model divides the sequence of a cyber attack into seven phases, providing a structured method for analyzing
and disrupting attacks."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Attack Frameworks and Methodologies

HAE #112
Which stream cipher is a variant of the Salsa20 cipher, designed to be fast, secure, and resistant to cryptanalysis, and is commonly
used in combination with the Poly1305 authentication mode?

A. Cipher block chaining (CBC)
B. Counter (CTR)

C. Electronic codebook (ECB)
D. ChaCha
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The correct answer is C - ChaCha.

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488) materials, ChaCha is a stream cipher developed as
a variant of Salsa20. It offers enhanced security, improved performance, and resistance to cryptographic attacks. It is often
combined with Poly1305 forauthenticated encryption, commonly used in modern secure communications.

CTR (A) and CBC (B) are block cipher modes, not stream ciphers. ECB (D) is a block cipher mode and is insecure due to its lack
of diffusion properties.

Reference Extract from Study Guide:

"ChaCha is a modern stream cipher, evolved from Salsa20, designed for speed and security, and often used alongside Poly1305 for
authenticated encryption."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Encryption Technologies

A2 #113

A large technology company has discovered a known vulnerability in its network infrastructure. The infrastructure contains a number
of retired assets that are no longer receiving security updates, which could potentially be exploited by attackers to compromise the
network. The company has decided to implement hardening techniques and endpoint security controls to mitigate the risk.

‘Which hardening technique will meet the needs of this company?

A. Enforcing strict access control policies for all network devices

B. Conducting regular vulnerability scans to identify potential weaknesses
C. Removing all end-of-life devices from the network

D. Implementing intrusion detection and prevention systems (IDPS)
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End-of-lift (EOL) systenspose a significant security risk because they no longer receive patches or security updates. Themost
effective and proactive hardening techniquein this case is tocompletely remove those systems from the network.

NIST SP 800-128 (Guide for Security-Focused Configuration Management):

"Systems no longer supported by vendors must be removed, replaced, or isolated as they pose unacceptable risks." Other controls
are useful for broader protection, but if a system is inherently vulnerable and cannot be patched, removal is the only surefire solution.
#WGU Course Alignment:

Domain:System Security Engineering

Topic:Implement system hardening strategies and manage legacy systens
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An insurance agency is concerned that some employees could be mishandling finds and covering it up. The agency wants to
temporarily block these employees from working and ensure that operations continue.

Which strategy should the agency implement?

A. Job rotation

B. Least privilege

C. Separation of duties
D. Mandatory vacation
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The correct answer is B - Mandatory vacation.

According to the WGU Cybersecurity Architecture and Engineering (KFO1 / D488) coursework, mandatory vacation policies
require employees to take time off; during which their duties are either paused or performed by others. This break can reveal
fraudulent activities, as the original employee cannot cover up their misconduct during their absence.

Separation of duties (A) prevents a single person from controlling critical processes but is not about temporarily removing an
employee. Job rotation (C) moves employees between roles regularly but doesn't enforce a break. Least privilege (D) restricts
access but does not address uncovering hidden misconduct.

Reference Extract from Study Guide:

"Mandatory vacations help detect fraudulent activities, as employee absence can expose irregularities that would otherwise remain
hidden through continuous control over processes."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Administrative Security Controls

EE #115
‘What are two roles of a DNS?
Choose 2 answers

A. Creating IP addresses if it cannot find an alias

B. Sending packets along a pathway that connects it to the Internet
C. Translating an [P alias to an actual IP address

D. Storing the IP address

He. CD

dE:

* The Domain Name System (DNS) has several key roles, including:

* Storing the TP addresses associated with domain names.

* Translating human-readable domain names (aliases) into IP addresses that computers use to identify each other on the network.
* The other options:

* Creating [P addresses if it cannot find an alias is incorrect; DNS does not create IP addresses.

* Sending packets along a pathway that connects it to the Internet is the role of routers and not DNS.

* Therefore, storing the IP address and translating an IP alias to an actual IP address are the correct roles of DNS.

References:

* "DNS and BIND" by Paul Albitz and Cricket Liu, which details the fimctions and roles of DNS.

* "The Practice of System and Network Administration” by Thomas Limoncelli, Christina Hogan, and Strata Chalup, which explains
DNS operations.
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