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HM #54

A developer is working on a project that requires encrypting all data before sending it to a backend application. To accomplish this,
the developer will use PGP encryption in the Mule 4 Cryptography module.

What is required to encrypt the data before sending it to the backend application?

A. The application needs the private key from the backend service to encrypt the data

B. The application needs to configure HTTPS TLS context information to encrypt the data
C. The application needs the public key from the backend service to encrypt the data

D. The application needs to both the private and public keys to encrypt the data

Ef#: C
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To encrypt the data before sending it to the backend application using PGP encryption, the application needs the public key from the
backend service. PGP encryption uses a public-key cryptography system, which means that each party has a pair of keys: a public
key and a private key. The public key is used to encrypt data, and the private key is used to decrypt data. Therefore, to encrypt
data for a specific recipient (the backend service), the application needs to use the recipient's public key. The recipient can then use
its own private key to decrypt the data. Reference: https://docs.mulesoft.comy/mule-runtime/4.3/cryptography-pgp

B #55
‘Which statement is true about using mutual TLS to secure an application?

¢ A Mutual TLS requires a hardware security module to be used

¢ B. Mutual TLS increases the encryption strength versus server-side TLS alone

e C. Mutual TLS authenticates the identity of the server before the identity of the client
e D. Mutual TLS ensures only authorized end users are allowed to access an endpoint

Ef#: C

A :

Mutual TLS (mTLS) is an extension of TLS that requires both parties (client and server) to present their certificates to each other
during the handshake process. This way, both parties can verify each other's identity and establish a secure connection. The
authentication of the server happens before the authentication of the client, as the server sends its certificate first and then requests
the client's certificate. Reference: https://docs.mulesoft.com/mule-runtime/4. 3/tls-configuration#mutual-authentication

I #56
Which type of cache invalidation does the Cache scope support without having to write any additional code?

e A. Write-through mvalidation
e B. White-behind mvalidation
e C. Notification-based invalidation

o D. Tine to live
Ef&: D
fRa

The Cache scope supports time to live (TTL) as a cache invalidation strategy without having to write any additional code. TTL
specifies how long the cached response is valid before it expires and needs to be refreshed. The Cache scope also supports custom
mnvalidation strategies using MEL or DataWeave expressions. Reference: https//docs.mulesoft.comymule-runtime/4.3/cache-
scopetfcache invalidation

A #57
In a Mule project, Flow-1 contains a flow-refto Flow-2 depends on data from Flow-1 to execute successfully.
Which action ensures the test suites and test cases written for Flow-1 and Flow-2 will execute successfully?

A. Chain together the test suites and test cases for Flow-1 and Flow-2

B. Use "Before Test Case" To collect data from Flow-1 test cases before running Flow-2 test cases

C. Use 'After Test Case' to produce the data needed from Flow-1 test cases to pass to Flow-2 test cases

D. Use "Set Event to pass the input that is needed, and keep the test cases for Flow-1 and Flow-2 independent

IEf@E: D

AR :

To ensure the test suites and test cases written for Flow-1 and Flow-2 will execute successfully, the developer should use a Set
Event processor to pass the input that is needed by Flow-2, and keep the test cases for Flow-1 and Flow-2 independent. This way,
the developer can isolate the testing of each flow and avoid coupling them together. Reference:
https7//docs.mulesoft. comymumit/2. 3/mumit- test-flow



HH #58

An API has been built to enable scheduling email provider. The front-end system does very little data entry validation, and problems
have started to appear in the email that go to patients. A validate-customer" flow is added validate the data.

What is he expected behavior of the 'validate-customer” flow?

A. Ifall of the values are invalid the last validation error is raised:SCHEDULEINVALID CUSTOMER NAME

B. If only the email address Is nvalid a VALIDATION.INVALID EMAIL error is raised

C. Ifthe email address is invalid, processing continues to see if the appointment data and customer name are also invalid
D. Ifthe appointment date and customer name are invalid, a SCHEDULEINVALID APPOINTMENT DATE error is
raised

IEf#: B

it

The validate-customer flow uses an until-successful scope to validate each field of the customer data. The until-successful scope
executes its processors until they succeed or exhausts the maximum number of retries. I[f any processor fails, it raises an error and
stops executing the remaining processors. Therefore, if only the email address is invalid, a VALIDATION.INVALID EMAIL error
is raised and the validation of appointment date and customer name is skipped. Reference: https://docs.mulesoft.com/mule-
runtime/4.3/until-successful-scope
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