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AE #114
‘When DKIM signing is configured, which DNSS record must be updated to load the DKIM public signing key?

A. MX record
B. TXT record
C. AAAA record
D. PTR record
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AE #115

A Cisco ESA admmistrator has several mail policies configured. While testing policy match using a specific sender, the email was not
matching the expected policy.

What is the reason of this?

A. The Tram* header is checked against all policies in a top-down fashion.

B. The message header with the highest priority is checked against each policy in a top-down fashion.

C. The To" header is checked against all policies in a top-down fashion.

D. The message header with the highest priority is checked against the Default policy in a top-down fashion.

He: B

Y.

The envelope sender and the envelope recipeint have a higher priority over the sender header when you match a message to a mail
policy. If you configure a mail policy to match a specific user, the messages are automatically classified into the mail policy based on
the envelope sender and the envelope recipient. https//www.cisco.convc/en/us/td/docs/security/esa/esal 1-
1/user_guide/b ESA Admin Guide 11 _1/b ESA Admin Guide chapter 01001.html

HAE #116
What is the default port to deliver emails from the Cisco ESA to the Cisco SMA using the centralized Spam Quarantine?

A0
B. 1
C.2
D.3

HE: B

Y.
Reference:
httpsy//www.cisco.comy/c/en/us/support/docs/security/email-security-appliance/1 18692-configure- esa-00.html

AE #117
What is the maximum message size that can be configured for encryption on the Cisco ESA?

A. 15MB
B.20 MB
C.30MB
D. 25 MB
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AE #118

A network administrator enabled McAfee antivirus scanning on a Cisco Secure Email Gateway and configured the virus scanning
action of " scan for viruses only " If the scanner finds a virus in an attachment for an incoming email, what action will be applied to
this message?

A. The attachment is dropped and replaced with a " Removed Attachment " file
B. The emnil and attachment are forwarded to the network administrator.

C. The system will attempt to repair the attachment

D. No repair is attempted, and the attachment is either dropped or delivered

HE: D

Y.

Ifthe McAfee antivirus scanning is enabled on the Cisco Secure Email Gateway and the virus scanning action is set to "scan for
viruses only", then no repair is attempted, and the attachment is either dropped or delivered based on the antiv irus policy settings.
The admmistrator can choose to drop or deliver the infected attachment by selecting the appropriate action in the antivirus policy.
References : [Cisco Secure Email Gateway Administrator Guide - Configuring McAfee Antivirus Scanning]
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