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CompTIA CAS-005 Exam Syllabus Topics:

Topic

Details

Topic 1

Governance, Risk, and Compliance: This section of the exam measures the skills of CompTIA security
architects that cover the implementation of governance components based on organizational security
requirements, including developing policies, procedures, and standards. Candidates will learn about
managing security programs, including awareness training on phishing and social engineering,

Topic 2

Security Operations: This domain is designed for CompTIA security architects and covers analyzing data
to support monitoring and response activities, as well as assessing vulnerabilities and recommending
solutions to reduce attack surfaces. Candidates will apply threat-hunting techniques and utilize threat
mntelligence concepts to enhance operational security.

Topic 3

Security Architecture: This domain focuses on analyzing requirements to design resilient systems, including
the configuration of firewalls and intrusion detection systens.

Topic 4

Security Engineering; This section measures the skills of CompTIA security architects that nvolve
troubleshooting common issues related to identity and access management (IAM) components within an
enterprise environment. Candidates will analyze requirements to enhance endpoint and server security while
inplementing hardware security technologies. This domain also emphasizes the importance of advanced
cryptographic concepts in securing systers.
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ValidExam have made sure that each CompTIA CAS-005 exam questions are updated according to the latest CompTIA CAS-005
exam criteria issued by CompTIA. Each CompTIA CAS-005 exam question gets reviewed by CompTIA professionals many times
to ensure incomparable accuracy. ValidExam offer a demo version of the actual CompTIA CAS-005 Exam Question only for
customer satisfaction and the candidates can check the validity of the product before actually buying it.

CompTIA SecurityX Certification Exam Sample Questions (Q286-Q291):

NEW QUESTION # 286

An organization recently implemented a policy that requires all passwords to be rotated every 90 days. An administrator observes a
large volume of failed sign-on logs from multiple servers that are often accessed by users. The admnistrator determines users are
disconnecting from the RDP session but not logging oft. Which of the following should the administrator do to prevent account
lockouts?

A. Extend the allowed session length.

B. Enforce password conmplexity.

C. Increase the account lockout threshold.
D. Automate logout of inactive sessions.

Answer: D

Explanation:

When users disconnect from Remote Desktop Protocol (RDP) sessions without properly logging off, their sessions remain active on
the server. If their passwords are changed due to the 90-day rotation policy, these lingering sessions may attempt to reauthenticate
using outdated credentials, leading to multiple failed login attempts and potential account lockouts.

Automating the logout of inactive sessions ensures that disconnected or idle sessions are terminated after a specified period,
preventing stale sessions from causing authentication issues. This approach aligns with best practices for session management and
helps maintain security compliance.

NEW QUESTION # 287

SIMULATION

During the course of normal SOC operations, three anomalous events occurred and were flagged as potential [oCs. Evidence for
each of these potential [oCs is provided.

INSTRUCTIONS

Review each of the events and select the appropriate analysis and remediation options for each IoC.

Ifat any time you would like to bring back the mnitial state of the simulation, please click the Reset All button.
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Select analysis

An employeeis attempting to access a blocked website.

Someoneé is footprinting a network subnet.

An applicationis performing an automatic update.

Canonical name records in a public DNS cache are being updated.
Service identification and fingerprinting are occurring.

The service is attempting to resolve a malicious domain.

A host is participating in an IRC-based botnet.

An employee is using P2P services to download files.

Select remediation

Block ping requests across the WAN interface.

Deploy a network-based DLP solution.

Implement a blocklist for known malicious ports.

Investigate for software supply-chain attacks.

No further action is needed.

Configure the DNS server to perform recursion.

Enforce endpoint controls on third-party software.ipstallations.
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NEW QUESTION # 288

The material finding from a recent compliance audit indicate a company has an issue with excessive permissions. The findings show
that employees changing roles or departments results in privilege creep. Which of the following solutions are the best ways to
mitigate this issue? (Select two).

Setting different access controls defined by business area

e A Implementing a role-based access policy



B. Designing a least-needed privilege policy
C. Performing periodic access reviews

D. Requiring periodic job rotation

E. Establishing a mandatory vacation policy

Answer: A,C

Explanation:

To mitigate the issue of excessive permissions and privilege creep, the best solutions are:

Implementing a Role-Based Access Policy:

Role-Based Access Control (RBAC): This policy ensures that access permissions are granted based on the user's role within the
organization, aligning with the principle of least privilege. Users are only granted access necessary for their role, reducing the risk of
eXcessive permissions.

Reference:

CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl

NIST Special Publication 800-53: Security and Privacy Controls for Information Systems and Organizations Performing Periodic
Access Reviews:

Regular Audits: Periodic access reviews help identify and rectify instances of privilege creep by ensuring that users' access
permissions are appropriate for their current roles. These reviews can highlight unnecessary or outdated permissions, allowing for
timely adjustments.

CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl

ISO/IEC 27001:2013 - Information Security Management

NEW QUESTION # 289

A subcontractor develops safety critical avionics software for a major aircraft manufacturer. After an incident, a third-party
mvestigator recommends the company begin to employ formal methods in the development life cycle. Which of the following findings
from the investigation most directly supports the investigator's recommendation?

A. The company lacks dynamic and interactive application security testing standards.
B. The codebase lacks traceability to finctional and non-functional requirements.

C. The systenis bill of materials failed to include commercial and open-source libraries.
D. The implemented software inefficiently manages compute and memory resources.

Answer: B

NEW QUESTION # 290

During a vulnerability assessment, a scan reveals the following finding;

Windows Server 2016 Missing hotfix KB87728 - CVSS 3.1 Score: 8.1 [High] - Affected host 172.16.15.2 Later in the review
process, the remediation team marks the finding as a false positive. Which of'the following is the best way toavoid this issue on future
scans?

A. Getting an up-to-date list of assets from the CMDB

B. Configuring the sensor with an advanced policy for fingerprinting servers

C. Coordinating the scan execution with the remediation team early in the process
D. Performing an authenticated scan on the servers

Answer: D

Explanation:

Authenticated scans allow the scanner to verify installed patches and configurations, reducing false positives.
Other options:

A (CMDB updates) improve asset tracking but do not validate patch installations.

C (Advanced fingerprinting) improves accuracy but does not replace authentication.

D (Coordination with teans) is good practice but does not prevent false positives.

Reference: CASP+ CAS-005 - Vulnerability Scanning and RiskManagement

NEW QUESTION # 291
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