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293. Frage

Your supervisor has given you the task of creating an elastic network interface on each of your web servers that connect to a mid-
tier network where an application server resides. He also wants this set up as a Dual-homed Instance on Distinct Subnets. Instead of
routing network packets through the dual-homed instances, where should each dual-homed instance receive and process requests to
fulfil his criteria?

A. On one of the web servers
B. On the front end
C. On the back end

D. Through a security group
Antwort: B

Begrindung;

Explanation

You can place an elastic network interface on each of your web servers that connects to a mid- tier network where an application
server resides. The application server can also be dual-homed to a back-end network (subnet) where the database server resides. If
it is set up like this, instead of routing network packets through the dual-homed instances, each dual-homed instance receives and
processes requests on the front end and initiates a connection to the back end before finally sending requests to the servers on the
back-end network.

httpz/docs.aws.amazon.con’ AWSEC2/latest/UserGuide/using-eni. html

294. Frage

A company has a data late in Amazon S3 that needs to be accessed by hundreds of applications across many AWS accounts. The
company's information security policy states that the S3 bucket must not be accessed over the public internet and that each
application should have the minimum permissions necessary to function.

To meet these requirements, a solution architect plans to use an S3 access point that is restricted to specific VPCs for each
application.

‘Which combination of steps should the solutions architect take to implement this solution? (Choose Two)

e A Create an S3 access point for each application in each AWS account and attach the access points in the S3 bucket.
Configure each access point to accessible only fiom the application's VPC update the bucket policy to require access froman
access point.

¢ B. Create an interface endpoint for Amazon S3 in each application's VPC. Configure the endpoint policy to allow access to
an S3 access point. Create a VPC gateway attachment for the S3 endpoint.

e C. Create an S3 access point for each application in the AWS account that owns the S3 bucket. Configure each access point
to be accessible only from the application's VPC. Update the bucket policy to require access from an access point.

¢ D. Create a gateway endpoint for Amazon S3 i each application's VPC. Configure the endpoint policy to allow access to an
S3 access point. Specify the route table that is used to access the access point.

e E. Create a gateway endpoint for Amazon S3 in the data lake's VPC. Attach an endpoint policy to allow access to the S3
bucket. Specify the route table that is used to access the bucket.

Antwort: AE

295. Frage

A conpany wants to deploy an API to AWS. The company plans to run the API on AWS Fargate behind a load balancer. The API
requires the use of header-based routing and must be accessible from on-premises networks through an AWS Direct Connect
connection and a private VIF.

The company needs to add the client IP addresses that connect to the API to an allow list in AWS. The company also needs to add
the IP addresses of'the API to the allow list. The company's security team will allow /27 CIDR ranges to be added to the allow list.
The solution must minimize complexity and operational overhead.

Which solution will meet these requirements?

e A Create two new /27 subnets. Create a new Network Load Balancer (NLB) that extends across the new subnets. Create a
new Application Load Balancer (ALB) within the new subnets. Create a security group that includes only the client IP
addresses that need access to the API. Attach the security group to the ALB. Add the ALB's IP addresses as targets behind
the NLB. Provide the security team with the NLB's IP addresses for the allow list.

¢ B. Create two new /27 subnets. Create a new Application Load Balancer (ALB) that extends across the new subnets. Create
a security group that includes only the client IP addresses that need access to the APL.



Attach the security group to the ALB, Provide the security team with the new subnet IP ranges for the allow list.

¢ (. Create a new Application Load Balancer (ALB) in the same subnets as the Fargate task deployments.
Create a security group that includes only the client IP addresses that need access to the API. Attach the security group to the
ALB. Provide the security team with the ALB's IP addresses for the allow list.

¢ D. Create a new Network Load Balancer (NLB) in the same subnets as the Fargate task deployments.
Create a security group that includes only the client IP addresses that need access to the API. Attach the new security group
to the Fargate tasks. Provide the security team with the NLB's IP addresses for the allow list.

Antwort: B

296. Frage

A company hosts an application used to upload files to an Amazon S3 bucket. Once uploaded, the files are processed to extract
metadata, which takes less than 5 seconds. The volume and frequency of the uploads varies froma few files each hour to hundreds
of concurrent uploads. The company has asked a solutions architect to design a cost-effective architecture that will meet these
requirerments.

‘What should the solutions architect recommend?

e A Configure AWS CloudTralil trails to log S3 API calls. Use AWS AppSync to process the files.

¢ B. Configure an Amazon Simple Notification Service (Amazon SNS) topic to process the files uploaded to Amazon S3.
Invoke an AWS Lambda fimction to process the files.

e C. Configure Amazon Kinesis Data Streans to process and send data to Amazon S3. Invoke an AWS Lambda function to
process the files.

¢ D. Configure an object-created event notification within the S3 bucket to invoke an AWS Lambda finction to process the
files.

Antwort: D

297. Frage

A company wants to run a custom network analysis software package to mspect traffic as traffic leaves and enters a VPC. The
company has deployed the solution by using AWS Cloud Formation on three Amazon EC2 instances in an Auto Scaling group. All
network routing has been established to direct traffic to the EC2 instances.

Whenever the analysis software stops working, the Auto Scaling group replaces an instance. The network routes are not updated
when the instance replacement occurs.

Which combination of steps will resolve this issue? {Select THREE.)

e A. Update the Cloud Formation template to mstall the Amazon CloudWatch agent on the EC2 instances.
Configure the CloudWatch agent to send process metrics for the application.

¢ B. In the Cloud Formation tenplate, write a condition that updates the network routes when a replacement nstance is
launched.

¢ C. Create an alarm for the custom metric in Amazon CloudWatch for the failure scenarios. Configure the alarm to publish a
message to an Amazon Simple Notification Service {Amazon SNS) topic.

¢ D. Update the Cloud Formation template to install AWS Systerms Manager Agent on the EC2 instances.
Configure Systems Manager Agent to send process metrics for the application.

¢ E. Create alarns based on EC2 status check metrics that will cause the Auto Scaling group to replace the failed instance.

e F. Create an AWS Lambda function that responds to the Amazon Simple Notification Service (Amazon SNS) message to
take the instance out of service. Update the network routes to point to the replacement instance.

Antwort: A,C,F
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