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After all, many people who prepare for the SCS-C02 exam, either the office workers or the students, are all busy. The office
workers are both busy in their jobs and their family life and the students must learn or do other things. But the SCS-C02 Test Prep
we provide are compiled elaborately and it makes you use less time and energy to learn and provide the study materials of high
quality and seizes the focus the exam. It lets you master the most information and costs you the least time and energy.

Amazon AWS Certified Security - Specialty Sample Questions (Q311-Q316):
NEW QUESTION # 311 
A company is developing an ecommerce application. The application uses Amazon EC2 instances and an Amazon RDS MySQL
database. For compliance reasons, data must be secured in transit and at rest. The company needs a solution that minimizes
operational overhead and minimizes cost.
Which solution meets these requirements?

A. Use AWS CloudHSM to generate TLS certificates for the EC2 instances. Install the TLS certificates on the EC2
instances. Ensure that the database client software uses a TLS connection to Amazon RDS. Use the encryption keys from
CloudHSM for client-side encryption of application data.
B. Use Amazon CloudFront with AWS WAF. Send HTTP connections to the origin EC2 instances.Ensure that the database
client software uses a TLS connection to Amazon RDS. Use AWS Key Management Service (AWS KMS) for client-side
encryption of application data before the data is stored in the RDS database.
C. Use TLS certificates from a third-party vendor with an Application Load Balancer. Install the same certificates on the EC2
instances. Ensure that the database client software uses a TLS connection to Amazon RDS. Use AWS Secrets Manager for
client-side encryption of application data.
D. Use TLS certificates from AWS Certificate Manager (ACM) with an Application Load Balancer.
Deploy self-signed certificates on the EC2 instances. Ensure that the database client software uses a TLS connection to
Amazon RDS. Enable encryption of the RDS DB instance. Enable encryption on the Amazon Elastic Block Store (Amazon
EBS) volumes that support the EC2 instances.

Answer: D

NEW QUESTION # 312 
A company's developers are using AWS Lambda function URLs to invoke functions directly. The company must ensure that
developers cannot configure or deploy unauthenticated functions in production accounts. The company wants to meet this
requirement by using AWS Organizations. The solution must not require additional work for the developers.
Which solution will meet these requirements?

A. Use SCPs to deny all lambda:CreateFunctionUrlConfig and lambda:UpdateFunctionUrlConfig actions that have a
lambda:FunctionUrlAuthType condition key value of NONE.
B. Use SCPs to allow all lambda:CreateFunctionUrlConfig and lambda:UpdateFunctionUrlConfig actions that have a
lambda:FunctionUrlAuthType condition key value of AWS_IAM.
C. Use an AWS WAF delegated administrator account to view and block unauthenticated access to function URLs in
production accounts, based on the OU of accounts that are using the functions.
D. Require the developers to configure all function URLs to support cross-origin resource sharing (CORS) when the functions
are called from a different domain.

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
To prevent developers from configuring unauthenticated Lambda function URLs, the most effective approach is to use Service
Control Policies (SCPs) at the organizational level. By explicitly denying actions such as lambda:CreateFunctionUrlConfig and
lambda:UpdateFunctionUrlConfig when the lambda:
FunctionUrlAuthType is set to NONE, the organization ensures that only authenticated function URLs are deployed in production.
This method imposes no additional workload on developers and leverages AWS Organizations' SCPs to enforce centralized security
policy - a recommended practice in the Identity and Access Management domain.

NEW QUESTION # 313 
To meet regulatory requirements, a security engineer needs to implement an IAM policy that restricts the use of AWS services to the
us-east-1 Region.

https://www.examcollectionpass.com/Amazon/SCS-C02-exam-braindumps.html


What policy should the engineer implement?

A. 
B. 

C. 



D. 

Answer: B

Explanation:
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws_deny-requested-region.html

NEW QUESTION # 314 
A company needs complete encryption of the traffic between external users and an application.
The company hosts the application on a fleet of Amazon EC2 instances that run in an Auto Scaling group behind an Application
Load Balancer (ALB).
How can a security engineer meet these requirements?

A. Create a new Amazon-issued certificate in AWS Certificate Manager (ACM). Associate the certificate with the ALExport
the certificate from ACM. Install the certificate on the EC2 instances.



B. Import a new third-party certificate into AWS Identity and Access Management (IAM). Export the certificate from IAM.
Associate the certificate with the ALB and the EC2 instances.
C. Import a new third-party certificate into AWS Certificate Manager (ACM). Associate the certificate with the ALB. Install
the certificate on the EC2 instances.
D. Create a new Amazon-issued certificate in AWS Secrets Manager. Export the certificate from Secrets Manager. Import
the certificate into the ALB and the EC2 instances.

Answer: C

Explanation:
https://repost.aws/questions/QUIo7PWvZ3T6aFYCByhZ5f0A/load-certificate-on-alb-and-ec2

NEW QUESTION # 315 
A security engineer needs to create an IAM Key Management Service <IAM KMS) key that will De used to encrypt all data stored
in a company's Amazon S3 Buckets in the us-west-1 Region. The key will use server-side encryption. Usage of the key must be
limited to requests coming from Amazon S3 within the company's account.
Which statement in the KMS key policy will meet these requirements?

A. 

B. 



C. 

Answer: C

NEW QUESTION # 316
......
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