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Fortinet FCP_FGT_AD-7.6 Exam Syllabus Topics:

Topic

Details

Topic 1

Routing: This section of the exam measures the skills of firewall administrators and covers the configuration
of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.

Topic 2

Firewall policies and authentication: This section of the exam measures the skills of firewall administrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

Topic 3

VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
implement SSL VPN to grant secure remote access to internal resources and configure [Psec VPNs in
either meshed or partially redundant topologies to ensure encrypted communication between distributed
network locations.

Topic 4

Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the initial configuration, establish basic connectivity, and integrate the
device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system
readiness and network uptime.
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¢ Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
spection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systerrs (IPS) to shield the network from threats and
vulnerabilities is also assessed.

Topic 5
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Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q115-Q120):

NEW QUESTION # 115

You have co ed the below commands on a FortiGate.
~~nfia avaram asa*trinmaa

set strict-src-check enable

end

Config system\interface

e F::ATINET

set srg-Check disable

end

‘What would be the impact of this configuration on FortiGate?

A. FortiGate will enable strict RPF on ail its interfaces and port1 will be enable for asymmetric routing.
B. Port1 will be enabled with flexible RPF, and all other interfaces will be enabled for strict RPF

C. FortiGate will enable strict RPF on all its interfaces and port] will be exempted from RPF checks.
D. The global configuration will take precedence and FortiGate will enable strict RPF on all interfaces.

Answer: C

Explanation:
The global setting enables strict source checking (RPF) on all interfaces by default. The per-interface setting disables the source
check on portl, exempting it from strict RPF enforcement.

NEW QUESTION # 116
Refer to the exhibit. Why did the FortiGate device drop the packet?
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Answer: C

Explanation:

Time 2 Message <

Packet Trace #1 ¢€» ‘

06:39:29 vd-rqot:() received a packet(proto=1, 10.0.1_1 50:3—>100.65.0.254:2048)

tun_id=0.0.0.0 from port4, type=8, code=0, id=3, seq=168.

06:39:29 allocate a new session-00000ec6

06:39:29 in-[port-4], out-[]

06:39:29 len=0

06:39:29 result:skb_flags-02000000, vid-0, ret he-match, act-accept, flag-00000000
06:39:29 find a route: flag=00000000,gw=0.0'0.0 via port2

06:39:29 in[port-4], out-[ports2}yskb, flags-02000000, vid-0, app_id: 0, url_cat_id: 0
06:39-29 gnum-100004, use addr/intf hash, len=1

06:39:29 checked gnum-100004 policy-0, ret-matched. act-accept

06:39-29 tef-matched

06:39:29 policy-0 is matched, act-drop F H T I n E T
06:39:29 after iprope_captive _check(): is_captive-0, ret-matched, act-drop, idx-0
06:39:29 after iprope_captive_check(): is_captive-0, ret-matched, act-drop, idx-0
06:39:29 Denied by forward policy check (policy 0)

A. It failed the RPF check.

B. It cannot reach the next-hop IP.
C. It matched an explicitly configured firewall policy with the action DENY.
D. It matched the default implicit firewall policy.

The packet trace shows policy-0 is matched, act-drop and Denied by forward policy check (policy
0). This means the packet matched an explicitly configured firewall policy (policy ID 0 in this case) whose action is set to DENY,
and the traffic was dropped accordingly.

NEW QUESTION # 117

Refer to the exhibit.



Time = Message =

R0 um:_m 0 received a packet(proto=1, 10.0 1_1 50:3->100 65.0 254 2048)
tun_id=0.0.0.0 from port4, type=8, code=0, id=3, seq=168
F?:ﬂgﬁ Tl n Eor!e a new session-00000ect

06:39:29 in{port-4], out-]
06:39:29 len=0
06:39:29 result skb_flags 02000000, vid-D, ret no'match, act-accept, flag-00000000
063929 find a route: lag=00000000°gw-0°0 0.0 via port2
06:39:29 infporn-4], out-jpen-2] sk flags-02000000, vid-0, app_id: 0, wi_cat_id: 0
06:39:29 gnum-100004, use adde/intf hash, len=1
06:38:29 chegitad gaim- 100004 policy-0, ret-matched act-accept
063229 ket-matched
06:39:29 policy-0 is matched, acl-drop
063929 after iprope_captive_check(): 1s_captive-0, ret-maiched, act-drop, 1dx-0
06 3929 after iprope_captive_check() is_captve-0, ret-matched, act-drop, idx-0
063929 Demed by forward policy check (policy 0)

Why did the FortiGate device drop the packet?

A. Tt matched the default implicit firewall policy.

B. It matched an explicitly configured firewall policy with the action DENY.
C. It failed the RPF check.

D. It cannot reach the next-hop IP.

Answer: A

NEW QUESTION # 118
Refer to the exhibit.

Edit SSL/SSH Inspection Profile

Protecting SSL Server

Inspection method SSL Certificate lnspcdionm n E

CA certificate ¥ Fortinet .CA_SSL » & Download

Blocked certificates Allow = View Blocked Certificates

Untrusted SSL certificates Allow Ignore = View Trusted CAs List

Server certificate SNI check Enable RIS Disable

‘What would be the impact of these settings on the Server certificate SNI check configuration on FortiGate?

e A FortiGate will close the connection if the SNI does not match the CN and SAN fields

¢ B. FortiGate will accept the connection with a warning if the SNI does not match the CN or SAN fields.

e C. FortiGate will accept and use the CN in the server certificate for URL filtering if the SNI does not match the CN or SAN
fields.

¢ D. FortiGate will close the connection if the SNT does not match the CN or SAN fields.

Answer: A



Explanation:
With the Server certificate SNI check set to Strict, FortiGate enforces that the SNI must match either the Common Name (CN) or
Subject Alternative Name (SAN) in the server certificate; otherwise, it closes the connection.

NEW QUESTION # 119

Refer to the exhibit. The NOC team connects to the FortiGate GUI with the NOC _Access admin profile. They request that their
GUI sessions do not disconnect too early during inactivity. What must the administrator configure to answer this specific request
from the NOC team?

Profile Name S

Monitoring_Access

NOC _Access
prof_admin

super_admin

A. Increase the admntimeout value under config system accprofile NOC _Access.

B. Ensure that all NOC_Access users are assigned the super admin role to guarantee access

C. Increase the offtine value of the Override Idle Timeout parameter in the NOC_Access admin profile.
D. Move NOC_Access to the top of the list to ensure all profile settings take effect.

Answer: A

Explanation:
The admintimeout setting in the admin access profile controls the inactivity timeout for GUI sessions. Increasing this value will extend
the session duration before automatic disconnection.

NEW QUESTION # 120

Many candidates find the Fortinet FCP_FGT AD-7.6 exam preparation difficult. They often buy expensive study courses to start
their Fortinet FCP_FGT AD-7.6 certification exam preparation. However, spending a huge amount on such resources is difficult for
many Fortinet FCP_FGT AD-7.6 Exam applicants.
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