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¢ Centralized management: This domain focuses on deploying and managing SD-WAN using FortiManager
=x 1 for centralized control. It includes implementing branch configuration deployment and using SD-WAN
Manager with overlay orchestration to simplify large-scale network management.

¢ Rules and routing: This section explains how to design and apply SD-WAN rules to control traffic steering
=x 2 across muttiple WAN links. It also includes configuring SD-WAN routing to ensure proper path selection
and connectivity between networks.

¢ Advanced IPsec: This section covers the deployment of advanced [Psec configurations within SD-WAN
=X 3 environments. It includes implementing hub-and-spoke IPsec topologies, configuring ADVPN, and
supporting multihub, multiregion, and large-scale secure SD-WAN deployments.

e SD-WAN troubleshooting: This domain explains how to diagnose and resolve issues related to SD-WAN
= 4 operation. It includes troubleshooting SD-WAN rules, session behavior, routing problems, and ADVPN
connectivity to maintain reliable network performance.

e SD-WAN setup: This domain covers how to deploy an enterprise SD-WAN environment by designing
=A5 SD-WAN members and zones and configuring them for efficient traffic management. It also focuses on
implementing Performance SLLAs to monitor link quality and ensure applications use the best available path.
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EE #76
Refer to the exhibit.
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branchl_fgt § get router info routing-table all

LT 9.0.0.0/0 [1/0) wia 192.2.0.2, pertl, [1/0]
[1/0] wia 192.2.0.10, pertd, [19/0)
conascTead, pozts

c 10.0.1.0/34 i3 dizectly

] 10.1.0.0/24 [200/0]) wia 192.168.1.61 (zecursiwe 13 directly coasected, HUBL-VPEL), 1d403nsém,
[200/0]) win 192.1608.1.125 (recursive is directly coanected, NUBI-VFE1), 1403nidm,
[200/0] wis 192.148.1.189 (recursive is» directly coonected, HUB1-VFN)), 1d403aiim,

c 10.300.99.1/32 1» tly connected, Branch-lo

] 10.2.0.0/16 [200/0] wim 192.1648.1.61 (recursive i3 directly connected, HUB1=VPE1l), 00:103:01,
200/0] wia 192.168.1.1253 (recursive is directly cocanected, NUBI-VFRE2), 00:00:851,
[200/0] wia 192.3160.1.1089 (recursive ip difectly coasected, HUBL-=VFX)), 00100151,

B 10.2.5.0/24 [200/0) wia 192.160.1.61 (recursive is directly connected, HUDL-VPNI), 00:00:01,

branchl fgr § diag sys sdwan serviced

S3ervice(d): Addresr Mode (IFV4) flage=0x4200 use-sphortcut-sla use-shorflut
Tie break: fib
Shortout prioTity: 2
Genid), TOS|0w0/0x0), Frotocel (0): srci{l-248835 st [l->88008), Hode(wla), sls-compare-order
Hezbeza (3):
1: Seq oum(5 HUSL-VFN2 HUBLL. alllve. 2l8{UXRN, O29(0), o9 _occder(l). 1
2: Seq su=m(§ HUBL-VFNI HENITS alZWe.091840K1), gid(0), cfg_crder(l), L
3t Seq _sus(4 NUBALSPHE HUMSY Sa iSWE0"sle (00}, @id(0), cfg_order(D), 1
Sre address(l):
10.0,1.0-10. 00030

L coatil), selected

cost (D), selected

Dst address(i):
10.0.0.0-10.258.255.25%

Jervice(4): Address Mode(IFV4) f1lage=0x4200 wse-shortcut-sls use-shortcut
Tie break: cfg
Shortout priosity: 2
Gen(2), TOS(0x0/0x0), Protocol(D): src(l->65535) :dsc(l->6553%), Mode(sla), sla-compare-order
Mesbers (21
it Seq_numid portd underlayl, alive, sla(Oxd), gidi0), cfg_crder(l). local costidl, selected
d: Seg num|l portl underlay), alive, mla(0=l), gidid), cfg order(d), local cost(l), selected
Src sddress(l):
10.0.2.0=10.0.1.258

Ort addressil):
10.2.0.0=10.2.2558.255

Which SD-WAN rule and interface uses FortiGate to steer the traffic from the LAN subnet 10.0.1.0/24 to the corporate server
10.2.5.254?

A. SD-WAN service rule 3 and interface HUB1-VPN3.
B. SD-WAN service rule 4 and interface port2.
C. SD-WAN service rule 4 and portl or port2.
D. SD-WAN service rule 3 and interface HUB1-VPN2.

HE:. B
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Traffic steering in Fortinet SD-WAN is based on defined rules and the corresponding outgoing interfaces. The exhibit (not shown
here) would indicate that the traffic from the LAN subnet 10.0.1.0/24 to the server

10.2.5.254 is matched by SD-WAN rule 3 and sent out via the HUB1-VPN3 interface.

References:

[FCSS_SDW_AR-7.4 1-0.docx Q2]

FortiOS 7.4 SD-WAN Concept Guide - Rule Matching

A2 #77
Refer to the exhibits.

Configuration for SD-WAN performance SLA, SD-WAN rule configuration, and application IDs
YouTube.

I config system sdwan



config health-check
edit "Passive"
set detect-mode passive
set members 3 4
next
end
end

config system sdwan
config service
edit 1
set name "Facebook=-YouTube™
set src "all"
set internet-service enable
set internet-service-app-ctrl 15832 31077
set health-check "Passive"
set priority-member 3 4

— ive-measurement enable
- mw H unE’F
cnd
branchl_fgt # get application name status | gre

app-name: "Facebook"
id: 15832

branchl_fgt # get applicatio name | gke "id: 31077" -B1
app-name: "YouTube"
id: 31077

Firewall policy configuration

confiq n 6

"Dm"
id b973edec-5£90-51ec-cadb-017¢830d49418
t srcintf "ports®
set dstintf "underlay"
set action accept
set srcaddr "LAN-net"
set dstaddr "“all"
set schedule "always"
set service "ALL"
set passive-wan-health-measurement enable
set utm-status enable
set ssl-ssh-profile "certificate-inspection”
set application-list "default”
set logtraffic all
set auto-asic-offload disable
set nat enable
next
end

Underlay zone status

branchl_fgt # diagnose sys sdwan zone | grep underlay -Al
Zone underlay index=3
members (2) : 3(portl) 4(port2)

The exhibits show the configuration for SD-WAN performance. SD-WAN rule, the application IDs of Facebook and YouTube
along with the firewall policy configuration and the underlay zone status.



Which two statements are true about the health and performance of SD-WAN members 3 and 4? (Choose two.)

A. Encrypted traffic is not used for the performance measurement.

B. FortiGate identifies the member as dead when there is no Facebook and YouTube traffic passing through the member.
C. Only related TCP traffic is used for performance measurement.

D. The performance is an average of the metrics measured for Facebook and YouTube traffic passing through the member.

(1]
m

: BD

HAE #78
Refer to the exhibit, which shows the SD-WAN rule status and configuration.
SD-WAN rule status and configuration

branchl_fgt # diagnose sys sdwan serviced 3

Service(3) : Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority:2
Gen(43), TOS(0x0/0x0), Protocol(0): src(1->65535) :dst(1->65535), Mode(priority),
link-cost-factor (packet loss), link-cost-threshold(10); heath-check (HUB1_HC)
Members (3) :
1: Seq_num(4 HUB1-VPN1 HUB1l), alive, latency: 964348, selected
2: Seq_num(S5 HUB1-VPN2 HUBl), alive, latendy: 1410278, selected
3: Seq_num(6é HUB1-VPN3 HUBl), alive, latency: 180.984, selected
Src address(1l):
10.0.1.0-10.0.1.255

Dst address(1l):
10.0.0.0-10.255.255.255

branchl_fgt (service) # show
config service
caic 3 Fi:RTINET,
set name “Corp”
set mode prioxity
set dst “Corp-net”
set src “LAN-net”
set health-check “HUB1_HC”
set link-cost-factor packet-loss
set link-cost-threshold 0
set priority-members 4 5 6
next

Based on the exhibit, which change in the measured latency will first make HUB1-VPN3 the new preferred member?

A. When HUBI-VPN3 has a latency of 80 ms

B. When HUBI1-VPNI has a latency of 200 ms

C. When HUB1-VPN3 has a lower latency than HUB1-VPN1 and HUB1-VPN2
D. When HUBI-VPN3 has a latency of 90 ns

HE:. B

MY

The rule is in priority mode with HUB1-VPNI (seq 4) as the first preferred member, HUB1-VPN2 second, and HUB1-VPN3
third. Latency itself does not cause HUB1-VPN3 to become preferred unless a higher- priority member fails SLA. If HUB1-
VPN1's latency exceeds the SLA threshold (here simulated by latency reaching 200 ms), FortiGate stops using it and moves down
the priority list. That is when HUB1-VPN3 could become the active path.

HEE#79
Which two statements correctly describe what happens when traffic matches the implicit SD-WAN rule?



(Choose two.)

A. The session information output displays no SD-WAN service id.

B. The traffic is distributed, regardless of weight, through all available static routes.
C. Traffic does not match any of the entries in the policy route table.

D. FortiGate flags the session with may dirty and vwl default.

E. Traffic is load balanced using the algorithm set for the v4-ecmp-mode setting,

: AC

(1]
m

EE #80
Refer to the exhibits.



SD-WAN service details

branchl_fgt # diagnose sys sdwan serviced

Service(l): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(2), TOS(Ox0/0x0), Protocel(0): srec(l->65535) :det (1->65535), Mode (manual)
Menmbers (1) :
1: Seq_nu=m(l portl underlay), alive, selected
2: Seq_nu=m(2 portd underlay), alive, selected
lication Ceatrol(3d): Microsoft.Portal (41469,0) Saleaforce(16%20,0) Collaboration(0,28)
Src addressil):
10.0.1.0-10.0.1.2585

Service (1) : Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcout
Tie break: cfyg
Shortcut priority: 2
Gen(2), TOCS(OxD/0Ox0), Protocel(l): sre(l->65535) :dat (1->65535), Mode (manual)
Members(l):
1: Seq_num(2 portd underlay), alive, selected
Application Control(3): Facebcocok(15832,0) LinkedIn(16331,0) Game(0D,8)
Src addresa(l):
10.0.1.0-10.0.1.255

branchl_fgt § diagnose sys sdwan internet-service-app-ctrl-list
List App Ccrl Database Incry(IPv4) iz Kerael:

Max_App_Ctrl Size=32768 Num App_Ctrl Entry=é

Microsolf.Portal (41469 28): IP=184.27.181.201 € 443 e
MSH.Game (16135 2): IP=13.107.246.36 € 443
Salesforce (16920 29): IP=23.205.255.92 6 443 ‘
ToMeeting (16354 28): IP=23.205.106.86 € 443 ‘
GoToMeeting (16354 28): IP=23.212.249.144 €6 442
Facebook (15832 23): IP=31.13.80.36 6 443 \
branchl_fgt # get router info ro t

©
rotice
0000000013
749
nat
root
Reerved

FGVMO1TMZ2000077
branchl_figt
1001101
portS
undchned
192209
51042
51042
100130
1025

Woerer gOACITE NG, (oM
W 23212248205
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An administrator is testing application steering in SD-WAN. Before generating test traffic, the administrator collected the information
shown in the first exhibit. After generating GoToMeeting test traffic, the admmistrator exammned the corresponding traffic log on
FortiAnalyzer, which is shown in the second exhibit.

The admnistrator noticed that the traffic matched the implicit SD-WAN rule, but they expected the traffic to match rule ID 1.

Which two reasons explain why some log messages show that the traffic matched the implicit SD-WAN rule?

(Choose two.)

e A The session 3-tuple did not match any of the existing entries in the ISDB application cache.



¢ B. Full SSL inspection is not enabled on the matching firewall policy.
¢ C. FortiGate could not refresh the routing information on the session after the application was detected.
¢ D. No configured SD-WAN rule matches the traffic related to the collaboration application GoToMeeting

He: AD
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