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Which of the following should be the PRIMARY basis for establishing metrics that measure the effectiveness of an information
security program?

A. Residual risk

B. Control objectives

C. Risk tolerance

D. Regulatory requirements

EX: B

R A -

Control objectives are the desired outcomes or goals of implementing security controls to mitigate risks and protect information
assets. Control objectives should be the primary basis for establishing metrics that measure the effectiveness of an information
security program, as they align with the business objectives, requirements, and expectations of the organization and its stakeholders.
Metrics based on control objectives can help to evaluate the performance, efficiency, and maturity of the security program, and to
identify gaps, issues, and areas for improvement. The other options are not correct because:

Residual risk is the remaining risk after applying security controls. Residual risk is not a basis for establishing metrics, but rather a
result of measuring the effectiveness of security controls. Residual risk should be monitored and reported, but it does not define the
desired outcomes or goals of the security program

Regulatory requirements are the external standards, laws, and regulations that the organization must comply with to avoid legal or
financial penalties. Regulatory requirements are not a basis for establishing metrics, but rather a constraint or a driver for the security
program. Metrics based on regulatory requirements can help to demonstrate compliance, but they may not reflect the actual
effectiveness or efficiency of the security program.

Risk tolerance is the level of risk that the organization is willing to accept or bear. Risk tolerance is not a basis for establishing
metrics, but rather a factor or an input for the security program Metrics based on risk tolerance can help to prioritize and allocate
resources, but they may not measure the actual outcomes or goals of the security program. Reference = Key Performance Indicators
for Security Governance, Part 1; 14 Cybersecurity Metrics + KPIs You Must Track in 2023; KPIs in Information Security: The 10
Most Important Security Metrics; Why metrics are crucial to proving cybersecurity prograns' value; Inplementing and Maintaining
Security Program Metrics
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A PM is working on a strategy to store records. Which of the following dements must be included in this plan?
(Select TWO)

A. Work breakdown structure
B. Comnunication management
C. Issue management

D. Document management

E. Risk management

F. Data management

Z%: DF

fEERE B«

A strategy to store records must include data management and document management as two essential elements. Data management
is the process of ensuring that the data collected, stored, and used by the project is accurate, complete, consistent, secure, and
accessible. Data management helps to maintain the quality and mtegrity of the project data and supports the analysis and reporting of
the project outcomes1, p. 4 Document management is the process of creating, organizing, storing, retrieving, and disposing of
project documents in a systematic and controlled way. Document management helps to ensure that the project documents are
available, reliable, usable, and authentic throughout the project life cycle and beyond. Document management also helps to comply
with the legal, regulatory, and organizational requirements for records retention and disposition2, p. 3
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A PM is working with stakeholders in the discovery phase and comparing the cost of the project to the cost
savings the project will produce when it is complete. The output of this exercise will produce the:

e A RFL
e B.ROL
e C.SOW.



e D.RPR
X%: B
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The output of this exercise where the project manager is comparing the cost of the project to the cost savings
the project will produce when it is complete will produce the return on investment (ROI). ROl is a financial
metric that measures the profitability or efficiency of an investment by comparing its benefits or returns to its
costs. ROI can help to evaluate the value or worth of a project and support decision making and prioritization.
ROl is calculated by dividing the net benefits (benefits minus costs) by the total costs and multiplying by 100
to get a percentage.
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A project manager is starting a new project for an international supplier. Which of the following is the first step the project manager
should take to nitiate the project?

A. Create a work schedule for the project teamto follow.
B. Identify business needs and product descriptions.

C. Create a work breakdown structure for the project.
D. Identify project risks and plans to address them.

ZX: B
fRRER A

Identifying business needs and product descriptions is a crucial first step in project initiation, as it defines the project's purpose and
scope. This step is in line with CompTIA Project+ practices for understanding and documenting project requirements.

8 #307
A project team is working on a document to precisely describe the success criteria that should be fulfilled by a product. Which of the
following documents is the team preparing?

A. Work breakdown structure
B. Project scope
C. Contract obligations

D. Quality plan
EXR: B

fR AR«

The project scope is the document that defines and describes the project objectives, deliverables, requirements, boundaries,
assumptions, and constraints. It also includes the success criteria that should be fulfilled by the product or service to meet the
stakeholder expectations and the business case. The success criteria are the measurable standards that indicate whether the project
has achieved its intended results. The other options are not correct because:

A quality plan is the document that defines and describes the quality standards, policies, procedures, tools, and techniques that will
be applied to the project to ensure that the deliverables meet the requirements and the success criteria.

Contract obligations are the terms and conditions that bind the parties involved in a contractual agreement, such as the project
manager, the customer, the sponsor, and the vendor. Contract obligations specify the roles, responsibilities, deliverables, payments,
and penalties of each party.

A work breakdown structure (WBS) is a graphical representation of the project scope that breaks down the deliverables into
smaller and manageable components. A WBS shows the hierarchy and relationship of the project elements, but does not include the
success criteria. References = CompTIA Project+ Study Guide: Exam PK0-005, 3rd Edition, Chapter 6: Planning Projects, Part 2
(Scope, Quality, and Risk), pages 175-179; CompTIA Project+ Certification Exam Objectives, Domain 2: Project Planning,
Objective 2.1: Given a scenario, create a project charter and project management plan.
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