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- First, you create or use an existing key tn a supported external key management partner system.
This key has a unique URI or key path

- Next, you grant your Google Cloud project access to use the key, i the external key management
partner system.

- In your Goofle Clowd project, you craate a Cloud EEM Koy, using the URL or Key path for the
eternally-managed key,
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AE#11

A customer has an analytics workload running on Compute Engine that should have limited internet access.

Your team created an egress firewall rule to deny (priority 1000) all traffic to the internet.

The Compute Engine instances now need to reach out to the public repository to get security updates. What should your team do?

A. Create an egress firewall rule to allow traffic to the CIDR range of the repository with a priority less than 1000.

B. Create an egress firewall rule to allow traffic to the hostname of the repository with a priority greater than 1000.

C. Create an egress firewall rule to allow traffic to the hostname of the repository with a priority less than 1000.

D. Create an egress firewall rule to allow traffic to the CIDR range of the repository with a priority greater than 1000.
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EE#12

You manage your organization's Security Operations Center (SOC). You currently monitor and detect network traffic anomalies in
your VPCs based on network logs. However, you want to explore your environment using network payloads and headers. Which
Google Cloud product should you use?

A. VPC Service Controls logs
B. Google Cloud Armor

C. Packet Mirroring

D. Cloud IDS

E. VPC Flow Logs
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EE#13
You are the project owner for a regulated workload that runs in a project you own and manage as an Identity and Access
Management (IAM) admin. For an upcoming audit, you need to provide access reviews evidence. Which tool should you use?

A. Policy Troubleshooter
B. IAM Recommender
C. Policy Analyzer

D. Policy Simulator

HE: A

AE #14
What are the steps to encrypt data using envelope encryption?


https://www.koreadumps.com/Professional-Cloud-Security-Engineer-practice-test.html

A. Generate a data encryption key (DEK) locally.

Encrypt data with the DEK.

Use a key encryption key (KEK) to wrap the DEK. Store the encrypted data and the wrapped DEK.

¢ B. Generate a key encryption key (KEK) locally.
Use the KEK to generate a data encryption key (DEK). Encrypt data with the DEK.
Store the encrypted data and the wrapped DEK.

¢ C. Generate a data encryption key (DEK) locally.
Use a key encryption key (KEK) to wrap the DEK. Encrypt data with the KEK.
Store the encrypted data and the wrapped KEK.

¢ D. Generate a key encryption key (KEK) locally.

Generate a data encryption key (DEK) locally. Encrypt data with the KEK.

Store the encrypted data and the wrapped DEK.

He: A
Y.
Explanation

The process of encrypting data is to generate a DEK locally, encrypt data with the DEK,, use a KEK to wrap the DEK, and then
store the encrypted data and the wrapped DEK. The KEK never leaves Cloud KMS. https:/cloud.google.comkms/docs/envelope-
encryptiontfhow _to_encrypt data using_envelope encryptio

HE #15
You are onboarding new users into Cloud Identity and discover that some users have created consumer user accounts using the
corporate domain name. How should you manage these consurmer user accounts with Cloud Identity?

A. Use Google Cloud Directory Sync to convert the unmanaged user accounts.
B. Configure single sign-on using a customer's third-party provider.

C. Use the transfer tool for unmanaged user accounts.

D. Create a new managed user account for each consumer user account.

Y. C

MH.

Explanation

https//support.google.comva/answer/61786407?hi=en

The transfer tool enables you to see what unmanaged users exist, and then invite those unmanaged users to the domain,
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