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PCI SSC QSA_New_V4 Exam Syllabus Topics:

Topic Details

Topic 1

Payment Brand Specific Requirements: This section of the exam measures the skills of Payment Security
Specialists and focuses on the unique security and compliance requirements set by different payment
brands, such as Visa, Mastercard, and American Express. Candidates must be familiar with the specific
mandates and expectations of each brand when handling cardholder data. One skill assessed is identifying
brand-specific compliance variations.

Topic 2

Real-World Case Studies: This section of the exam measures the skills of Cybersecurity Consultants and
involves analyzing real-world breaches, compliance failures, and best practices in PCI DSS
implementation. Candidates must review case studies to understand practical applications of security
standards and identify lessons learned. One key skill evaluated is applying PCI DSS principles to prevent
security breaches.
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Topic 3

PCI Validation Requirements: This section of the exam measures the skills of Compliance Analysts and
evaluates the processes involved in validating PCI DSS compliance. Candidates must understand the
different levels of merchant and service provider validation, including self-assessment questionnaires and
external audits. One essential skill tested is determining the appropriate validation method based on
business type.

Topic 4

PCI Reporting Requirements: This section of the exam measures the skills of Risk Management
Professionals and covers the reporting obligations associated with PCI DSS compliance. Candidates must
be able to prepare and submit necessary documentation, such as Reports on Compliance (ROCs) and
Self-Assessment Questionnaires (SAQs). One critical skill assessed is compiling and submitting accurate
PCI compliance reports.

Topic 5

PCI DSS Testing Procedures: This section of the exam measures the skills of PCI Compliance Auditors
and covers the testing procedures required to assess compliance with the Payment Card Industry Data
Security Standard (PCI DSS). Candidates must understand how to evaluate security controls, identify
vulnerabilities, and ensure that organizations meet compliance requirements. One key skill evaluated is
assessing security measures against PCI DSS standards.
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PCI SSC Qualified Security Assessor V4 Exam Sample Questions (Q30-Q35):
NEW QUESTION # 30 
Which of the following statements Is true whenever a cryptographic key Is retired and replaced with a new key?

A. The retired key must not be used for encryption operations.
B. All data encrypted under the retired key must be securely destroyed.
C. Cryptographic key components from the retired key must be retained for 3 months before disposal.
D. Anew key custodian must be assigned.

Answer: A

NEW QUESTION # 31 
A retail merchant has a server room containing systems that store encrypted PAN data. The merchant has Implemented a badge
access-control system that Identifies who entered and exited the room, on what date, and at what time. There are no video cameras
located in the server room.Based on this information, which statement is true regarding PCI DSS physical security requirements?

A. The merchant must install motion-sensing alarms In addition to the existing access-control system.
B. The merchant must Install video cameras in addition to the existing access-control system.
C. The badge access-control system must be protected from tampering or disabling.
D. Data from the access-control system must be securely deleted on a monthly basis.

Answer: C

Explanation:
Physical Security Requirements:
* PCI DSS Requirement 9.1.1 mandates that physical access control systems (like badge readers) must be protected against
tampering or disabling to ensure continuous security.
Current Implementation:
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* The merchant's badge access-control system provides essential logging of access events but must also be protected against
tampering to comply with PCI DSS.
Invalid Options:
* B:Video cameras are recommended but not explicitly required if access controls effectively ensure security.
* C:Secure deletion of access-control logs is not a PCI DSS requirement; logs must be retained as per retention policies.
* D:Motion-sensing alarms are not mandatory under PCI DSS physical security requirements.

NEW QUESTION # 32 
Which of the following describes the intent of installing one primary function per server?

A. To prevent server functions with a lower security level from introducing security weaknesses to higher- security functions
on the same server.
B. To allow functions with different security levels to be implemented on the same server.
C. To reduce the security level of functions with higher-security needs to meet the needs of lower-security functions.
D. To allow higher-security functions to protect lower-security functions installed on the same server.

Answer: A

Explanation:
As perRequirement 2.2.1, the purpose of limiting each server to one primary function is toreduce the risk of functions with lower
security needs compromising more critical functions.
* Option A:#Incorrect. PCI DSS discourages combining different security-level functions.
* Option B:#Correct. This is the intent: toprevent lower-security processes from weakening high-security environments.
* Option C:#Incorrect. Functions shouldn't depend on one another for security.
* Option D:#Incorrect. PCI DSS encourages raising security, not lowering it.

NEW QUESTION # 33 
An internal NTP server that provides time services to the Cardholder Data Environment is?

A. In scope for PCI DSS.
B. Not in scope for PCI DSS.
C. Only in scope if it provides time services to database servers.
D. Only in scope if it stores, processes or transmits cardholder data.

Answer: A

Explanation:
Scope definition in PCI DSS v4.0.1 (Section 4)includesany system that can impact the security of the CDE.
Time synchronization servers such asNTParecritical to log integrity(Requirement 10.6), and if they provide services to CDE
systems,they are in scopeeven if they do not directly process cardholder data.
* Option A:#Incorrect. Scope is broader than just databases.
* Option B:#Incorrect. Time serversimpact log security, so they are in scope.
* Option C:#Incorrect. PCI DSS scope includes systems thataffect the securityof CDE, not just those storing card data.
* Option D:#Correct. Internal NTP servers providing services to the CDE arein scope.

NEW QUESTION # 34 
Which of the following describes "stateful responses" to communication initiated by a trusted network?

A. Active network connections are tracked so that invalid "response" traffic can be identified.
B. Logs of user activity on the firewall are correlated to identify and respond to suspicious behavior.
C. A current baseline of application configurations is maintained and any misconfiguration is responded to promptly.
D. Administrative access to respond to requests to change the firewall is limited to one individual at a time.

Answer: A

Explanation:
Stateful inspection (or stateful packet filtering)tracks the state of active connections and determines which packets are part of a valid
session.Requirement 1.4.2references the use of network security controls (NSCs) withstateful filteringcapability to allow legitimate



trafficonly in response to trusted requests.
* Option A:#Incorrect. Firewall admin procedures are not what "stateful" refers to.
* Option B:#Correct. "Stateful responses" mean tracking existing connections toblock unauthorised or spoofed responses.
* Option C:#Incorrect. That describes configuration management, not stateful filtering.
* Option D:#Incorrect. Logging is important but not part of stateful inspection.

NEW QUESTION # 35
......
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