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%| &l GIAC Certification GCIP FE2MEEAM (Q149-Q154):

HAE #149
Which two key elements are essential for successful enforcement of NERC CIP standards?
Response:

A. Regular audits and assessments

B. Allowing remote access for all employees
C. Increasing employee vacation time

D. Penalties for non-compliance
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HEE #150
What is the purpose of incident response planning under NERC CIP standards?
Response:

e A. To prepare for and mitigate cybersecurity incidents
¢ B. To comply with insurance requirements

¢ C. To ensure business continuity

¢ D. To facilitate media communication
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AE #151
How do security management controls assist in incident detection?
Response:

A. By creating a more relaxed work environment

B. By ensuring all employees participate in annual talent shows
C. By decorating the office with themed security posters

D. By defining processes and tools for monitoring and alerting
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AR #152
How might a vulnerability in an electronic security perimeter impact a BES Cyber System?
Response:

A. Increased public awareness
B. Potential unauthorized access
C. Improved system efficiency
D. Enhanced employee morale

o2
m

: B

AE #153

You are managing a BES Cyber System, and several cybersecurity incidents have been detected due to weak authentication
mechanisis. What steps should you take to improve security management?

(Select three)

Response:

A. Increase system uptime by reducing security protocols

B. Organize a company-wide meeting to discuss office productivity
C. Conduct regular audits of access logs and security events

D. Strengthen access control policies for remote access



¢ E. Inplement multi-factor authentication for all critical systems
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