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Logging: Candidates will learn about logging mechanisis, log analysis, and gathering log statistics to
FH 1 effectively monitor security events and incidents.

e SOC Events and Incident Management: This domain targets Fortinet Network Analysts and focuses on
managing security operations center (SOC) events. Candidates will explain SOC features on

FH 2 FortiAnalyzer, manage events and incidents, and understand the incident lifecycle to enhance incident

response capabilities.

¢ Features and Concepts: This section of the exam measures the skills of Fortinet Security Analysts and
FH 3 covers the fundamental concepts of FortiAnalyzer.

¢ Reports: This section evaluates the skills of Fortinet Security Analysts in managing reports within
= 4 FortiAnalyzer. Candidates will learn to create, troubleshoot, and optimize reports to ensure accurate data
presentation and insights for security analysis.

¢ Playbooks: This domain measures the skills of Fortinet Network Analysts in creating and managing
=X 5 playbooks. Candidates will explain playbook components and develop workflows that automate responses
to security incidents, improving operational efficiency in SOC environments.
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HEE #57
On the RAID management page, the disk status is listed as Initializing,
What does the status Initializing indicate about what the FortiAnalyzer is currently doing?

A. FortiAnalyzer is ensuring that the parity data of a redundant drive is valid

B. FortiAnalyzer is functioning normally

C. FortiAnalyzer is writing to all of its hard drives to make the array fault tolerant

D. FortiAnalyzer is writing data to a newly added hard drive to restore it to an optimal state
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EE #58
Which statement describes a dataset in FortiAnalyzer?

e A They provide the layout used for reports.

¢ B. They determine what data is retrieved from the database.
e C. They are used to set the data included in templates.

¢ D. They define the chart types to be used in reports.

e B

HE#59
Which two purposes does the auto cache setting on reports serve? (Choose two.)

A. It reduces report generation time.

B. It provides diagnostics on report generation time.

C. It automatically updates the hcache when new logs arrive.
D. It reduces the log insert lag rate.
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A2 #60
Which statement about sending notifications with incident updates is true?

A. You must configure an output profile to send notifications by email.
B. Notifications can be sent only when an incident is created oi deleted.
C. Each incident can send notification to a single external platform

D. Each connector used can have different notification settings
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EAE #eol
For which two purposes would you use the command set log checksum? (Choose two.)

A. To prevent log modification or tampering

B. To help protect against man-in-the-middle attacks during log upload from FortiAnalyzer to an SFTP server
C. To send an identical set of logs to a second logging server

D. To encrypt log commumnications
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