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HA #222
Which two network resources does a directory service database contain? (Choose two.)

e A. Services

¢ B. Terminal shell types on endpoints
e (. Users

e D. /etc/shadow files

EE: A. C
A -

A directory service is a database that contains information about users, resources, and services in a network.

HM #223
What are three benefits of the cloud native security platform? (Choose three.)

A. Exclusivity

B. Increased throughput
C. Flexibility

D. Digital transformation

E. Agility
iFf#: C. D. E

L2

A cloud native security platform (CNSP) is a set of security practices and technologies designed specifically for applications built
and deployed in cloud environments. It imvolves a shift in mindset from traditional security approaches, which often rely on network-
based protections, to a more application-focused approach that emphasizes identity and access management, container security and
workload security, and continuous monitoring and response. A CNSP offers three main benefits for cloud native applications:
Agility: A CNSP enables faster and more frequent delivery of software updates, as security is built into the application and
infrastructure from the ground up, rather than added on as an afterthought. This allows for seamless integration of security controls
into the continuous integration/continuous delivery (CI/CD) pipeline, reducing the risk of security gaps or delays. A CNSP also
leverages automation and orchestration to simplify and streamiline security operations, such as configuration, patching, scanning, and
remediation.

Digital transformation: A CNSP supports the adoption of cloud native technologies, such as microservices, containers, serverless,
and platformas a service (PaaS), which enable greater scalability, deployability, manageability, and performance of cloud
applications. These technologies also allow for more innovation and experimentation, as developers can easily create, test, and
deploy new features and functionalities. A CNSP helps to protect these cloud native architectures from threats and vulnerabilities,
while also ensuring compliance with regulations and standards.

Flexibility: A CNSP provides consistent and comprehensive security across different cloud environments, such as public, private,
and multi-cloud. It also allows for customization and adaptation of security policies and controls to suit the specific needs and
pReference of each application and organization. A CNSP can also integrate with other security tools and platforms, such as
firewalls, endpoint protection, threat intelligence, and security information and event management (SIEM), to provide a holistic and
unified view of the security posture and risk level of cloud applications.

What Is a Cloud Native Security Platform?

What Is Cloud-Native Security?

All You Need to Know About Cloud Native Security
Top Five Benefits of Cloud Native Application Security

HH #224
In which type of Wi-Fi attack does the attacker intercept and redirect the victim's web traffic to serve content froma web server it
controls?



A. Meddler-in-the-middle
B. Jasager

C. Emotet

D. Evil Twin

EfE: A

R

A meddler-in-the-middle (MITM) attack is a type of Wi-Fi attack where the attacker intercepts and redirects the victim's web
traffic to serve content froma web server it controls. The attacker can use various techniques, such as ARP spoofing, DNS
spoofing, or SSL stripping, to trick the victim into connecting to a rogue access point or a proxy server that acts as a middleman
between the victim and the legitimate website. The attacker can then modify, inject, or drop the packets that are exchanged between
the victim and the website, and perform malicious actions, such as stealing credentials, injecting malware, or displaying fake or
misleading content. A MITM attack can compromise the confidentiality, integrity, and availability of the victim's web traffic and
expose them to various risks and threats. Reference:

What is a man-in-the-middle attack?

The 5 most dangerous Wi-Fi attacks, and how to fight them

What Are Sniffing Attacks, and How Can You Protect Yourself?

H #225
What is a fimction of SSI/TLS decryption?

A. Tt reveals malware within web-based traffic.
B. It protects users fromsocial engineering,

C. It applies to unknown threat detection only.
D. It identifies loT devices on the internet.

Ef: A

fER L2
SSI/TLS decryption allows security tools to inspect encrypted traffic, enabling themto detect hidden malware, command-and-
control communication, or data exfiltration that would otherwise bypass inspection if left encrypted.

R #226
Which Palo Alto Networks product provides playbooks with 300+ multivendor integrations that help solve any security use case?

e A Prisma Cloud

e B. Cortex XSOAR
e C. AutoFocus

e D. Cortex XDR

IEf#: B

R -

SOAR tools ingest aggregated alerts from detection sources (such as SIEMS, network security tools, and mailboxes) before
executing automatable, process-driven playbooks to enrich and respond to these alerts.
https://www.paloaltonetworks.com/cortex/security-operations-automation
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