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GIAC Global Industrial Cyber Security Professional (GICSP) 32 % GICSP
ABHE (Q92-Q97):

R #92

As part of your ICS security program development, you are tasked with implementing role-based access controls (RBAC) and
defining roles for different job finctions. Which of the following are best practices when implementing RBAC in an ICS
environment?

(Select all that apply)

Response:

A. Assigning permissions based on job function

B. Regularly reviewing and updating access control lists
C. Granting access on a need-to-know basis

D. Allowing all users to have full administrative access

iEﬁ: A\ B\ C

HM #93
‘Which control helps prevent threats to Integrity?

¢ A Implementing digital signatures

¢ B. Firewall egress filtering

¢ C. Logging IDS alerts

e D. Centralized LDAP authentication

Ef: A

fEEL -

Integrity in cybersecurity ensures that data and systens are not altered or tampered with in an unauthorized manner. To protect
integrity, controls must verify that data originates froma trusted source and has not been changed.

Digital signatures (D) provide cryptographic proof of data origin and integrity by enabling recipients to verify that the data has not
been altered since it was signed.

Firewall egress filtering (A) limits outbound traffic but primarily protects confidentiality and availability, not directly integrity.
Logging IDS alerts (B) supports detection and auditing but is reactive rather than preventive.

Centralized LDAP authentication (C) manages user authentication and access control, mainly protecting confidentiality and
accountability.

GICSP highlights digital signatures as a core control to maintain data integrity, especially for firmware, configuration files, and critical
commands within ICS.

Reference:

GICSP Official Study Guide, Domain: ICS Security Principles

NIST SP 800-82 Rev 2, Section 6.5 (Information Integrity Controls)

GICSP Training on Cryptographic Controls and Data Integrity

HH #94

Which type of attack specifically targets wireless networks by overwhelming them with excessive traffic, causing a loss of
availability?

Response:

A. Phishing

B. Man-in-the-middle (MitM) attack

C. Cross-stte scripting (XSS)

D. Denial-of-Service (DoS) attack

IEf#: D
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HR #95
Which of'the following is a key responsibility of ICS operators?
Response:

A. Managing the corporate network

B. Ensuring the physical processes remain operational
C. Designing enterprise-level software

D. Managing user access to cloud resources

F
R

: B

H #96
What can be configured on the router so that it can most effectively implement and enforce zones for the shown subnets?

(Level 0) Sensors, Actuators, Motors, eic.
10.10.7.2/24
{Egpe
g, . ||
Control Devices LAN ,
(Level 1)
10.10.6.2/2¢ PLCs
)
B =
{Level 2) =
10,10.5.2/24 HMis
sess ) {S=ms )
Operations Support DMZ Hislorian Server

{Lovel 3) 10.10.4117255.255 255.0
10.104224 CERTIFICATIONS

e A 802. 1x protocol

® B. Access control lists

e C. Secure Shell

¢ D. MAC-based port security

IEf#: B

et

The diagram shows muiltiple subnets/zones (Levels 0-3) connected via routers and switches. To enforce traffic flow policies between
these zones/subnets, the router should implement Access Control Lists (ACLs) (B).

ACLs can:

Filter traffic between subnets based on [P addresses, ports, and protocols Enforce security boundaries as per ICS segmentation
principles (A) MAC-based port security controls device-level access but is less effective for inter-subnet traffic control.

(C) Secure Shell (SSH) is for secure device management, not traffic control.

(D) 802.1x provides port-based network access control but is less relevant for routing traffic between subnets.

GICSP highlights ACLs as fundamental tools for network segmentation enforcement in ICS.

Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

NIST SP 800-82 Rev 2, Section 5.5 (Network Segmentation and Filtering)

GICSP Training on Network Security Controls
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