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i RE #121
Which Windows API function is commonly used by malware to hide its presence from task managers and system monitors?

e A VirtualProtect

¢ B. RegisterServiceProcess
e (. TerminateProcess

e D. IsDebuggerPresent

£%: B
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il RE #122
Which approach can help in bypassing malware that employs timing checks to detect analysis tools?

¢ A Increasing the priority of the malware process

¢ B. Using network traffic generators

¢ C. Modifying the system clock

¢ D. Patching the malware binary to remove the checks

ZX: D

i RE #123
‘Which of'the following are commonly observed behaviors in malware during behavioral analysis?

(Choose two)

A. Modifying the systen's registry settings

B. Creating large amounts of encrypted random files

C. Downloading additional payloads from external servers
D. Attempting to format the system's hard drive

ER: AC

FRE #124
What is a common indicator that a fnction in assembly language is about to return a value?

e A. A PUSH instruction

e B. A IMP instruction

e C. AMOV instruction to the stack
e D. A RET instruction

ZX: D

PRI #125
A sample uses heavy obfuscation and muiltiple layers of unpacking, Which approach is MOST effective?

A. Dump memory after OEP is reached
B. Hash comparison with known malware
C. Behavioral sandboxing only

D. PE header re-alignment

BEE: A
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