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IBM Instana Observability v1.0.277 Administrator - Professional Sample
Questions (Q22-Q27):
NEW QUESTION # 22 
Which two filters can be used in scheduling maintenance windows to mute affected entities?

A. Smart Alerts
B. Scope based
C. Dynamic Focus
D. Custom Entity
E. Application Perspective

Answer: B,E

Explanation:
Scheduling maintenance windows in IBM Instana Observability allows teams to define planned downtimes or service windows
without triggering false alerts. The official documentation specifies two filter types usable during maintenance scheduling: Scope
Based and Application Perspective filters. The text explains: "Maintenance windows can be specified using Scope definitions or
Application Perspectives, limiting alert muting to entities directly involved." Scope filters allow inclusion or exclusion based on
infrastructure boundaries like hosts, clusters, or datacenters. Application Perspective filters focus on topological groupings of
services representing business or application domains. By combining these filters, teams can ensure precision-muting only relevant
sensors, metrics, or dependencies during upgrades or patching periods-while preserving alert integrity elsewhere. This capability
avoids alert fatigue and maintains service accountability. Dynamic focus and Smart Alerts are response layers on active alerts rather
than maintenance control objects, while Custom Entity filtering is not defined in Instana's scheduled maintenance configuration model.

NEW QUESTION # 23 
What is the default context in which an action script sensor runs?

A. Container
B. Instana agent
C. Service agent
D. Logged in Instana user

Answer: B

Explanation:
Within Instana, action script sensors execute administrative or diagnostic commands in context of the runtime environment that hosts
the Instana agent. The current IBM documentation specifies: "Action scripts are executed by the Instana agent process on the
monitored host using the permissions and context of that agent." The agent serves as a self-contained runtime capable of executing
defined scripts, invoking system-level or application-specific logic safely within its host boundary. This design enhances automation
and extensibility while respecting host-level security because the execution does not escalate privileges beyond the agent's service
account. Instana ensures that scripts running within the agent context inherit its environment variables and operational limits,
guaranteeing consistency and preventing user-specific execution inconsistencies. Other answer options (service agent, container, or
logged-in user) do not reflect the actual architectural control documented by IBM, where the primary host agent controls all action-
based script invocations.

NEW QUESTION # 24 
When are issues or incidents triggered in Instana while using .Net sensor?

A. Based on failing health signatures or custom metric thresholds
B. During regular maintenance
C. When a sensor goes offline
D. When a user logs in

Answer: A

Explanation:
Instana triggers Issues and Incidents based on dynamic health signatures and custom metric thresholds established for .NET
applications. The official documentation clarifies: "Issues are generated automatically when health signatures fail or when custom



metric thresholds are breached for .NET sensors, indicating performance or reliability degradation." This includes transaction latency,
error rates, resource exhaustion, or process failure detection. Health signatures are built-in, algorithmic checks using expected
baselines and historical data. Custom thresholds may be established by users for business-specific metrics (e.g., request time or
throughput), further enriching early warning detection. Offline sensors or regular maintenance only lead to downtime or muted alerts,
not issues/incidents. User logins reflect authentication flow monitoring and do not prompt system-wide issues in Instana's event
model unless login failure ties to health impacts.

NEW QUESTION # 25 
Which protocol is used by the Grafana Plugin for Instana to fetch data?

A. HTTP
B. SOP
C. gRPC
D. JDBC

Answer: A

Explanation:
When integrating Grafana with Instana, the plugin communicates using RESTful interactions over the HTTP protocol. IBM's
integration guide clearly explains: "The Instana DataSource Plugin for Grafana communicates with the Instana backend via HTTP-
based REST APIs to query metrics and event data." This ensures secure TLS-encrypted data transport and allows compatibility
with Grafana's native data source management features. HTTP is chosen due to its simplicity, standardization, and suitability for web
API integrations, allowing Grafana to query time-series data from Instana and automatically populate dashboards. The plugin
retrieves metrics, trace-level summaries, and service health states over HTTP GET and POST requests. Other options such as
gRPC are used only internally between microservices, SOP is not a standard communication protocol, and JDBC is limited to
databases. The HTTP choice makes integration straightforward across networked environments, requiring only API tokens or basic
authentication per Instana API access configuration.

NEW QUESTION # 26 
Which statement accurately describes the use of the agent key?

A. It is not included in the purchase email and must be obtained separately.
B. It is used for both downloading Instana artifacts and deploying an instance.
C. It is used only for deploying an instance.
D. It is required only for downloading the license.

Answer: B

Explanation:
The IBM Instana Observability product architecture uses a security credential called an agent key for authentication and
authorization in both installation and deployment operations. The documentation explicitly affirms: "The agent key must be used for
downloading Instana installation artifacts from IBM repositories as well as for deploying agents to connect to the backend." This
binding ensures entitlement enforcement and integrity of data transfer. The key, distributed through official IBM entitlement channels
or purchase confirmation emails, validates the customer's licensed environment. During deployment, the same key is included in
configuration files or environment variables so that each agent securely authenticates to its assigned backend instance. This unified
mechanism simplifies lifecycle management while maintaining strong license controls. The key is never generated manually nor limited
to licensing download alone-its dual purpose makes it critical in both provisioning and operations stages.

NEW QUESTION # 27
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