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Architect 34 5% & (Q34-Q39):

HH #34
A B2C Commerce Developer has just finished implementing a new promotion code form on checkout. During review, an Architect
notes that the form it not using CSRF validation correctly.

Which two options are best practice recommendations for dealing with CSRF validation? Choose 2 answers

A. Only use POST methods over HTTPS.

B. Ensure the CSRF protection is validated on form submission.
C. Only use GET methods over HTTPS.

D. Automatically renew the CSRF Token if expired.

Eﬁ: A\ B

R

For implementing CSRF (Cross-Site Request Forgery) protection correctly, especially in forms like promotion code submissions
during checkout, best practices include:

* Option A (Ensure the CSRF protection is validated on form submission): It is crucial to validate the CSRF token upon the form's
submission to ensure that the request originates from a legitimate source and corresponds to the user's intended actions, enhancing
security against CSRF attacks.

* Option D (Only use POST methods over HTTPS): Using POST methods for transmitting form data helps mitigate the risk of
CSREF attacks as opposed to GET methods which can be manipulated more easily via URL. Ensuring the communication is over
HTTPS encrypts the transmission, securing the data from interception or tampering during transit.

These practices safeguard against common security vulnerabilities and ensure that the application adheres to secure coding
standards.

B #35
The Home-Show route uses this middleware chamn:



av-
The developer added Home. ;s in another cartridge, which is before the original cartridge in the cartridge path, to extend that route
but it does not have the middleware chain:

= amws meads Mave
B ™ LI L —

Assuming the code is correct on both finctions, what is the expected result?

A. The custom code executes and then the base code executes.

B. The base code executes and then the custom code executes.

C. The base code executes, but the custom code is ignored because the signature lines do not match.
D. A RunTinme error is thrown, "Error: Params do not match route".

Ef#: D

R #36

The following promotions are configured with no exclusivity (can be combined with any other promotion) in a - lmonth campaign:

* Free correct- in -store shipping

* 20% accessories products discount, applies for all customers

* $5 off coupon based discount, sent to a selected group of customers

The combination of above promotions allows customers to get 16 socks for free in store. This was unintended, and the Client If
considering disabling the coupon. The Client is concerned about a potential spike in the number of Call Center calls from customers
who had the coupon code added to their baskets before it was disabled. As basket lifetime is set to 30 days for all customers, this
can continue for the full length of the campaign.

What solutionshould the Architect suggest to keep the Call Center calls to a minimum?

A. Disable the coupon code. Email all the customers to not use the coupon code in their baskets.

B. Disable the coupon code. Restart the production instance from control Center to dear existing baskets.

C. Disable the coupon code. Clear the production cache from the Business Manager to clear existing baskets.

D. Disable the coupon code. Reduce the basket lifetime in Business Manager to expire some of the existing baskets

IEf#: D

R«

Reducing the basket lifetime is a strategic approach to minimizing the impact of disabling a promotional coupon. This action will
cause baskets that may still contain the now-disabled coupon to expire sooner, thereby reducing the potential volume of calls to the
Call Center from customers inquiring about the coupon. This method also avoids the drastic measure of clearing all existing baskets
or restarting the production instance, which could disrupt user experience and lead to further customer dissatisfaction.

B #37
The Client is Crowing and decided to migrate its ecommerce website to B2C Commerce. The Client provided the Architect with the
fmetrics for its existing website over the past 12 months and forecasted into the next year:



Average visits per hour

Peak visits per hour

Average page views per hour 10000
Peak page views per hout 20000
Axerage orders per hour 100

Peak ordars per hour 25
Avuqé:.-itrms per order ]
Average order value

Expected growth percentage |

Noting these historical metrics and the forecasted growth of 300%, which load test targets meet best practices for testing the new
B2C Commerce site?

A. 3000 visits per hour, 60000 page views per hour, and 750 orders per hour

B. 15000 visits per hour, 300000 page views per hour, and 3750 orders per hour

C. 1500 visits per hour, 30000 page views per hour, and 375 orders per hour

D. 150000 visits per hour, 3000000 page views per hour, and 37500 orders per hour

F
R

: C

R #38
The Client is Crowing and decided to migrate its ecommerce website to B2C Commerce. The Client provided the Architect with the
fmetrics for its existing website over the past 12 months and forecasted into the next year:

Noting these historical metrics and the forecasted growth of 300%, which load test targets meet best practices for testing the new
B2C Commerce site?

A. 3000 visits per hour, 60000 page views per hour, and 750 orders per hour

B. 1500 visits per hour, 30000 page views per hour, and 375 orders per hour

C. 15000 visits per hour, 300000 page views per hour, and 3750 orders per hour

D. 150000 visits per hour, 3000000 page views per hour, and 37500 orders per hour

IEf: C

fiE L.

Considering the existing metrics and forecasted 300% growth, the appropriate load testing targets for the new B2C Commerce site
would be:

* 15000 visits per hour: This figure is calculated by applying the expected growth to the peak visits per hour (1000 visits), resulting
in 4000 visits. The choice of 15000 provides a higher buffer to accommodate unforeseen spikes in traffic.

* 300000 page views per hour: Similarly, this is scaled up from the peak page views per hour (20000) considering the growth,
ensuring the site can handle high demand and interactions.

* 3750 orders per hour: This target is based on the peak orders per hour (250) with the growth applied, allowing testing of the
systens ability to handle transactions under significant load.

These targets ensure that the system is robust enough to handle increased traffic and transactions without performance degradation,
crucial for maintaining customer satisfaction and operational stability.
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