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HH #87
An engineer has discovered that an acquired company uses a duplicate IP address space. Which feature of the asset and identity

framework could be turned on that would allow for the separation of company IP address ranges within a lookup?

A. Asset Annotations
B. Entity Definitions
C. Entity Zones

D. Asset Classes

: C
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fEERA -

Entity Zones in the Assets & Identities framework allow separation of entities (like [P address ranges) into distinct zones. This
feature is useful when dealing with duplicate IP spaces from different companies, ensuring that events are correctly associated with
the proper organizational context.

B #88
‘Which actions help to monitor and troubleshoot indexing issues?(Choosethree)

A. Use btool to check configurations.

B. Enable distributed search in Splunk Web.
C. Review internal logs such as splunkd.log,
D. Monitor queues in the Monitoring Console.

Ef#: AL C. D

A :

Indexing issues can cause search performance problemns, data loss, and delays in security event processing,
#1. Use btool to Check Configurations (A)

Helps validate Splunk configurations related to indexing,

Exanple:

Checkindexes.confsettings:

splunk btool indexes list --debug

#2. Monitor Queues in the Monitoring Console (B)

Identifies indexing bottlenecks such as blocked queues, dropped events, or indexing lag.

Exanple:

Navigate to: Settings # Monitoring Console # Indexing Performance.

#3. Review Internal Logs Such as splunkd.log (C)

Thesplunkd.logfile contains indexing errors, disk failures, and queue overflows.

Exanple:

Use Splunk to search internal logs:

D: Enable distributed search in Splunk Web # Distributed search improves scalability, but does not troubleshoot indexing problerns.
#Additional Resources:

Splunk Indexing Performance Guide

Using btool for Debugging

ER #89
A security analyst wants to validate whether a newly deployed SOAR playbook is performing as expected.
Whatsteps should they take?

A. Test the playbook using simulated incidents

B. Compare the playbook to existing incident response workflows
C. Automate all tasks within the playbook immediately

D. Monitor the playbook's actions in real-time environments

IEf#: A

AR

A SOAR (Security Orchestration, Autormation, and Response) playbook is a set of automated actions designed to respond to
security incidents. Before deploying it in a live environment, a security analyst must ensure that it operates correctly, minimizes false
positives, and doesn't disrupt business operations.

#Key Reasons for Using Simulated Incidents:

Ensures that the playbook executes correctly and follows the expected workflow.

Identifies false positives or incorrect actions before deployment.

Tests integrations with other security tools (SIEM, firewalls, endpoint security).

Provides a controlled testing environment without affecting production.

How to Test a Playbook in Splunk SOAR?

1##Use the "Test Connectivity" Feature - Ensures that APIs and integrations work.2##Simulate an Incident - Manually trigger an
alert similar to a real attack (e.g., phishing email or failed admin login). 3##Review the Execution Path - Check each step in the
playbook debugger to verify correct actions.4##Analyze Logs & Alerts - Validate that Splunk ES logs, security alerts, and



remediation steps are correct. S##Fne-tune Based on Results - Modify the playbook logic to reduce unnecessary alerts or excessive
automation.

Why Not the Other Options?

#B. Monitor the playbook's actions in real-time environments - Risky without prior validation. Itcan cause disruptions if the
playbook misfires.#C. Automate all tasks immediately - Not best practice. Gradual deployment ensures better security control and
monitoring#D. Compare with existing workflows - Good practice, but it does not validate the playbook's real execution.
References & Learning Resources

#Splunk SOAR Documentation: httpsz//docs.splunk.com/Documentation/SOAR#Testing Playbooks in Splunk SOAR:
https//www.splunk.comven_us/products/soar. htmi#SOAR Playbook Debugging Best Practices:

https/splunkbase.splunk.com

HMA #90
In order to performa complete data assessment, an engineer's role within Splunk must have which of the following?

A. Access to Knowledge Objects.

B. Access to applicable indexes.

C. The capability to create Correlation Searches.
D. The capability to edit macros.

Ef#: B

AR :
To performa complete data assessment in Splunk, an engineer must have access to applicable indexes. Without index access, the
engmneer cannot review ingested data, validate mappings, or evaluate coverage for detections and reporting.

HM #91
When creating a detection that searches user activity across CIM-compliant data, which CIM field should be reviewed to ensure
that data is aggregated appropriately?

e A identity
e B. user

e C. srcUser
e D. userid

IEf#: B

fiR .-
The user field is the normalized CIM field for user activity across data sources. Reviewing and using this field ensures that data from
different sources is properly aggregated, enabling consistent detection logic across CIM-compliant datasets.
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