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35. Frage
‘Which method is used to examine a group of hosts or a network known for vulnerable services?
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¢ A Penetration testing
¢ B. Automated vulnerability scanning tool
e C. Security testing and evaluation

Antwort: B

Begriindung;

Comprehensive and Detailed Explanation:

An automated vulnerability scanning tool is designed specifically to scan systens, hosts, or networks for known vulnerabilities based
on a maintained vulnerability database. These tools are efficient for covering large environments quickly and are commonly used in
routine security assessments.

Security testing and evaluation (A) is broader and includes manual assessments. Penetration testing (C) simulates real-world attacks
but is usually more targeted and time-intensive.

Reference:

ISO/IEC 27002:2022, Control A.5.27: "Automated vulnerability scanning should be used to identify technical vulnerabilities."
Correct answer: B

36. Frage

Scenario 4: ORingo is a company based in Krakow, Poland, specializing in developing and distributing electronic products for health
monitoring and heart rate measurement applications. With a strong emphasis on innovation and technological advancement, ORingo
has established itself as a trusted provider of high-quality, reliable devices that enhance the well being and healthcare capabilities of
individuals and healthcare professionals alike.

As part of its commitment to maintaining the highest standards of information security, ORingo has established an nformation security
incident management process This process ains to ensure that any potential threats are swiftly identified, assessed, and addressed to
protect systems and information. However, despite these measures, an incident response team member at ORingo recently detected
a suspicious state in their systers operational data, leading to the decision to shut down the company-wide system until the anomaly
could be thoroughly investigated Upon detecting the threat, the company promptly established an incident response team to respond
to the incident effectively. The team's responsibilities encompassed identifying root causes, uncovering hidden vulnerabilities, and
implementing timely resolutions to mitigate the impact of the incident on ORingo's operations and customer trust.

In response to the threat detected across its cloud environments. ORingo employed a sophisticated security tool that broadened the
scope of incident detection and mitigation This tool covers network traffic, doud environments, and potential attack vectors beyond
traditional endpoints, enabling ORingo to proactively defend against evolving cybersecurity threats During a routine check, the IT
manager at ORingo discovered that multiple employees lacked awareness of proper procedures following the detection of a phishing
email. In response, immediate training sessions on information security policies and incident response were scheduled for all
employees, emphasizing the importance of vigilance and adherence to established protocols in safeguarding ORingo's sensitive data
and assets.

As part of the training initiative. ORingo conducted a simulated phishing attack exercise to assess employee response and
knowledge. However, an employee inadvertently informed an external partner about the 'attack” during the exercise, highlighting the
importance of ongoing education and reinforcement of security awareness principles within the organization.

Through its proactive approach to incident management and commitment to fostering a culture of security awareness and readiness.
ORingo reaffims its dedication to safeguarding the integrity and confidentiality of its electronic products and ensuring the trust and
confidence ofits custormers and stakeholders worldwide.

Based on the scenario above, answer the following question:

After identifying a suspicious state in ORingo's system, a member of the IRT initiated a company-wide system shutdown until the
anomaly was investigated. s this acceptable?

e A. No, the IRT should have determined the facts that enable detection of the event occurrence
¢ B. No, the IRT should have immediately informed all employees about the potential data breach
e C. Yes, the correct action is to initiate a company-wide system shutdown until the anomaly is investigated

Antwort: A

Begrindung;

Comprehensive and Detailed Explanation:

According to ISO/IEC 27035-1:2016, particularly in Clause 6.2.2 (Assess and Decide), the organization must first assess the
reported event to determine whether it qualifies as a security incident before implementing disruptive responses such as a full system
shutdown.

Initiating a shutdown without first determining the cause, impact, or whether it's a confirmed incident can lead to unnecessary



operational disruption and loss of services. The proper approach is to collect evidence, analyze system behavior, and make informed
decisions based onrisk level and confirmed facts.

Option B best reflects the required approach: The IRT should first determine the facts that enable detection and validation of the
event's occurrence and impact before initiating drastic action like shutting down critical systemns.

Reference:

ISO/IEC 27035-1:22016, Clause 6.2.2 - "An analysis should be conducted to determine whether the event should be treated as an
information security incident.” Clause 6.2.3 - "Response should be proportionate to the impact and type of the incident." Therefore,
the correct answer is B.

37. Frage
‘When does the information security incident management plan come into effect?

e A. After a security audit is completed
¢ B. When a new security policy is drafted
e C. When a security vulnerability is reported

Antwort: C

Begrindung;

Comprehensive and Detailed Explanation From Exact Extract:

According to ISO/IEC 27035-1 and 27035-2, the incident management plan is activated upon the detection or reporting of a
security event, particularly when a vulnerability, threat, or compromise has been identified. The plan ensures structured response and
accountability fiom the very first signs of a potential incident.

Clause 6.4.2 in ISO/IEC 27035-2 explains that incident response activities-including logging, categorization, assessment, and
escalation-should begin as soon as a security incident or vulnerability is reported. This proactive trigger allows early containment and
mitigation.

Security audits and policy drafts (Options A and B) are part of preventive or governance mechanisins, not operational triggers for
activating the plan.

Reference Extracts:

ISO/IEC 27035-22016, Clause 6.4.2: "The incident management plan should be activated once a security incident or significant
vulnerability is identified and reported." Clause 5.1: "Detection and reporting are the initial steps in triggering the formal incident
management lifecycle." Correct answer: C

38. Frage
How should vulnerabilities lacking corresponding threats be handled?

e A. They may not require controls but should be analyzed and monitored for changes
e B. They still require controls and should be promptly addressed
e C. They should be disregarded as they pose no risk

Antwort: A

Begriindung;

Comprehensive and Detailed Explanation From Exact Extract:

According to ISO/IEC 27005:2018 (which supports ISO/IEC 27035 in risk management and threat assessment processes),
vulnerabilities that are not currently associated with known threats do not necessarily need immediate remediation or technical
control measures. However, they cannot be ignored entirely either.

Such vulnerabilities may not pose an active risk at the present time, but that can change quickly if a new threat emerges that can
exploit them Therefore, these vulnerabilities should be documented, assessed in context, and monitored over time. This process
ensures that if the threat landscape evolves, the organization can respond proactively.

The standard emphasizes a risk-based approach, which includes:

* Analyzing vulnerabilities in relation to assets and threat likelihood

* Monitoring the environment for changes that may introduce new threats

* Avoiding unnecessary or unjustified resource expenditure on low-risk issues Option A is incorrect because it suggests addressing
all vulnerabilities without considering risk context.

Option B is risky and contradicts ISO best practices, which emphasize continuous risk monitoring.

Reference Extracts:

* ISO/IEC 270052018, Clause 8.2.2: "Vulnerabilities without known threats may not require treatment immediately but should be



monitored regularly."”
* ISO/IEC 2700122022, Annex A, Control A.8.8 - "Management of technical vulnerabilities should be risk- based and responsive
to changes." Therefore, the correct answer is C: They may not require controls but should be analyzed and monitored for changes.

39. Frage

Scenario 4: ORingo is a company based in Krakow, Poland, specializing in developing and distributing electronic products for health
monitoring and heart rate measurement applications. With a strong emphasis on innovation and technological advancement, ORingo
has established itself as a trusted provider of high-quality, reliable devices that enhance the well being and healthcare capabilities of
individuals and healthcare professionals alike.

As part of its commitment to maintaining the highest standards of information security, ORingo has established an information security
incident management process This process aims to ensure that any potential threats are swiftly identified, assessed, and addressed to
protect systems and information. However, despite these measures, an incident response team member at ORingo recently detected
a suspicious state in their systerms operational data, leading to the decision to shut down the company-wide system until the anomaly
could be thoroughly investigated Upon detecting the threat, the company promptly established an incident response team to respond
to the incident effectively. The team's responsibilities encompassed identifying root causes, uncovering hidden vulnerabilities, and
implementing timely resolutions to mitigate the impact of the incident on ORingo's operations and customer trust.

In response to the threat detected across its cloud environments. ORingo employed a sophisticated security tool that broadened the
scope of incident detection and mitigation This tool covers network traffic, doud environments, and potential attack vectors beyond
traditional endpoints, enabling ORingo to proactively defend against evolving cybersecurity threats During a routine check, the IT
manager at ORingo discovered that multiple employees lacked awareness of proper procedures following the detection of a phishing
email. In response, immediate training sessions on nformation security policies and incident response were scheduled for all
employees, emphasizing the importance of vigilance and adherence to established protocols in safeguarding ORingo's sensitive data
and assets.

As part of the training initiative. ORingo conducted a simulated phishing attack exercise to assess employee response and
knowledge. However, an employee nadvertently informed an external partner about the 'attack” during the exercise, highlighting the
importance of ongoing education and reinforcement of security awareness principles within the organization.

Through its proactive approach to incident management and commitment to fostering a culture of security awareness and readiness.
ORingo reaffirs its dedication to safeguarding the integrity and confidentiality of its electronic products and ensuring the trust and
confidence of its customers and stakeholders worldwide.

According to scenario 4, in response to a detected threat across its cloud environments, which tool did ORingo utilize to extend its
threat detection and response capabilities beyond traditional endpoints?

e A XDR
e B. SIEM
e C.IPS

Antwort: A

Begrindung;

Comprehensive and Detailed Explanation:

XDR (Extended Detection and Response) is a security solution that integrates and correlates data across multiple domains including
endpoints, networks, cloud workloads, and more. In the scenario, the tool is described as capable of covering network traffic, cloud
environments, and beyond-characteristics that align directly with the capabilities of XDR.

IPS (Intrusion Prevention System) focuses narrowly on network perimeter security.

SIEM (Security Information and Event Management) is primarily focused on log aggregation and analysis rather than real-time
detection and autormated response across multiple layers.

Reference:

NIST SP 800-207 and modern security frameworks define XDR as a centralized detection and response platform with cross-
domain visibility.

Therefore, the correct answer is A: XDR
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