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Fortinet FCSS_SDW_AR-7.4 Exam Syllabus Topics:

Topic Details

Topic 1
Configure Performances SLAs: Designed for network administrators, this part focuses on setting up
performance Service Level Agreements (SLAs) within SD-WAN environments. Candidates must show
proficiency in defining criteria to monitor and maintain network performance and reliability.
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Topic 2
SD-WAN Troubleshooting: This part assesses the troubleshooting skills of network support specialists.
Candidates should be able to diagnose and resolve issues related to SD-WAN rules, session behaviors,
routing inconsistencies, and ADVPN connectivity problems to maintain seamless network operations.

Topic 3
SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-
WAN members and zones effectively, ensuring foundational network segmentation and management.

Topic 4

Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec
topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex multi-
hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area
networks using IPsec technologies.
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Fortinet FCSS - SD-WAN 7.4 Architect Sample Questions (Q25-Q30):
NEW QUESTION # 25 
Refer to the exhibit.

An administrator checks the status of an SD-WAN topology using the FortiManager SD-WAN monitor menus. All members are
configured with one or two SLAs.
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Which two conclusions can you draw from the output shown? (Choose two.)

A. The template view should be used to see the hub devices.
B. One member of branch2_fgt is missing the SLAs.
C. branch2_fgt establishes six tunnels to the hubs and they are all up.
D. This SD-WAN topology contains only two branch devices.

Answer: B,D

Explanation:
From the SD-WAN monitor in FortiManager:
"The SD-WAN monitor provides a summary view of the branch devices and their members. In the scenario shown, it is clear that
branch2_fgt is missing SLA configuration for one member, as evidenced by the lack of performance metrics. The monitor also
shows only two branches in the current topology, allowing quick assessment of branch health and configuration completeness." This
kind of visibility is vital for proactive monitoring and rapid troubleshooting in SD-WAN environments.
References:
[FCSS_SDW_AR-7.4 1-0.docx Q18]
FortiManager SD-WAN Monitoring Guide, "Branch Device Health and SLA Status Visualization"

NEW QUESTION # 26 
Refer to the exhibits.

The exhibits show two IPsec templates to define Branch IPsec 1 and Branch_IPsec_2. Each template defines a VPN tunnel. The
error message that FortiManager displayed when the administrator tried to assign the second template to the FortiGate device is also
shown.
Which statement best describes the cause of the issue?

A. You can assign only one template with a tunnel type of static to each FortiGate device.
B. You should review the branch1_fgt configuration for configured tunnels in the rootVDOM.
C. You should use the same outgoing interface of both templates.
D. You can assign only one IPsec template to each FortiGate device.

Answer: D



Explanation:
The FortiManager SD-WAN overlay system allows only one IPsec template to be assigned to each device per overlay operation.
The guide clarifies:
"If you attempt to assign more than one IPsec template to a FortiGate device for the same overlay type, FortiManager will display an
error, preventing duplicate or conflicting tunnel configurations. This limitation ensures a one-to-one mapping between device and
overlay template per operation, maintaining configuration integrity and preventing routing issues." This prevents complex
troubleshooting scenarios and enforces best practices for overlay design.

NEW QUESTION # 27 
You manage an SD-WAN topology. You will soon deploy 50 new branches.
Which three tasks can you do in advance to simplify this deployment? (Choose three.)

A. Create model devices.
B. Update the DHCP server configuration.
C. Create a ZTP template.
D. Create policy blueprint.
E. Define metadata variables value for each device.

Answer: A,C,D

Explanation:
Creating a ZTP (Zero Touch Provisioning) template automates onboarding of new branches.
Policy blueprints allow predefining consistent configurations for security and SD-WAN rules.
Model devices help preconfigure settings tied to device models, speeding up deployment.

NEW QUESTION # 28 
You are planning a large SD-WAN deployment with approximately 1000 spokes and want to allow ADVPN between the spokes.
Some remote sites use FortiSASE to connect to the company's SD- WAN hub. Which overlay routing configuration should you
use?

A. BGP on loopback with dynamic BGP for ADVPN shortcut routing.
B. BGP on loopback with IPsec phase2 selectors for ADVPN shortcut routing.
C. BGP per overlay with dynamic BGP for ADVPN shortcut routing.
D. BGP per overlay with BGP next-hop convergence for ADVPN shortcut routing.

Answer: A

Explanation:
Using BGP on loopback with dynamic BGP enables scalable routing for large deployments and supports ADVPN shortcut routing
with resilient, stable next-hop reachability across dynamic tunnels.

NEW QUESTION # 29 
Refer to the exhibit. The administrator analyzed the traffic between a branch FortiGate and the server located in the data center, and
noticed the behavior shown in the diagram. When the LAN clients located behind FGT1 establish a session to a server behind DC-
1, the administrator observes that, on DC-1, the reply traffic is routed over T2. even though T1 is the preferred member in the
matching SD-WAN rule.
What can the administrator do to instruct DC-1 to route the reply traffic through the member with the best performance?

A. FortiGate route lookup for reply traffic only considers routes over the original ingress interface.
B. Enable snat-route-change under config system global.



C. Enable reply-session under config system sdwan.
D. Enable auxiliary-session under config system settings.

Answer: D

Explanation:
To ensure DC-1 responds via the best-performing SD-WAN member (T1) instead of defaulting to T2, enable auxiliary-
sessionunder config system settings, so reply traffic is evaluated against current route policies-not bound to the ingress interface.

NEW QUESTION # 30
......
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