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CrowdStrike CCFR-201b Exam Syllabus Topics:

Topic Details

Topic 1
Real Time Response (RTR): This domain covers RTR technical capabilities, administrative settings,
connecting to hosts, using RTR commands for remediation, utilizing custom scripts, setting up workflows,
and reviewing audit logs.

Topic 2
Event Investigation: This domain covers analyzing Process and Host Timelines, pivoting to Process
Timeline or Process Explorer, and analyzing process relationships using Full Detection Details.

Topic 3
Event Search: This domain focuses on performing advanced event searches from detections, refining
searches using event actions, and distinguishing between commonly used event types.
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Topic 4
Search Tools: This domain covers utilizing User Search, IP Search, Hash Search, Host Search, and Bulk
Domain Search to gather intelligence during investigations.
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CrowdStrike Certified Falcon Responder Sample Questions (Q121-Q126):
NEW QUESTION # 121 
An analyst wants to see the raw events behind a specific detection. Which icon in the UI allows them to pivot directly to an event
search?

A. Shield icon
B. Gear icon
C. Trash can icon
D. Spyglass icon

Answer: D

NEW QUESTION # 122 
Responders use 'IP Search' to track connections to malicious infrastructure. Which of the following statements about the IP Search
is FALSE?

A. The search only allows for one IP to be entered at a time.
B. It provides Intel data if the IP is known to CrowdStrike.
C. It identifies every host that connected to a specific IP.
D. It shows the first and last time the IP was seen in the environment.

Answer: A

NEW QUESTION # 123 
The 'Detection Resolutions' dashboard helps track team performance. Which of the following CANNOT be seen from this
dashboard?

A. Average time to resolve a detection.
B. Total number of detections resolved by each analyst.
C. The top 10 hosts/users/files with the most detections.
D. The breakdown of True Positive vs. False Positive resolutions.

Answer: C

NEW QUESTION # 124 
When examining a detection process tree, several fields are provided to give context. Which of the following is NOT included in the
standard fields of a detection process tree?
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A. Command Line
B. User Name
C. HTTP Post contents
D. SHA256 Hash

Answer: C

NEW QUESTION # 125 
Which statement is TRUE regarding the "Bulk Domains" search?

A. You should only pivot to the "Bulk Domains" search tool after completing an investigation
B. The "Bulk Domains" search will show IP address and port information for any associated connections
C. The "Bulk Domains" search will allow you to blocklist your queried domains
D. It will show a list of computers and process that performed a lookup of any of the domains in your search

Answer: D

NEW QUESTION # 126
......
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