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Refer to the exhibits.
Device Revision Diff wizard

Device Revision Diff

Revision ID: 11 Revision 1D: 9

Tatal 12696 Tota 12704
Deleted 0 Added 8
Madifed 0 Modihed 0

g user group
set service TALL set service "4
S6L_users
T COMMBSATE  TeLt et comments

CLI output

FortiManager # diagnose dvm device list
There are currently 6 devices/vdoms managed
« There are currently 6 devices/vdoms count for license

TYPE 01D SN HA 1P NAME ADOM IPS FIRMWARE HW_GenX
fmgfaz-managed 188 FGVMA2TM24013504 1000651 . 111 BR1-FGT-1 My _ADOM 7.0 MR6 (34@1) N/A

|- STATUS: dev-db: not modifigd; todf. dn sync; cond: OK; dm: installed; conn: up; template:[installed]default

|- vdom:[3]root flags:0 adom:MyhaDOM pkg:[unknown |BR1-FGT-1

An admmnistrator needed to recover all the configurations related to the user, Support. The configurations were saved in configuration
revision ID 9.

The admmnistrator reverted the configuration using theConfiguration Revision Historywindow and received the CLI output shown in
the exhibit.

‘What can you conclude from the CLI output?

A. The administrator installed only the device-level configuration.

B. The administrator set the flag to 0 to prevent configuration overrides.

C. The admmistrator reinstalled the policy package.

D. The administrator needs to retrieve the device to correctly detect the FortiGate firmware version.

EM: D
bt


https://www.passtest.jp/Fortinet/FCP_FMG_AD-7.6-shiken.html
https://www.it-passports.com/FCP_FMG_AD-7.6.html

The CLI output shows the status "dev-db: not modified; conf: in sync; cond: OK; dm: installed," but the firmware version for the
device is listed as "Tunknown]." This indicates that FortiManager has not properly detected the FortiGate firmware version, likely
because the device needs to be retrieved to update its information.

B #19

Refer to the exhibit.

FortiManager address object

Edit Address - LAN

Category

Name LAN

Color O m

Type @ Subnet |

IP/Netmask @ 172.16.5.0/255.255.255.0
Interface 0 any

Static Route Configuration o

Comments

Add To Groups

“Click to select

==RTINET

Advanced Optigns >

Per-Device Mapping

O

0 0.0

| 4 Create New

F 17 |
ES

Mapped Device <
BR1-FGT-1 [root)
HQ-NGFW-1 [root]

@ Remote-Firewall [root)

Search

Details =

IP/Netmask: 10.10.10.5/255.255.255.255
IP/Netmask: 172.16.5.20/255.255.255.255
IP/Netmask: 21.21.2.5/255.255.255.255

Q, Resolve from name

-

0/255

An administrator has created a firewall address object that is used in multiple policy packages for multiple FortiGate devices in an

ADOM.

After the mnstallation operation is performed, which IP/netmask will be installed on Remote-Firewall



[VDOMT1] for the LAN firewall address object?

A. 172.16.5.20/255.255.255.255
B. 10.10.10.5/255.255.255.255
C. 172.16.5.0/255.255.255.0

D. 21.21.2.5/255.255.255.255

Ef#: D

fiE e
The per-device mapping overrides the global [P/netmask setting for the firewall address object. For the device
"Remote-Firewall," the mapped [P/netmask is 21.21.2.5/255.255.255.255, so this value will be installed on Remote-Firewall

[VDOMLI].

HP #20

Refer to the exhibit. An administrator has assigned the default system template to install all devices with the FortiAnalyzer [P address
10.0.13.12.

However, not all FortiGate devices can reach FortiAnalyzer using the default interface. Some devices may use the LAN interface,
while others may use the WAN interface.

How can the administrator change the source interface for FortiGate devices using the default system template?

Default system template E:E H T I n E T

Edit System Template - default B5CL Config
Send Logs to L =]
FortiAnaly rer/FortiManager
Send To Specify IP Address
1002812 @
Specify Serial Number & P
Upload Option ‘Eﬂ-m___:
Encrypt Log Transmission i&k to ‘n_
Relable Logging to 0_“ . .
FortiAnalyrer
Mt” r 4
[ -
sccevegonts @ ©
eeriticae @ Click to select
certihcate: verihaton ) ©
conn-timecut 10
Imi-m-rxmo L =]
hmac atgorithm @) sha256 »
ntertsce a
interface-select-method @ specify l
ma--iog-meo
monitor-fallure-retry-period 5
Li]

monitor-keepakve period @ 5

e - I

e A. Use per-device dynamic object configurations at the ADOM level and apply them in the template.
e B. Create a meta field on FortiManager system settings of type Device and use it in the template.

e C. Configure a metadata variable at the ADOM level and use it in the template.

e D. Create a different system template for each FortiGate, if the configuration is different.

EfE: C

L
Since the field "interface" has the magnifying glass icon, it means that you can use a metadata variable calling it the "$" symbol.

R #21



An administrator receives the import report after importing policies into the policy package layer.

Start to import config from device(BR1-FGT-1) vdom{root) to adom(My ADOM), package(BR1-FGT-1)
"firewall address",SKIPFED," (name=all, oid=2490, .'":".-‘.h??'-"

“firewall policy”,SUCCESS, " (name=1, oid=3t3Z, new cbje

"firewall profile-protocol-optiona™, SKIPPED," (name *.-'—1':1*, oid=3491, PLICATE)"

"firewall achedule recurring", SK " |namesalways, oid=3479, DUPLICATE)"

"firewall service category",SK D, " (name=General, oid=2537, DUPLICATE)"

"firewall service custom®,SKIPPED, " (name=ALL, oid=2547, :“FT.Z‘:‘«“E:"

"firewall ssh local :;',SKTF?E“"(". e=Fo net SSH CA, oid=3488, S0N=ma 11y)

o .'--..." ssh lo ca",SKIPPER" =Fortinet 5SH CA Untrusted, oid=3489, reason=manually)”
".‘*.-Fl bopi = HTI EIET:“'.W-M inapection, o0id=3585, DUPLICATE)"

Based on the import report, how did FortiManager handle the profile-protocol-options object named default?

A. FortiManager deleted the duplicate value fromits database.

B. FortiManager created a new service category in its database.

C. FortiManager updated the duplicate value in the FortiGate database.
D. FortiManager did not update its database with the value.

IEf@E: D

AR :

The import report shows that the firewall profile-protocol-options object named default was SKIPPED due to being a
DUPLICATE. This means FortiManager did not update its database with the imported object because an identical object already
exists. FortiManager avoids importing duplicates to prevent redundancy and potential conflicts.

H #22

An administrator wants to configure and manage multiple objects in the FortiManager database and give access to other users who
work in the same database.

To stay in control of the changes made to firewall policies by other team members, the administrator needs a setup where all
modifications go through a central check before they can be installed.

How can the administrator create this setup?

¢ A. Enable workflow mode and the ADOM lock feature.

¢ B. Enable the prompt asking the admmnistrator to accept firewall policies changes before saving.
¢ C. Enable the workspace (for all ADOMs) to control all changes made by any administrator.

¢ D. Enable device lock and the advanced mode feature in the ADOM.

EfE: A

R -

Enabling workflow mode along with the ADOM lock feature ensures that all configuration changes go through a centralized review
and approval process before installation, allowing controlled and coordinated management of firewall policies by muiltiple
administrators.
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