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CompTIA Cloud+ (2025) Sample Questions (Q233-Q238):

NEW QUESTION # 233
A cloud deployment uses three different VPCs. The subnets on each VPC need to communicate with the others over private
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channels. Which of the following will achieve this objective?

A. Adding BGP routes using the VPCs' private [P addresses

B. Establishing identical routing tables on all VPCs

C. Creating peering connections between all VPCs

D. Deploying a load balancer to send traffic to the private IP addresses

Answer: C

Explanation:

To allow subnets on different VPCs to communicate with each other over private channels, the cloud engineer should create peering
connections between all the VPCs. VPC Peering allows networks to connect and route traffic using private IP addresses without the
need for gateways, VPN connections, or separate physical hardware. References: CompTIA Cloud+ Study Guide (Exam CVO-
004) by Todd Montgomery and Stephen Olson

NEW QUESTION # 234
A company has ten cloud engineers working on different manual following is the best method to address this issue?

A. Change ticketing

B. Service logging

C. Deployment documentation
D. Configuration as code

Answer: D

Explanation:

Configuration as code is the best method to address the issue of cloud engineers working on different manual configurations. This
practice allows configurations to be scripted and automated, which reduces human error, enhances consistency, and makes the
deployment process more efficient and reproducible.

Configuration as code is part of cloud deployment best practices, ensuring standardized environments, which is a key topic within the
CompTIA Cloud+ curriculum

NEW QUESTION # 235
An organization needs to retain its data for compliance reasons but only when required. Which of the following would be the most
cost-effective type of tiered storage?

A. Archive
B. Hot

C. Cold
D. Warm

Answer: A

Explanation:

Archive storage is the most cost-effective type of tiered storage for retaining data that is infrequently accessed and only when
required for compliance reasons. It is designed for long-term storage and offers lower storage costs compared to hot, cold, or warm
storage tiers.References: Understanding data storage and the various tiers, including archival storage, is part of cloud storage
strategies covered in the ConpTIA Cloud+ certification.

NEW QUESTION # 236

An organization is concerned that its IT help desk is receiving too many calls about password resets for various internal and external
applications. The organization implements a SSO solution.

‘Which of the following technologies should the cloud architect at the organization recommend implementing?

A. MFA

B. SAML
C. Kerberos
D. LDAP



Answer: B

Explanation:

SAML (Security Assertion Markup Language) enables Single Sign-On (SSO) by allowing authentication and authorization data to
be exchanged between an identity provider and service providers, reducing the need for multiple passwords and password reset
calls.

NEW QUESTION # 237

A company's data must be recoverable in other regions of the world in the event of a disaster.

The data must be available in an RPO of one hour. Which of the following should a cloud administrator apply to meet these
requirements?

A. Replication
B. Retention
C. Encryption
D. Schedule

Answer: A

Explanation:

Replication involves copying data from one location to another, often in different regions, to ensure high availability and disaster
recovery capabilities. By setting up replication, the company can ensure that its data is available in other regions in the event of a
disaster, and that it can meet the Recovery Point Objective (RPO) of one hour. This ensures that the data is backed up continuously
or in near real-time, so the most recent copy is available even if a disaster occurs.

NEW QUESTION # 238
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