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Fortinet FCSS - Network Security 7.4 Support Engineer Sample Questions
(Q47-Q52):
NEW QUESTION # 47 
What are two reasons that an OSPF router does not have any type 5 link-state advertisements (LSAs) in its link-state database
(LSDB)? (Choose two.)

A. There is no autonomous system border router (ASBR) in the network.
B. The peer of the local router is using a prefix-list-outconfiguration to prevent all type 5 LSAs to be advertised.
C. The local router is located in a stub area.
D. IP protocol 89 is blocked between the local router and its peer.

Answer: A,C
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Explanation:
The local router is located in a stub area.
Stub areas suppress Type 5 LSAs, so none appear in the LSDB.
There is no autonomous system border router (ASBR) in the network.
Without an ASBR there are no external routes to advertise, so no Type 5 LSAs are ever generated.

NEW QUESTION # 48 
In the SAML negotiation process, which section does the Identity Provider (IdP) provide the SAML attributes utilized in the
authentication process to the Service Provider (SP)?

A. SP Login dump
B. Authentication Response
C. Assertion dump
D. Authentication Request

Answer: C

Explanation:
The IdP supplies all of the user's SAML attributes inside the <Assertion> section of its SAML response - so you'll see them in the
Assertion dump portion.

NEW QUESTION # 49 
In the SAML negotiation process, which section does the Identity Provider (IdP) provide the SAML attributes utilized in the
authentication process to the Service Provider (SP)?

A. SP Login dump
B. Authentication Response
C. Assertion dump
D. Authentication Request

Answer: C

NEW QUESTION # 50 
Refer to the exhibit, which shows the partial output of diagnose sys session stat.

An administrator has noticed unusual behavior from FortiGate. It appears that sessions are randomly removed.
Which two reasons could explain this? (Choose two.)

A. The FortiGate is flushing sessions because of high memory usage.
B. The FortiGate is not accepting sessions because the device has been down 16 out of 120 seconds.
C. The FortiGate is dropping all TCP sessions with incomplete three-way handshakes.
D. The FortiGate is deleting sessions because the kernel cannot allocate more memory pages.

Answer: B,D

Explanation:
The FortiGate is deleting sessions because the kernel cannot allocate more memory pages.
The memory_tension_drop=4counter shows that, under memory pressure, the oldest sessions are being removed when the system
can't allocate new session blocks The FortiGate is not accepting sessions because the device has been down 16 out of 120 seconds.
The dev_down=16/120counter indicates 16 sessions were deleted due to an interface going down within the last 120 seconds



NEW QUESTION # 51 
Refer to the exhibit. FortiGate is in conserve mode as shown in the Event logs.
Based on the information shown in the exhibit, what can you conclude about the FortiGate intrusion prevention system (IPS)
configuration?

A. New packets might pass through without inspection.
B. The inspected protocol is not supported.
C. IPS fail open mode is disabled.
D. The IPS profile is proxy based.

Answer: A

Explanation:
The "enter fail open mode" message tells you IPS is configured to fail open under memory pressure, so new packets will be allowed
through without full inspection when conserve mode kicks in.

NEW QUESTION # 52
......
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