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& #99
Which encryption type is commonly used to secure WiFi networks?

A. Data Encryption Standard (DES)

B. RSA (Rivest-Shamir- Adleman)

C. Advanced Encryption Algorithm (AES)

D. Triple Data Encryption Algorithm (Triple DES)
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The CCST Cybersecurity Study Guide specifies that AES (Advanced Encryption Standard) is the encryption method used in
modern WiFi security protocols like WPA2 and WPA3.

"WPA2 and WPA3 use the Advanced Encryption Standard (AES) for securing wireless traffic. AES provides strong symmetric
encryption, replacing outdated methods like WEP and TKIP." (CCST Cybersecurity, Basic Network Security Concepts, Wireless
Security section, Cisco Networking Academy) A (DES) is outdated and insecure.

B (Triple DES) is older and slower, rarely used in WiFi.

C is correct: AES is the industry standard for WiFi security.

D (RSA) is asymmetric encryption used in key exchange, not bulk WiFi encryption.

R #100
‘Which encryption method uses a single key to both encrypt and decrypt data?

A. Asymiretric encryption
B. Symmetric encryption
C. SSUTLS

D. Hashing

EX: B
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Symmetric encryption uses a single key to both encrypt and decrypt data. This means that the same key is used by both the sender
and the receiver to secure the communication. It is faster and less computationally intensive than asymmetric encryption.
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Which technology is responsible for managing cryptographic keys, digital certificates, and providing other security-related services?

A. Intrusion Detection System (IDS)
B. Firewall

C. Public Key Infrastructure (PKI)
D. Virtual Private Network (VPN)

ER: C

fE RSB«

Public Key Infrastructure (PKI) is a framework of hardware, software, policies, and procedures used to manage the generation,
storage, distribution, and revocation of digital certificates and encryption keys. PKI provides important security services such as
authentication, encryption, and integrity checking, It enables secure communication, verifies the trustworthiness of digital identities,
and ensures the confidentiality and integrity of data exchanged between parties.

PR #102
What is the primary goal of program deployment in a cybersecurity context?

e A Ensuring software compatibility across diverse platforms
e B. Facilitating collaboration between different teams
e (. Tracking and managing software licenses effectively



¢ D. Implementing security controls to protect applications
BEZ: D
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Program deployment in a cybersecurity context involves implementing security controls to protect applications during the installation
or update process. It includes ensuring that proper security measures are in place, such as encryption, access controls, and secure
configurations, to safeguard applications from potential threats and attacks.

i =8 #103
‘Which encryption method is used to secure data while it is being actively used and processed by an application?

¢ A. Asymmetric encryption

¢ B. Homomorphic encryption

¢ (. Hash encryption

¢ D. Secure Sockets Layer (SSL)
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Homomorphic encryption is a form of encryption that allows computations to be performed on encrypted data without decrypting it.
This method enables the secure processing and manipulation of data while it is in use by an application or system. Homomorphic
encryption is particularly useful in scenarios where privacy is a concern, such as in cloud computing or data analytics.
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