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NEW QUESTION # 175 
Which of the following uses Regex to create a detection or take a preventative action?
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A. Sensor Visibility Exclusion
B. Machine Learning Exclusion
C. Custom IOC
D. Custom IOA

Answer: D

Explanation:
The option that uses regex to create a detection or take a preventative action is Custom IOA. A Custom IOA (indicator of attack)
allows you to define custom rules for detecting or preventing suspicious behavior based on process execution, file write, network
connection, or registry events. You can use regex syntax to create a Custom IOA rule that matches the event data that you want to
monitor or block.

NEW QUESTION # 176 
Which option allows you to exclude behavioral detections from the detections page?

A. IOC Exclusion
B. Sensor Visibility Exclusion
C. IOA Exclusion
D. Machine Learning Exclusion

Answer: C

Explanation:
IOA Exclusion says - Stop all behavioral detections and preventions for an IOA that's based on a CrowdStrike-generated
detection.

NEW QUESTION # 177 
Which role will allow someone to manage quarantine files?

A. Detections Exceptions Manager
B. Falcon Analyst ?Read Only
C. Endpoint Manager
D. Falcon Security Lead

Answer: D

Explanation:
The role that will allow someone to manage quarantine files is Falcon Security Lead. This role allows users to view and manage
quarantined files, as well as release them from quarantine or download them for further analysis. The other roles do not have this
capability.

NEW QUESTION # 178 
How does the Unique Hosts Connecting to Countries Map help an administrator?

A. It identifies connections containing threats
B. It helps visualize global network communication
C. It displays intrusions from foreign countries
D. It highlights countries with known malware

Answer: B

Explanation:
The Unique Hosts Connecting to Countries Map helps an administrator to visualize global network communication. The map shows
the number of unique hosts in your environment that have established network connections to different countries in the past 24 hours.
You can use this map to identify unusual or suspicious network activity, such as connections to high-risk countries or regions, or
connections from hosts that are not expected to communicate with external entities.



NEW QUESTION # 179 
What happens to detections in the console after clicking "Disable Detections" for a host from within the Host Management page?

A. Detections from the host are paused for 7 days. Existing detections from the host are removed from the console within 24
hours.
B. The detections for the host are removed from the console immediately. No new detections will display in the console going
forward.
C. Existing detections for the host are removed from the console. The process that triggered them is allow-listed to prevent
future alerts. Detections for other alerts are unaffected.
D. Existing detections for the host remain. No new detections will display in the console going forward.

Answer: D

NEW QUESTION # 180
......
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