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Amazon CLF-C02 Exam Syllabus Topics:

Section Weight Objectives
- Core AWS services

¢ 1. Networking (VPC)
e 2. Storage (S3, EBS)

Cloud Technology and Services 33% * 3. Compute (EC2, Lambda)
- AWS global infrastructure

¢ 1. Regions and Availability Zones

- AWS Cloud adoption frameworks
¢ 1. AWS Well-Architected Framework basics
Cloud Concepts 26% - Cloud value proposition

o . Benefits of AWS Cloud
e 2. Economies of scale

- Security services
e 1. AWS compliance programs
e 2. ]AM fundamentals
Security and Compliance 25%
- AWS shared responsibility model

e 1. Customer vs AWS responsibilities
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- Support plans
¢ 1. AWS Support tiers overview
Billing, Pricing, and Support ~ 16% - AWS pricing models

e 1. Savings Plans and Free Tier
¢ 2. Pay-as-you-go model
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M #748
A company stores data in Amazon S3.
According to the AWS shared responsibility model, which task is the company's responsibility?

¢ A. Configuring bucket policies to control access to S3 objects

¢ B. Patching the underlying S3 service platform

¢ C. Securing the network infrastructure between AWS Regions

¢ D. Maintaining the physical storage nfrastructure in AWS data centers

EfE: A

fiR .-

Customrers are responsible for configuring access to their Amazon S3 buckets and objects. An S3 bucket policy is a resource-based
policy that defines which principals can perform specified actions on the bucket and its objects, subject to the complete AWS
authorization process. Because the customer determines who should access its data, configuring bucket policies is a customer
responsibility, making option C correct. AWS is responsible for operating and protecting the physical storage equipment, data center
facilities, underlying networking infrastructure, operating systers, and service platform that run Amazon S3. AWS also patches and
maintains the managed S3 platform. Those tasks are part of securityofthe cloud and are not performed by individual customers.
Customers retain responsibility for their content, including data classification, access permissions, encryption choices, public-access
settings, versioning, lifecycle policies, and other service configurations. AWS provides secure S3 capabilities, but customers must
configure those capabilities according to their business and compliance requirements. The fundamental exam distinction is that AWS
secures the infrastructure that provides S3, while customers secure their S3 data and control how that data can be accessed.

E R #749

A conpany has set up a VPC i its AWS account and has created a subnet in the VPC. The company wants to make the subnet
public.

Which AWS features should the company use to meet this requirement? (Select TWO.)

A. Amazon EC2 security groups
B. Amazon VPC route tables

C. Amazon VPC NAT gateway
D. Amazon VPC network ACL
E. Amazon VPC internet gateway

Ef#: B. E


https://www.topexam.jp/CLF-C02_shiken.html
https://www.it-passports.com/CLF-C02.html

Explanation

To make a subnet public, the company should use an Amazon VPC internet gateway and an Amazon VPC route table. An internet
gateway is a horizontally scaled, redundant, and highly available VPC component that allows communication between your VPC and
the internet. A route table contains a set of rules, called routes, that are used to determine where network traffic from your subnet or
gateway is directed. To enable internet access for a subnet, you need to attach an internet gateway to your VPC and add a route to
the internet gateway in the route table associated with the subnet.

B #750

Which AWS service or tool does AWS Control Tower use to create resources?

¢ A. AWS Directory Service
e B. AWS Trusted Advisor
¢ C. AWS CloudFormation
¢ D. AWS Cost Explorer

Ef: C

A -

AWS Control Tower uses AWS CloudFormation to create resources in your landing zone. AWS CloudFormation is a service that
helps you model and set up your AWS resources using templates. AWS Control Tower supports creating
AWS::ControlTower::EnabledControl resources in AWS CloudFormation.

Therefore, the correct answer is A. You can learn more about AWS Control Tower and AWS CloudFormation from this page.

R #751
Which of'the following is entirely the responsibility of AWS, according to the AWS shared responsibility model?

¢ A Physical and environmental controls

¢ B. Security awareness and training

e C. Development of an IAM password policy
¢ D. Patching of the guest operating system

EfE: A
it
Explanation

Physical and environmental controls are entirely the responsibility of AWS, according to the AWS shared responsibility model. The
AWS shared responsibility model defines the division of responsibilities between AWS and the customer for security and
compliance. AWS is responsible for the security of the cloud, which includes the physical and environmental controls of the AWS
global infrastructure, such as power, cooling, fire suppression, and physical access. The customer is responsible for the security in
the cloud, which includes the configuration and management of the AWS resources and applications. For more information, see
[AWS Shared Responsibility Model] and [AWS Cloud Security].

B #752

A company has developed a distributed application that recovers gracefully fiom nterruptions. The application periodically
processes large volumes of data by using multiple Amazon EC2 istances. The application is sometimes idle for months.
Which EC2 instance purchasing option is MOST cost-effective for this use case?

A. On-Demand Instances
B. Reserved Instances

C. Spot Instances

D. Dedicated Instances

Ef: C

A -

Spot Instances are instances that use spare EC2 capacity that is available for up to 90% off the On-Demand price. Because Spot
Instances can be interrupted by EC2 with two minutes of notification when EC2 needs the capacity back, you can use them for
applications that have flexible start and end times, or that can withstand interruptions5. This option is most cost-effective for the use



case described in the question. Reserved Instances are instances that you purchase for a one-year or three-year term, and pay a
lower hourly rate compared to On-Demand Instances. This option is suitable for applications that have steady state or predictable
usage.

Dedicated Instances are instances that run on hardware that's dedicated to a single customer within an Amazon VPC. This option is
suitable for applications that have stringent regulatory or compliance requirements.

On-Demand Instances are instances that you pay for by the second, with no long-term commitments or upfront payments. This
option is suitable for applications that have unpredictable or intermittent workloads.
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