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Questions (Q239-Q244):
NEW QUESTION # 239 
A security analyst obtained the following table of results from a recent vulnerability assessment that was conducted against a single
web server in the environment:
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Which of the following should be completed first to remediate the findings?

A. Purchase an appropriate certificate from a trusted root CA
B. Perform proper sanitization on all fields
C. Add the IP address allow listing for control panel access
D. Ask the web development team to update the page contents

Answer: B

Explanation:
The first action that should be completed to remediate the findings is to perform proper sanitization on all fields. Sanitization is a
process that involves validating, filtering, or encoding any user input or data before processing or storing it on a system or
application. Sanitization can help prevent various types of attacks, such as cross-site scripting (XSS), SQL injection, or command
injection, that exploit unsanitized input or data to execute malicious scripts, commands, or queries on a system or application.
Performing proper sanitization on all fields can help address the most critical and common vulnerability found during the vulnerability
assessment, which is XSS.

NEW QUESTION # 240 
A security program was able to achieve a 30% improvement in MTTR by integrating security controls into a SIEM. The analyst no
longer had to jump between tools. Which of the following best describes what the security program did?

A. Single pane of glass
B. Data enrichment
C. Security control plane
D. Threat feed combination

Answer: A

Explanation:
A single pane of glass is a term that describes a unified view or interface that integrates multiple tools or data sources into one
dashboard or console. A single pane of glass can help improve security operations by providing visibility, correlation, analysis, and
alerting capabilities across various security controls and systems. A single pane of glass can also help reduce complexity, improve
efficiency, and enhance decision making for security analysts. In this case, a security program was able to achieve a 30%
improvement in MTTR by integrating security controls into a SIEM, which provides a single pane of glass for security operations.
Official References: https://www.eccouncil.org/cybersecurity-exchange/threat-intelligence/cyber- kill-chain-seven-steps-cyberattack

NEW QUESTION # 241 
Which of the following is an important aspect that should be included in the lessons-learned step after an incident?

A. Present all legal evidence collected and turn it over to iaw enforcement
B. Discuss the financial impact of the incident to determine if security controls are well spent
C. Determine if an internal mistake was made and who did it so they do not repeat the error
D. Identify any improvements or changes in the incident response plan or procedures



Answer: D

Explanation:
Explanation
An important aspect that should be included in the lessons-learned step after an incident is to identify any improvements or changes
in the incident response plan or procedures. The lessons-learned step is a process that involves reviewing and evaluating the incident
response activities and outcomes, as well as identifying and documenting any strengths, weaknesses, gaps, or best practices.
Identifying any improvements or changes in the incident response plan or procedures can help enhance the security posture,
readiness, or capability of the organization for future incidents

NEW QUESTION # 242 
During an incident in which a user machine was compromised, an analyst recovered a binary file that potentially caused the
exploitation. Which of the following techniques could be used for further analysis?

A. Packet capture
B. Static analysis
C. Fuzzing
D. Sandboxing

Answer: B

NEW QUESTION # 243 
Each time a vulnerability assessment team shares the regular report with other teams, inconsistencies regarding versions and patches
in the existing infrastructure are discovered.
Which of the following is the best solution to decrease the inconsistencies?

A. Changing from a passive to an active scanning approach
B. Implementing a central place to manage IT assets
C. Performing agentless scanning
D. Implementing credentialed scanning

Answer: B

Explanation:
Implementing a central place to manage IT assets is the best solution to decrease the inconsistencies regarding versions and patches
in the existing infrastructure. A central place to manage IT assets, such as a configuration management database (CMDB), can help
the vulnerability assessment team to have an accurate and up-to-date inventory of all the hardware and software components in the
network, as well as their relationships and dependencies. A CMDB can also track the changes and updates made to the IT assets,
and provide a single source of truth for the vulnerability assessment team and other teams to compare and verify the versions and
patches of the infrastructure. Implementing credentialed scanning, changing from a passive to an active scanning approach, and
performing agentless scanning are all methods to improve the vulnerability scanning process, but they do not address the root cause
of the inconsistencies, which is the lack of a central place to manage IT assets.

NEW QUESTION # 244
......
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