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NEW QUESTION # 92
Exhibit.
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Refer to the exhibit, which contains partial output from an IKE real-time debug,
Which two statements about this debug output are correct? (Choose two.)

A. The local gateway IP address is 10.0.0.1.

B. Perfect Forward Secrecy (PFS) is enabled in the configuration.
C. It shows a phase 2 negotiation.

D. The initiator provided remote as its [Psec peer ID.

Answer: C,D

NEW QUESTION # 93
When FortiGate enters conserve mode because of memory pressure, which action can FortiGate perform to preserve memory?

A. Fortigate begins dropping all new sessions to protect resources.

B. FortiGate reduces or stops non-essential processes tike logging and antivirus scanning

C. FortiGate automatically reboots to clear memory and restore full operation.

D. FortiGate switches to a less memory-intensive inspection mode, such as flow-based inspection.

Answer: A

Explanation:

When the FortiGate enters Conserve Mode due to high memory pressure (specifically reaching the Extreme Threshold at 95%
memory usage, or the Red Threshold for proxy traffic), the system prioritizes stability and preventing a system crash (kernel panic).

* D. FortiGate begins dropping all new sessions to protect resources:

* In Extreme Conserve Mode (95%), the FortiGate kernel acts to preserve the remaining memory for system-critical tasks (like
admin access and basic packet forwarding of existing sessions). To achieve this, it drops all new session initiation requests regardless
of the inspection type.

* In Red Conserve Mode (88%), it specifically drops new sessions that require proxy-based inspection (as these consume the most
memory), while often still allowing flow-based traffic.

* Among the provided choices, "dropping new sessions" is the only standard protective mechanism FortiOS employs to stop
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memory usage from climbing further.

Why other options are incorrect:

* A: FortiGate does not automatically reboot in conserve mode; it attempts to recover by restricting traffic. (Reboot is a last-resort
crash, not a configured action).

* B: Inspection modes (Proxy vs. Flow) are defined in firewall policies and cannot be dynamically switched by the system during
runtime.

* C: The system does not arbitrarily stop "non-essential processes" like logging or AV. Logging is critical for audit trails. While av-
failopen can be configured to bypass scanning, the system typically defaults to "Fail-Close" (dropping traffic) rather than stopping the
engines therselves.

Reference:

FortiGate Security 7.6 Study Guide (Diagnostics & Resource Usage): "When memory usage reaches the extreme threshold (95%),
all new sessions are dropped to prevent memory exhaustion."

NEW QUESTION # 94
Refer to the exhibit.
Partial output of a real-time OSPF debug is shown.

Real-time OSPF debug output F H I II IE I .

PF: RECV[Hello]: From 0.0.0.112 via port2:192.168.37.114 (192.168.37.115 -> 224.0.0.5)
neacer
Veraion 2
Type 1 (Hello)
acket Len 48
Router ID 0.0.0.112
Area 1D 0.0.0.0
Checksum Ox2f85
AuType C
"t Hello
NetworkMask 255.255,258.0
HellolInterval sl

Options Ox2 (RIW|-9]-|-1E1~)
RtrPriority 1

RtrDeadInterval 40
DRouter 192.168.37.114
BDRouter 192.168.37.115
# Neighbors 1
‘u_-A:::'h:' 0.0.0.111
"t RECV(Hello]: From 0.0.0.112 via port2:192.168.37.114: Authentication type mismatch

Which two reasons explain why the two FortiGate devices are unable to form an adjacency? (Choose two.)

A. There is an OSPF authentication configuration mismatch.

B. The local FortiGate has either OSPF cleartext or MD5 authentication configured.
C. The remote peer has either OSPF cleartext or MD5 authentication configured.
D. The local FortiGate does not have OSPF authentication configured

Answer: A,B

Explanation:

To determine the correct reasons for the adjacency failure, we must analyze the standard OSPF real-time debug output (diagnose ip
router ospfall enable or diagnose sniffer packet) typically provided in this exam exhibit.

* Analyze the Debug Output:

* The debug output in this specific question scenario typically displays an incoming Hello packet line: OSPF: RECV[Hello]: ... auth-
type O ...

* "RECV" Indicates the packet is coming from the Remote peer.

* "auth-type 0™ Indicates the Remote peer is sending "Null" (No) authentication.

* Analyze the Failure:

* The adjacency fails because the Local FortiGate is rejecting this packet.

* Ifthe Local FortiGate accepts "No Authentication", it would match auth-type 0 and form the adjacency.

* Since it is failing (and producing a debug log), the Local FortiGate must be expecting a different authentication type (Type 1
Cleartext or Type 2 MDS5).

* Evaluate the Options:



* A. The remote peer has either OSPF cleartext or MD5 authentication configured.

* Incorrect. The debug shows auth-type 0 (No Auth) coming from the remote peer.

* B. There is an OSPF authentication configuration mismatch.

* Correct. One side is sending "No Auth” (Remote), and the other expects "Auth" (Local).

This is a definition of a mismatch.

* C. The local FortiGate does not have OSPF authentication configured.

* Incorrect. If'the Local unit had "No Auth" configured, it would match the Remote's auth- type 0, and the adjacency would come
up. The failure implies the Local unit does have auth configured.

* D. The local FortiGate has either OSPF cleartext or MDS authentication configured.

* Correct. Because the Local unit is rejecting the "No Auth" packet from the remote peer, it confirms that the Local unit has
authentication enabled (expecting Type 1 or 2).

Conclusion: The breakdown of the OSPF negotiation shows that the Remote peer is sending no authentication (Type 0), while the
Local FortiGate expects authentication, resulting in a mismatch.

Reference:

FortiGate Security 7.6 Study Guide (OSPF Troubleshooting): "Authentication mismatch is a common cause of OSPF adjacency
failure. Debug commands (diagnose ip router ospfall enable) reveal the auth-type received versus expected." FortiGate CLI
Reference: auth-type 0 = Null (None), auth-type 1 = Simple (Cleartext), auth-type 2 = MDS.

NEW QUESTION # 95
Exhibit.

Refer to the exhibit, which shows a partial output of diagnose hardware aysinfo memory.
Which two statements about the output are true? (Choose two.)

A. The I/O cache, which has 641364 kB of memory allocated to 1.

B. The user space has 708880 kB of physical memory that is not used by the system.

C. The value indicated next to the inactive heading represents the currently unused cache page.
D. There are 98908 kB o! memory that will never be used.

Answer: C,D

NEW QUESTION # 96
Refer to the exhibit, which shows the partial output of a real-time OSPF debug,



Real-time OSPF debug output

OSPF: RECV([Hello): From 0.0.0.112 via port2:192.168.37.1149 (192.168.37.115 => 224.0.0.5)
DS PE L = o o o e o 0 00 e 0 0 0 0 0 L 4 -
OSPF: Header

OSPE: Version 2

OSPF: Type 1 ({(Hello)

OS5PF; Packet Len 48

OSPF: Router ID 0.C.D0.112

OSPFE: Area ID 0.0.C.0

OSPF: Checksum 0Ox2f85

OSPF: r\u'i",'_[,f. 0

OSPF: Hello

OSPE: NetworkMask 255.255.255.0

OSPF: HellolInterval 10

OSPF: Qptions O0x2 ("4 g |E-YalE Y

OSFPF: RerPricrity 1

OSPF: RtrDeadInterval®q{

OSPF: DRouter 192.168,.37.114

OSPF: BDRouter 192.168.37.115

OSPF: # Neighbors 1

OSPF: Neighbor 0.0.0.]

QOSPF: =-——-ocmmcm e e - SIS —
OSPF: RECV[Hello)]: Fro .. - M?HﬂllﬁlE I 14: Authentication type mismatch

Why are the two FortiGate deVlces unable to form an adjacency?

A. The passwords on the FortiGate devices do not match.

B. The Hello packet is being sent from an OSPF router with ID 0.0.0.112.

C. The two FortiGate devices attempting adjacency are in area 0.0.0.0.

D. One FortiGate device is configured to require authentication, while the other is not.

Answer: D

NEW QUESTION # 97
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