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Fortinet NSE 7 - LAN Edge 7.0 Sample Questions (Q48-Q53):
NEW QUESTION # 48 
Where can FortiGate learn the FortiManager IP address or FQDN for zero-touch provisioning'?

A. From an LDAP server using a simple bind operation
B. From a DHCP server using options 240 and 241
C. From a DNS server using A or AAAA records
D. From a TFTP server

Answer: B

Explanation:
FG retrieves the FortiManager IP address or FQDN through DHCP options 240 or 241 respectively.

NEW QUESTION # 49 
Refer to the exhibit.

Examine the FortiManager configuration and FortiGate CLI output shown in the exhibit An administrator is testing the NAC feature
The test device is connected to a managed FortiSwitch device
{S224EPTF19"53€7)onport2
After applying the NAC policy on port2 and generating traffic on the test device the test device is not matching the NAC policy
therefore the test device remains m the onboarding VLAN Based on the information shown in the exhibit which two scenarios are
likely to cause this issue? (Choose two.)

A. The device operating system detected by FortiGate is not Linux
B. Management communication between FortiGate and FortiSwitch is down
C. Device detection is not enabled on VLAN 4089
D. The MAC address configured on the NAC policy is incorrect

Answer: A,C

Explanation:
According to the FortiManager configuration, the NAC policy is set to match devices with the MAC address of 00:0c:29:6a:2b:3c
and the operating system of Linux. However, according to the FortiGate CLI output, the test device has a different MAC address of
00:0c:29:6a:2b:3d. Therefore, option B is true. Option A is also true because the FortiSwitch device status is shown as down, which
means that the management communication betweenFortiGate and FortiSwitch is not working properly. This could prevent the NAC
policy from being applied correctly. Option C is false because the device operating system detected by FortiGate is Linux, which
matches the NAC policy. Option D is false because device detection is enabled on VLAN 4089, as shown by the command "config
switch-controller vlan".

NEW QUESTION # 50 



Which statement correctly describes the guest portal behavior on FortiAuthenticator?

A. All guest accounts must be activated using SMS or email activation codes.
B. All self-registered and sponsored accounts are listed on the local Users GUI page on FortiAuthenticator.
C. Sponsored accounts cannot authenticate using guest portals.
D. FortiAuthenticator uses POST parameters and a RADIUS client configuration to map the request to a guest portal for
authentication.

Answer: D

NEW QUESTION # 51 
Refer to the exhibits.

Firewall Policy

Examine the firewall policy configuration and SSID settings
An administrator has configured a guest wireless network on FortiGate using the external captive portal The administrator has
verified that the external captive portal URL is correct However wireless users are not able to see the captive portal login page
Given the configuration shown in the exhibit and the SSID settings which configuration change should the administrator make to fix
the problem?

A. Disable the user group from the SSID configuration
B. Include the wireless client subnet range in the Exempt Source section
C. Apply a guest.portal user group in the firewall policy with the ID 11.
D. Enable the captivs-portal-exempt option in the firewall policy with the ID 11.

Answer: C

Explanation:
Explanation
According to the FortiGate Administration Guide, "To use an external captive portal, you must configure a user group that uses the
external captive portal as the authentication method and apply it to a firewall policy." Therefore, option C is true because it will allow
the wireless users to be redirected to the external captive portal URL when they try to access the Internet. Option A is false because
disabling the user group from the SSID configuration will prevent the wireless users from being authenticated by the FortiGate



device. Option B is false because enabling the captive-portal-exempt option in the firewall policy will bypass the captive portal
authentication for the wireless users, which is not the desired outcome. Option D is false because including the wireless client subnet
range in the Exempt Source section will also bypass the captive portal authentication for the wireless users, which is not the desired
outcome.

NEW QUESTION # 52 
To troubleshoot configuration push issues on a managed FortiSwitch, which FortiGate process should an administrator enable debug
for?

A. httpsd
B. fortilinkd
C. flcfgd
D. cu_acd

Answer: C

NEW QUESTION # 53
......
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