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WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam 52 5
Digital-Forensics-in-Cybersecurity &% 5% &8 (Q47-Q52):

B #47

A user at a company attempts to hide the combination to a safe that stores confidential information in a data file called
vacationdetails.doc.

What is vacationdetails.doc called, in steganographic terms?

A. Snow
B. Channel
C. Payload
D. Carrier

IEf#: D

fEERA -

Comprehensive and Detailed Explanation From Exact Extract:

In steganography, the file that hides secret information is called thecarrier. The carrier file appears normal and contains embedded
hidden data (the payload).

* Payload refers to the actual secret data hidden inside the carrier.

* Snow refers to randomnoise or artifacts, often in images or files.

* Channel refers to the medium or communication path used to transmit data.

Thus,vacationdetails.docis the carrier file containing the hidden information.

Reference:Standard steganography literature and forensic documentation define the carrier as the file used to conceal payload data.

HM #48
‘Which universal principle must be observed when handling digital evidence?

A. Keep the evidence in a plastic bag

B. Make a copy and analyze the original
C. Get the signatures of two witnesses
D. Avoid making changes to the evidence

Ef#: D

A -

Comprehensive and Detailed Explanation From Exact Extract:

The foremost principle in digital forensics isnever altering the original evidence. This ensures integrity, authenticity, and admissibility in
court.


https://www.it-passports.com/Digital-Forensics-in-Cybersecurity.html
https://jp.fast2test.com/Digital-Forensics-in-Cybersecurity-premium-file.html

* Investigators analyze forensic copies, not originals.

* Write-blockers and hashing are used to prevent changes.

* Any alteration-intentional or accidental-can invalidate evidence.

ReferenceNIST SP 800-86 and SP 800-101 define the unaltered preservation of evidence as the first and most essential forensic
rule.

H #49
Which directory contains the system's configuration files on a computer running Mac OS X?

A. /bin
B. Jetc
C. var
D. /cfg

Ef#: B

R -

Comprehensive and Detailed Explanation From Exact Extract:

The/etcdirectory on Unix-based systens, ncluding macOS, contains important system configuration files and scripts. It is the
standard location for system-wide configuration data.

* /varcontains variable data like logs and spool files.

* /bincontains essential binary executables.

* Jcfgis not a standard directory in macOS.

This is standard Unix/Linux directory structure knowledge and is reflected in NIST and forensic references for macOS.

B #50

A forensic nvestigator is acquiring evidence from an iPhone.
What should the investigator ensure before the iPhone is connected to the computer?

e A. That the phone is in jailbreak mode

¢ B. That the phone avoids syncing with the computer
e C. That the phone is powered off

e D, That the phone has root privilege

IEf#: B

fiR .-

Comprehensive and Detailed Explanation From Exact Extract:

Before connecting an iPhone to a forensic workstation, the mvestigator must ensure that the phone doesnotsync with the computer
automatically. Automatic syncing may alter, delete, or overwrite evidence stored on the device or the computer, compromising
forensic integrity.

* Jailbreak mode is not necessary and can complicate forensic analysis.

* Powering off the device prevents acquisition of volatile data.

* Root privileges (jailbreak) may aid access but are not mandatory before connection.

NIST mobile device forensic guidelines emphasize disabling automatic sync to preserve data integrity during acquisition.

HH #51
An organization has identified a system breach and has collected volatile data fiom the system
Which evidence type should be collected next?

A. Network connections
B. Temporary data

C. Running processes

D. File timestamps

EfE: A



Comprehensive and Detailed Explanation From Exact Extract:

In incident response, after collecting volatile data (such as contents of RAM), the next priority is often to collect network-related
evidence such as active network connections. Network connections can reveal ongoing communications, attacker activity, command
and control channels, or data exfiltration paths.

* Running processes and temporary data are also volatile but typically collected simultaneously or immediately after volatile memory.
* File timestamps relate to non-volatile data and are collected later after volatile data acquisition to preserve evidence integrity.

* This sequence is supported by NIST SP 800-86 and SANS Incident Handler's Handbook which emphasize the volatility of
evidence and recommend capturing network state immediately after memory.
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