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Topic 1

SD-WAN Troubleshooting: This part assesses the troubleshooting skills of network support specialists.
Candidates should be able to diagnose and resolve issues related to SD-WAN rules, session behaviors,
routing inconsistencies, and ADVPN connectivity problems to maintain seamless network operations.

Topic 2
Centralized Management: This domain evaluates network administrators’ competence in deploying and
managing SD-WAN configurations centrally using FortiManager. It includes tasks such as implementing
branch configurations and utilizing overlay templates to streamline network management.

Topic 3

Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec
topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex multi-
hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area
networks using IPsec technologies.

Topic 4
Configure Performances SLAs: Designed for network administrators, this part focuses on setting up
performance Service Level Agreements (SLAs) within SD-WAN environments. Candidates must show
proficiency in defining criteria to monitor and maintain network performance and reliability.

Topic 5
Rules and Routing: Targeted at network engineers, this section assesses the ability to configure SD-WAN
rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the
SD-WAN infrastructure.
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In a busy world, managing your time is increasingly important. If you don't want to waste much time on preparing for your exam,
FCSS_SDW_AR-7.4 exam braindumps files will be a shortcut for you. Good exam materials make you twice the result with half the
effort. Our FCSS_SDW_AR-7.4 Exam Braindumps cover many questions and answers of the real test so that you can be familiar
with the real test question. When you attend FCSS_SDW_AR-7.4 exam, it is easy for you to keep good mood and control your
finishing time.

Fortinet FCSS - SD-WAN 7.4 Architect Sample Questions (Q19-Q24):
NEW QUESTION # 19 
SD-WAN interacts with many other FortiGate features. Some of them are required to allow SD-WAN to steer the traffic.
Which three configuration elements that you must configure before FortiGate can steer traffic according to SD-WAN rules?
(Choose three.)

A. Interfaces
B. Firewall policies
C. Security profiles
D. Routing
E. Traffic shaping

Answer: A,B,D

Explanation:
Before FortiGate can steer traffic according to SD-WAN rules, certain configuration elements must be present. The guide states:
"SD-WAN is not a standalone feature and interacts with several fundamental FortiGate configurations.
Specifically, you must: (1) Define the interfaces (physical, VLAN, or IPsec) that will act as SD-WAN members, (2) Create firewall
policies to allow traffic to be steered by SD-WAN, and (3) Set up routing so that traffic has valid routes via SD-WAN members.
Without these, SD-WAN rules will not be able to match or steer any traffic." Security profiles and traffic shaping are not mandatory
for basic SD-WAN steering but can be layered on for enhanced security and QoS once foundational elements are present.
References:
[FCSS_SDW_AR-7.4 1-0.docx Q16]
FortiOS 7.4 SD-WAN Concept Guide, "Prerequisite Configuration Elements for SD-WAN Steering
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NEW QUESTION # 20 
What is true about SD-WAN multiregion topologies?

A. Routing between the hub and spokes must be BGP.
B. Regions must correspond to geographical areas.
C. Each region has its own SD-WAN topology.
D. It is not compatible with ADVPN.

Answer: C

NEW QUESTION # 21 
Refer to the exhibits. The exhibits show the SD-WAN zone configuration of an SD-WAN template prepared on FortiManager and
the policy package configuration.
When the administrator tries to install the configuration changes, FortiManager fails to commit.
What should the administrator do to fix the issue?

A. Configure both HUB1-VPN1 and HUB1-VPN2 as the destination of policy 3.
B. Configure branch1_fgt as the installation target for policy 3.
C. Configure a normalized interface for the IPsec tunnel HUB1-VPN1.
D. Configure HUB1 as the destination of policy 3.

Answer: D

Explanation:
Policy 3 points traffic To = HUB1-VPN1, which is an SD-WAN member interface. In SD-WAN you must reference the SD-



WAN zone (the logical interface) in policies, not its member tunnels.
Change the policy's To interface to the zone HUB1, and the install will succeed.

NEW QUESTION # 22 
Refer to the exhibit. The administrator used the SD-WAN overlay template to prepare an IPsec tunnels configuration for a hub-and-
spoke SD-WAN topology. The exhibit shows the FortiManager installation preview for one FortiGate device.
Based on the exhibit, which statement best describes the configuration applied to the FortiGate device?

A. It is a spoke device that establishes dynamic IPsec tunnels to the hub. The local subnet range is
10.10.128.0/23.
B. It is a spoke device that establishes dynamic IPsec tunnels to the hub It can send ADVPN shortcut requests.
C. It is a hub device. It can send ADVPN shortcut offers.
D. It is a hub device. It will automatically discover the spoke devices and add them to the SD-WAN topology.

Answer: C

NEW QUESTION # 23 
An SD-WAN member is no longer used to steer SD-WAN traffic. The administrator updated the SD-WAN configuration and
deleted the unused member. After the configuration update, users report that some destinations are unreachable. You confirm that
the affected flow does not match an SD-WAN rule.
What could be a possible cause of the traffic interruption?

A. FortiGate removes the layer 3 settings for interfaces that are removed from the SD-WAN configuration.
B. FortiGate can remove some static routes associated with an interface when the member is removed from SD-WAN.



C. FortiGate administratively brings down interfaces when they are removed from the SD-WAN configuration.
D. FortiGate, with SD-WAN enabled, cannot route traffic through interfaces that are not SD-WAN members.

Answer: B

Explanation:
When an SD-WAN member is deleted, FortiGate can also remove static routes that were tied to that interface.
If those routes are needed for destinations not covered by SD-WAN rules, traffic to those networks becomes unreachable. This
explains why flows not matching SD-WAN rules are interrupted after the member was removed.

NEW QUESTION # 24
......
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