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Fortinet FCSS_LED_AR-7.6 Exam Syllabus Topics:

Topic Details

e Zero-Trust LAN Access: This domain covers machine authentication, MAC Authentication Bypass, NAC
policies for wireless security, guest portal deployment, and advanced solutions like FortiLink NAC,
dynamic VLAN, and VLAN pooling,

Topic 1

¢ Central Management: This section addresses managing FortiSwitch via FortiManager over Fortilink,
implementing zero-touch provisioning, configuring VAN, ports, and trunks, and setting up FortiExtender

Topic 2
opie and FortiAP devices.

¢ Monitoring and Troubleshooting: This section covers configuring quarantine mechanisms, managing
FortiAIOps, troubleshooting FortiGate communication with FortiSwitch and FortiAP, and using monitoring

Topic 3
Pl tools for wireless connectivity.

¢ Authentication: This domain covers advanced user authentication using RADIUS and LDAP, two-factor
authentication with digital certificates, and configuring syslog and RADIUS single sign-on on

Topic 4
P FortiAuthenticator.
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Fortinet FCSS - LAN Edge 7.6 Architect Sample Questions (Q20-Q25):

NEW QUESTION # 20

‘Which two actions must be completed before a FortiGate can be provisioned using ZTP?
(Choose two)

Response:

A. Set up DNS server for resolving FortiManager
B. Assign a policy package to the device

C. Configure local admin password

D. Manually configure VLANs

Answer: A.B

NEW QUESTION # 21

Which features can FortiManager centrally control on FortiAPs?
(Choose two)

Response:

A. SSID broadcast

B. IPsec tunnel creation
C. Radio profile

D. Cellular modem routing

Answer: A,C

NEW QUESTION # 22
In each user certificate, you can define the subject field, expiration date. User Principal Name (UPN), URL for CRL download, and
the OCSP URL. How does the detailed configuration of these attributes impact the certificate?

A. Tt makes the certificate easier to revoke manually because it reduces the need for automatic checks.

B. It limits the validity of the certificate to specific devices and applications, reducing its general usability.

C. It enables precise identification of the user and ensures timely certificate revocation checks.

D. It makes the certificate compatible with a wide range of applications and services by ensuring universal validity

Answer: C

Explanation:

In user certificates used with FortiGate / FortiAuthenticator / SSL-VPN / 802.1X, the following attributes are important:
* Subject field & UPN

* Provide a unique identity for the user (CN and/or UPN).

* FortiGate can use theSAN/UPNfield for LDAP-integrated certificate authentication.

* Expiration date

* Limits how long the certificate is valid, enforcing lifecycle and rotation.

* CRL URL & OCSP URL

* Tell FortiGate (or any relying party)where to check if the certificate has been revoked.

* Enablesnear real-time revocationusing OCSP or periodic CRL downloads instead of relying only on expiration.

By carefully configuring these fields:

* The certificate uniquely and correctly identifies the user.

* Relying systems can performaccurate and timely revocation checks, improving security.

Why other options are wrong:

* A: Tt does the opposite-CRL/OCSP increase automation, not manual revocation.

* B: These attributes do not inherently limit a cert to specific devices; that's done via key usage, EKU, or device certs.

* D: They don't "ensure universal validity"; they make the certprecisely boundto one identity with enforceable lifetime and revocation.

NEW QUESTION # 23
‘Which CLI command displays managed FortiSwitch status from FortiGate?



Response:

A. diagnose switch-controller get-conn-status
B. get switch-controller managed-switch

C. show switch-controller global

D. get system interface

Answer: B

NEW QUESTION # 24
Refer to the exhibits.

VAP configuration

Wi-Fi zone table
a 4 Corp (Corporate) + WIFISSID 0.0.0.0/0.0.0.0
e +f Corp.101 i VLAN 003@‘0.&0.0
& *§ Corp.102 1 VLAN 10.0.20.1/255.255.255.0
® " wqtn.5.Corporat A VLAN 0.0,0.0/0.0.0.0
[+] i3 Guest (Guest) SWIFi 5sID F § :E.ml n E T'
= Student01 (Student01) + WIFissID 0.0.0.0/0.0.00
Corp.zone O Zone *# Corp.101
*1 Corp.102

The exhibits show the VAP configuration. Wi-Fi SSIDs. and zone table.
Which two statements describe how FortiGate handles VLAN assignment for wireless clients? (Choose two.)

e A. Clients connecting to APs in the Office group will be assigned to VLAN 102.

¢ B. FortiGate will load balance clients using VLAN 101 and VLAN 102 and assign them an [P address fromthe 10.0.3.0/24
subnet.

e C. All clients connecting to the Corp Zone will receive an IP address from the 10.0.20.0/24 subnet.

e D. Clients connecting to APs in the Floor 1 group will not be able to receive an IP address.

Answer: A,D

Explanation:

The VAP configuration clearly showsVLAN pooling using WTP-groups:
set vlan-pooling wtp-group

config vian-pool

edit 101

set wtp-group "Floor 1"

edit 102



set wtp-group "Office"

How VLAN assignment works in this mode

'VLAN-pooling with wtp-group modemeans:

* Each AP group (WTP group) is tied to exactly one VLAN in the pool.

* The FortiGate doesnot load balanceVLANS.

* Instead, VLANS are mappedper AP group, not per client.

Now verify each answer option:

A). FortiGate will load balance clients using VLAN 101 and 102...

#Incorrect.

FortiGatedoes NOT load-balance clientswhen vlan-pooling is set towtp-group.
Each AP group receivesonly the VLAN mapped to it.

B). All clients in the Corp zone get IPs from 10.0.20.0/24

#Incorrect.

In the Wi-Fi zone table, onlyCorp.102has an IP subnet:

* Corp.101 #0.0.0.0/0.0.0.0(no IP assigned # clients get no DHCP)

* Corp.102 #10.0.20.1/255.255.255.0

Thus, clients associated to VLAN 101cannotget IPs.

C). Clients connecting to APs in the Floor 1 group cannot receive an IP address
#Correct.

Reason:

* Floor 1 WTP-group # VLAN101

* VLAN 101 hasno IPin the Wi-Fi table #0.0.0.0/0.0.0.0

* No DHCP =Clients receive no IP address

D). Clients connecting to APs in the Office group will be assigned to VLAN 102
#Correct.

Reason:

* Office WTP-group maps to VLAN102

* VLAN 102 has subnet10.0.20.0/24

* So Office group clients get an [P in that range

NEW QUESTION # 25
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