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Cisco Securing Networks with Cisco Firepower Sample Questions (Q52-
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NEW QUESTION # 52
Refer to the exhibit.
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And engineer is analyzing the Attacks Risk Report and finds that there are over 300 instances of new operating systens being seen
on the network How is the Firepower configuration updated to protect these new operating systems?

A. Cisco Firepower gives recommendations to update the policies.

B. The administrator manually updates the policies.

C. Cisco Firepower automatically updates the policies.

D. The administrator requests a Remediation Recommendation Report from Cisco Firepower

Answer: A

Explanation:
Ref: https//www.cisco.convc/en/us/td/docs/security/firepower/60/configuration/guide/fpme-config- guide-v60
/Tailoring_Intrusion Protection to_Your Network Assets.html

NEW QUESTION # 53
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Refer to the exhibit. An engineer is deploying a new instance of Cisco Secure Firewall Threat Defense. Which action must the
engineer take next so that Client A and Client B receive an IP address via DHCP from Server A?

A. Add access rules that allow DHCP traffic by using Cisco Secure Firewall Management Center.

B. Disable Option 82 in the DHCP relay configuration properties using Secure Firewall Management Center.
C. Disable all the DHCP Snort rules by using Secure Firewall Device Manager.

D. Add another DHCP pool on Server A with DHCP relay on Secure Firewall Threat Defense.
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Answer: A

NEW QUESTION # 54
Which two routing options are valid with Cisco Firepower Threat Defense? (Choose two.)

A. ECMP with up to three equal cost paths across multiple interfaces
B. BGPv4 with nonstop forwarding

C. BGPv4 in transparent firewall mode

D. BGPv6

E. ECMP with up to three equal cost paths across a single interface

Answer: D.E

Explanation:

Reference:

httpsy//www.cisco.com/c/en/us/td/docs/security/firepower/60 1 /configuration/guide/fpme-config- guide-v601/fpme-config-guide-
v60_chapter 0110001 1.htmi#ID-2101-0000000e

NEW QUESTION # 55

A company wants a solution to aggregate the capacity of two Cisco FTD devices to make the best use of resources such as
bandwidth and connections per second. Which order of steps must be taken across the Cisco FTDs with Cisco FMC to meet this
requirement?

¢ A. Add members to the Cisco FMC, configure Cisco FTD interfaces, create the cluster in Cisco FMC, and configure cluster
members in Cisco FMC

¢ B. Add members to Cisco FMC, configure Cisco FTD interfaces in Cisco FMC, configure cluster members in Cisco FMC,
create cluster n Cisco FMC, and configure cluster members in Cisco FMC

e C. Configure the Cisco FTD interfaces, add members to FMC, configure cluster members in FMC, and create cluster in
Cisco FMC

e D. Configure the Cisco FTD interfaces and cluster members, add members to Cisco FMC, and create the cluster in Cisco
FMC

Answer: D

Explanation:

In Chassis manager, you (STEP1) config the interfaces, create the cluster and add nodes, then you (STEP2) switch to FMC to add
the units to FMC and build the cluster there.
httpss//www.cisco.comvc/en/us/td/docs/security/firepower/fxos/clustering/fid-4100-9300- cluster.html#task tqm ghj qgb

NEW QUESTION # 56
An engineer is tasked with deploying an internal perimeter firewall that will support multiple DMZs Each DMZ has a unique private
IP subnet range. How is this requirement satisfied?

A. Deploy the firewall in transparent mode with access control policies.
B. Deploy the firewall in routed mode with access control policies.

C. Deploy the firewall in routed mode with NAT configured.

D. Deploy the firewall in transparent mode with NAT configured.

Answer: C

Explanation:
Reference: hitpsz//www.cisco.conmvc/en/us/td/docs/security/asa/asa96/configuration/general/asa-96-general- config/intro-fiv.html

NEW QUESTION # 57
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