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Topic Details

e Managing an NC2 on Azure Environment: This section relates to skills in identifying management tasks for
nodes and clusters. Candidates will monitor cluster health and cloud resource performance, ensuring that all|

Topic 1 components function efficiently. Understanding these management tasks is vital for maintaining operational

mtegrity in a hybrid cloud environment.
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¢ Configuring an NC2 on Azure Environment: This section evaluates the skills of IT Administrators and

emphasizes modifying cloud networking security to protect resources. Candidates will configure Nutanix
Topic 2 networking settings and troubleshoot connectivity issues to ensure seamless communication within the cloud
environment.

¢ Planning an NC2 on Azure Deployment: This section of the exam measures the skills of IT Administrators
and covers the preparation of the Azure cloud environment, including determining the appropriate Azure
account and node types. It also involves subscribing to the NC2 service, which requires knowledge of
Topic 3 authentication methods and organization naming conventions. Additionally, candidates must determine
implementation requirements by evaluating deployment use cases and redundancy needs. Identifying
networking requirements is crucial, focusing on connectivity options like VPN and CIDR ranges.

¢ Deploying an NC2 on Azure Environment: This section assesses the skills of Nautanix Cloud Operators

and focuses on deploying the cloud cluster within the Azure environment. Candidates will learn to configure
Topic 4 cloud provider networking effectively, ensuring that all necessary resources are correctly set up for
deployment.

Nutanix Certified Professional - Cloud Integration - Azure (NCP-CI-Azure
v6.7) Sample Questions (Q28-Q33):

NEW QUESTION # 28
An administrator is planning on building the network prior to deploying a Nutanix cluster into Azure.
‘Which two components require their own vNets for NC2 in Azure? (Choose two.)

A. Virtual Network Gateway
B. Bare-metal instance

C. Prism Central

D. Azure Load Balancer

Answer: B,C

Explanation:

* NC2 on Azure Deployment: Deploying Nutanix clusters in Azure involves configuring various components, each needing
appropriate network isolation and configuration.

* Components and vNets:

* Bare-metal instance: Requires its own vNet to ensure proper network isolation and performance.

* Prism Central: Needs a dedicated vNet to manage and monitor the Nutanix environment, ensuring it has the required network
access and isolation.

* Azure Load Balancer: Does not require its own vNet but needs to be associated with the appropriate vINet where services are
deployed.

* Virtual Network Gateway: Is used for VPN connections but does not necessitate a separate vNet; it operates within an existing
vNet.

* Network Isolation: Providing separate vNets for Bare-metal instances and Prism Central ensures optimal performance and
management capabilities.

* Conclusion: Both Bare-metal instances and Prism Central require their own vNets in the NC2 on Azure deployment.
References:

* Nutanix Clusters on Azure Deployment Guide

* Azure Virtual Network Documentation

NEW QUESTION # 29

An administrator must ensure that certain NC2 VMs can access Azure resources. The NC2 VM traffic must not traverse the
mternet.

How would the administrator achieve this?

e A. By creating an Azure Private Endpoint for VMs in a No-NAT network via vVWAN.
¢ B. By creating an Azure Private Endpoint for VMs in a NAT network via VWAN.
e (. By creating an Azure Private Endpoint for VMs in the host-mgmt subnet.



¢ D. By creating an Azure Private Endpoint for VMs in a Delegated Subnet
Answer: D

Explanation:

* Azure Private Endpoint:A Private Endpoint provides secure connectivity to Azure resources by enabling private access through the
Azire backbone network. This ensures that the traffic does not traverse the internet, providing enhanced security and performance.
* Delegated Subnet:By creating an Azure Private Endpoint for VMs in a delegated subnet, the administrator ensures that the VMs
can access Azure resources directly and securely without using the public internet.

References:

* Azure Private Endpoint Documentation

* Nutanix NC2 Networking Configuration Guide

NEW QUESTION # 30
Which two options are prerequisites for deploying an NC2 cloud cluster in Azre? (Choose two.)

A. A my.nutanix.com account

B. A valid CIDR range

C. An Azure Express Route circuit

D. An on Premises Prism Central environment

Answer: A.B

Explanation:

Valid CIDR Range: When deploying an NC2 cloud cluster in Azure, a valid CIDR range is necessary to define the IP address space
for the cluster and its associated networks. This range ensures that there are no conflicts with existing network configurations and
provides sufficient addresses for the cluster resources.

My Nutanix Account: A my.nutanix.com account is required to access Nutanix services and manage NC2 deployments. This
account allows administrators to log in, configure settings, and manage their Nutanix environment on Azure.

Reference:

Nutanix NC2 on Azure Deployment Guide

Azire Virtual Network Documentation

NEW QUESTION # 31
An administrator deploys a new NC2 cluster in Azure in a new subscription. No VPN or Express Route exists.
Which two actions will allow the administrator access to Prism Central to start the configuration? (Choose two.)

A. Deploy a Jump Host VM instance in the Prism Central VNet inside a delegated subnet.

B. Deploy a Jump Host VM instance in an external VNet and peer the VNets.

C. Deploy a Jump Host VM instance and NAT Gateway in an external VNet and peer the VNets.
D. Deploy a Jump Host VM instance in the Prism Central VNet inside a non-delegated subnet.

Answer: A,.B

Explanation:

* Jump Host VM in External VNet with VNet Peering;

* Deploy Jump Host VM:Deploy a VM in an external VNet that is not within the same network as Prism Central
* VNet Peering:Establish VNet peering between the external VNet and the Prism Central VNet.

This allows the Jump Host to commumnicate with Prism Central securely.

* Jump Host VM in Prism Central VNet Inside a Delegated Subnet:

* Deploy Jump Host VM:Deploy the Jump Host VM directly in the Prism Central VNet within a delegated subnet. This places the
Jump Host in the same network environment as Prism Central, allowing direct access.

References:

* Azure VNet Peering Documentation

* Nutanix NC2 Networking and Access Configuration Guide

NEW QUESTION # 32
An administrator is tasked to identify the firewall requirement and submit the port request to the requirement team before the clusters



deployment.
Which requirement should the administrator ensure is implement on the corporate firewall?

¢ A. Allow uni-directional internet Control Message Protocol (ICMP) traffic between the CVMs, femenr and Prism Central.

e B. Allow bi-directional Internet Control Message Protocol (ICMP) traffic between the CVMSs, Prism Element, and Prism
Central.

e C. ICMP can disable but the connectivity should be enabled between the CVMs. Prism Element, and Prism Central.

e D. ICMP and connectivity can be disabled between the CVMs, Prism Element, and Prism Central

Answer: B

Explanation:

ICMP Traffic: ICMP is essential for network diagnostics and troubleshooting, such as ping and traceroute, which help in monitoring
the connectivity and health of the network.

Bi-Directional Traffic: Allowing bi-directional ICMP traffic ensures that all nodes (CVMs, Prism Element, and Prism Central) can
both send and receive diagnostic messages, which is crucial for maintaining proper commumication and network stability.

Reference:

Nutanix Networking and Connectivity Requirements

Corporate Firewall Configuration Guidelines

NEW QUESTION # 33
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