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PR #39

You built a number of DLP profiles for different sensitive data types. Ifa file contains any of this sensitive data, you want to take the
most restrictive policy action but also create incident details for all matching profiles.

Which statement is correct in this scenario?

e A Create a Real-time Protection policy for each DLP profile; each matched profile will generate a unique DLP incident.

¢ B. Create a single Real-time Protection policy and include all of the DLP profiles; all matched profiles will show up in a single
DLP incident.

¢ (. Create a single Real-time Protection policy and include all of the DLP profiles; each matched profile will generate a unique
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DLP incident
¢ D. Create a Real-time Protection policy for each DLP profile; all matched profiles will show up in a single DLP incident

ZX: B

it B B -

‘When configuring a Real-time Protection policy with multiple DLP profiles, if the content matches multiple profiles, the policy
performs the most restrictive action associated with the DLP profiles that match for that policy. The resulting incident lists all the
profiles that matched along with their corresponding forensic information. This means that even though the most restrictive action is
taken, details for all matching profiles are created and included in a single DLP incident12.

The explanation is based on the best practices and detailed descriptions provided in the Netskope Knowledge Portal and
Community discussions, which outline the process of handling multiple DLP profile matches within a single Real-time Protection
policy

P& #40
You have users connecting to Netskope from around the world You need a way for your NOC to quickly view the status of the
tunnels and easily visualize where the tunnels are located Which Netskope monitoring tool would you use in this scenario?

A. Web Usage Summary in Advanced Analytics

B. Network Steering in Digital Experience Management
C. Alerts in Skope IT

D. Network Events in Skope IT

ZX: B
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Network Steering in Digital Experience Management is the appropriate Netskope monitoring tool for this scenario. It allows the
Network Operations Center (NOC) to quickly view the status of the tunnels and provides an easy way to visualize the locations of
the tunnels. This tool is designed to give a clear overview of network health and performance, which is essential for managing global
connectivity and ensuring the reliability of the service.

FIRE #41

You deployed the Netskope Client for Web steering in a large enterprise with dynamic steering, The steering configuration includes a
bypass rule for an application that is IP restricted. What is the source IP for traffic to this application when the user is on-premises at
the enterprise?

A. Loopback IPv4

B. DHCP assigned RFC1918 1Pv4

C. Netskope data plane gateway [Pv4
D. Enterprise Egress IPv4

ZE: D

LR

When a user is on-premises at the enterprise and accesses an application that is IP restricted, the source IP for traffic to this
application is the Enterprise Egress [Pv4 address.

The Enterprise Egress IP represents the external IP address of the enterprise network as seen by external services or applications.
This TP address is used for communication between the user's device and external resources, including applications that are TP
restricted. Reference:

The answer is based on general knowledge of networking concepts and how IP addresses are used in enterprise environments.

FIRE #42

You have an NG-SWG customer that currently steers all Web traffic to Netskope using the Netskope Client. They have identified

one new native application on Windows devices that is a certificate-pinned application. Users are not able to access the application
due to certificate pinning. The customer wants to configure the Netskope Client so that the traffic from the application is steered to

Netskope and the application works as expected.

Which two methods would satisfy the requirements? (Choose two.)



A. Bypass traffic using the bypass action in the Real-time Protection policy.

B. Tunnel traffic to Netskope and bypass traffic inspection at the Netskope proxy.

C. Configure domain exceptions in the steering configuration for the domains used by the native application.

D. Configure the SSL Do Not Decrypt policy to not decrypt traffic for domains used by the native application.

E&: CD

i RE R -

To address the issue of a certificate-pinned application not being accessible due to certificate pinning, while still steering the traffic to
Netskope, the two methods that would satisfy the requirements are:

B: Configure the SSL. Do Not Decrypt policy to not decrypt traffic for domains used by the native application. This ensures that the
SSL traffic for the specified domains is not decrypted, thus avoiding issues with certificate pinning,

C: Configure domain exceptions in the steering configuration for the domains used by the native application. By setting domain
exceptions, traffic to these domains will bypass SSL decryption, allowing the certificate-pinned application to finction as expected1.
These methods are in line with Netskope's capabilities for handling certificate-pinned applications, which often require bypassing
decryption to prevent breaking the application's functionality due to its security features1.

IR #43

You recently began deploying Netskope at your company. You are steering all traffic, but you discover that the Real-time Protection
policies you created to protect Microsoft OneDrive are not being enforced.

Which default setting in the Ul would you change to solve this problem?

A. Disable the default Microsoft appsuite SSL rule.

B. Remove the default steering exception for domains.

C. Remove the default steering exception for Cloud Storage.
D. Disable the default certificate-pinned application

Z%X: B

fE R

When deploying Netskope and steering all traffic, if you find that the Real-time Protection policies for Microsoft OneDrive are not
being enforced, the likely issue is with the default steering exceptions. To resolve this, you should remove the default steering
exception for domains . This is because the default exceptions may include domains related to Microsoft services, which could
prevent the Real-time Protection policies from being applied to traffic directed towards OneDrive. By removing these exceptions,
you ensure that all traffic, ncluding that to OneDrive, is subject to the policies you have set up.

This recommendation is based on best practices for configuring Real-time Protection policies in Netskope, as outlined in their
documentation, which suggests that exceptions should be carefully managed to ensure that security policies are enforced as intended
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