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Proofpoint PPANO1 A& Z:

A 270
¢ Containment, Eradication, and Recovery: Covers grouping threat patterns, assigning urgency, performing
FA1 remediation, verifying actions, handling false positives, and updating rules, workflows, and blocklists.

¢ Post-Incident Activity: Focuses on preparing incident reports, analyzing trends, presenting findings, and
FH 2 recommending preventive measures for future incidents.

e The Preparation Phase: Focuses on building security infrastructure, defining responder roles, procedures,
M3 run books, event log investigation, escalation paths, and analyst tools.
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¢ Incident Response Foundations: Covers Proofpoint Threat Protection components, the Incident Response
M 4 Life Cycle, and incident responder responsibilities per NIST SP800-61 12.

¢ Detection and Analysis: Teaches using detection tools, analyzing logs, monitoring alerts, prioritizing threats,
=5 escalating incidents, and identifying threats like spam, malware, phishing, and BEC.
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EE #31
‘What best describes the nature of the NIST incident response lifecycle?

A. A linear process from detection to recovery.

B. A one-time checklist for handling incidents.

C. A cyclical process focused on continuous improvement.
D. A reactive-only approach to cyber threats.

e C

MH.

NIST SP 800-61 defines incident response as an iterative lifecycle-Preparation # Detection & Analysis #
Containment/Eradication/Recovery # Post-Incident Activity-where outputs from each incident are fed back into strengthening
controls and readiness. In Proofpoint-focused IR, this cyclical nature is especially visible because email/social engineering threats
evolve continuously and defenders must tune controls over time. For example, a credential phishing incident may drive updates to
TAP/TRAP workflows (auto-pull policies, detection rules), user coaching (ZenGuide "Report Suspicious" adoption), and hardening
changes (DMARC enforcement, MFA policy, OAuth app governance). Post-incident metrics (time-to-detect, time-to-quarantine,
click rate, submission-to-verdict time) become mnputs for improving alerting, triage filters, and escalation criteria. Proofpoint
platforns also support retroactive actions (e.g,, post-delivery quarantine), which encourages a "detect, respond, learn, and reduce
recurrence" loop. Treating IR as linear or one-time fails in practice because threat actors retool rapidly, and organizations must
continuously refine technical controls, playbooks, and human processes to maintain resilience.

A2 #32
What is a defining characteristic of Advanced Persistent Threat (APT) actors?

A. They focus on short-term financial scans.
B. They operate independently without government affiliation.
C. They are state-sponsored and target strategic assets.

D. They primarily use social engineering to gain access.
HE: C

Y.

APT actors are characterized by strategic intent, persistence, and resourcing-commonly associated with state sponsorship or
alignment-targeting sensitive assets such as government, defense, critical infrastructure, research IP, and executive communications.
In Proofpoint-centered investigations, APT-style campaigns often show tailored lures (highly contextual pretexting), careful targeting
(VIPs, finance, legal, IT), and "low-and- slow" operational patterns that reduce obvious malware signals. They may use credential
phishing, session hijacking, or BEC-style social engineering as initial access, then pivot to living-off-the-land techniques and stealthy
persistence in cloud mailboxes (inbox rules, forwarding, O Auth grants). Proofpoint telemetry (campaign clustering, threat actor
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mapping where available, impersonation indicators, supplier compromise signals) supports detection and scoping, but the defining
attribute remains the attacker's strategic targeting and persistence rather than any single technique. This distinction matters
operationally: APT suspicion raises escalation thresholds, broadens scoping (adjacent mailboxes, suppliers, cloud audit logs),
increases evidence preservation rigor, and typically triggers executive/legal coordination earlier in the response lifecycle.

EE #33
‘Which Proofpoint product quarantines malicious email after delivery?

A. CASB
B. CLEAR
C. TAP

D. TRAP

HE: D

Y.

TRAP (Threat Response Auto-Pull) is the Proofpoint capability designed for post-delivery remediation-it can locate and
quarantine/pull messages from user mailboxes after they have already been delivered. This is critical in real-world IR because many
threats are discovered after mitial delivery (e.g., URL reputation flips, delayed detonation results, user-reported phish via "Report
Suspicious," or new campaign intelligence). TAP provides detection, verdicting, and campaign intelligence, but TRAP is the
mechanism that operationalizes containment inside mailboxes by removing the message from inboxes and other folders to reduce
further exposure. In incident handling, TRAP actions are commonly paired with scoping queries (who received it), retroactive search
for similar messages, and compensating controls (URL Defense blocks, domain blocks, authentication enforcement). Using TRAP
effectively reduces "time at risk" and limits additional clicks or credential submissions after the incident is identified. It also supports
auditability by recording which mailboxes were remediated and whether any itens were "unavailable," which becomes a follow-up
scoping requirement.

EE #34
Refer to the exhibit.



Attack Progression Threat Response Quarantines

View related messages in Cloud Threat Response

How do the numbers work?
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Copy the threat name to search for incidents in On-Premise Threat Response / TRAP.

How many messages were sent to a mailbox configured to bypass quarantine for monitoring purposes?

e A0
e B.1
e C.2
e D3

HE. C

MY

A "bypass quarantine for monitoring” mailbox is typically a controlled testing/observation mailbox used by security teans to validate
detection efficacy and to safely observe threat traffic patterns without impacting end-user productivity. In Proofpoint email security
operations, these mailboxes are configured so that messages that would normally be quarantined are instead delivered to a
designated mailbox for review, allowing analysts to (1) validate classifier accuracy, (2) capture full artifacts for analysis (.em,
headers, URLs

/attachments), and (3) measure how controls behave over time (policy hits, spanyphish/malware scoring).

Based on the exhibit, the correct count of messages routed to that bypass/quarantine-monitoring mailbox is 9 (option C).
Operationally, this metric is useful for confirming whether the monitoring workflow is receiving enough sanples to be meaningful and
whether policy changes unexpectedly increase or reduce quarantined traffic. In IR scenarios, it can also be used to safely test
blocklist effectiveness and confirm retroactive remediation actions without exposing production users.

HEE #35
An analyst wants to use the Threats page in TAP Dashboard to review all messages related to a phishing campaign that contain an
attachment. What is the correct method to filter these messages?

e A. Open the Impacted tab to display users exposed to a threat.
e B. Select the Highlighted tab to review Notable Techniques.
e C. Type campaign: phishing & type: attachiment into the search bar.



-

M.

D. Use the threat filter to set the category, grouping, and type.
D

The TAP Threats page is designed for investigation by applying structured filters that constrain the dataset by threat category (e.g,,
phishing), grouping (e.g., campaigns), and threat type (e.g., attachment vs URL). Using the threat filter controls (A) is the most
reliable, repeatable method because it leverages the dashboard's native taxonomy and ensures you are viewing only messages that
meet both conditions: campaign association and attachment presence. The Impacted tab (B) is user-impact oriented and does not
inherently filter to

"phishing campaign + attachment"; it is used after threats are identified to see interactions. The Highlighted tab (D) is focused on
notable techniques and analyst-marked itenrs rather than campaign scoping. While the search bar can be useful for pivots, the most
"documented workflow" approach for consistent IR triage is applying the built-in threat filters, which also supports sharing consistent

VIEWS

across analysts and generating stable results for incident notes and reporting, This is aligned with Proofpoint IR operational

practice: filter # pivot into details # scope recipients # take remediation actions.
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