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Cisco Designing and Implementing Secure Cloud Access for Users and
Endpoints Sample Questions (Q104-Q109):

NEW QUESTION # 104
Endpoint posture policies are implemented to ensure that:
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A. All users have administrative access

B. Devices are charged before use

C. Devices meet certain security criteria before accessing resources
D. Users can access any resource without restrictions

Answer: C

NEW QUESTION # 105
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Refer to the exhibit. An engineer is troubleshooting an incident by using Cisco Secure Cloud Analytics. What is the cause of the
issue?

® A. AnFTP client was installed on a workstation.

* B. Anattacker installed an SSH server on the host.

¢ C. Anattacker opened port 22 on the host.

e D. AnFTP client was installed on a domain controller.

Answer: D

Explanation:

The screenshot from Cisco Secure Cloud Analytics shows a Role Violation alert. According to the

"Supporting Observations" pane, the device with IP 10.201.0.15 is assigned the role of Domain Controller but has demonstrated
traffic behavior matching an FTP client, connecting to ports 20, 21, 115, 152, 989, and 990.

This discrepancy triggered the alert.

Cisco SCAZT documentation emphasizes that devices acting outside their expected network roles (e.g., a domain controller acting
as an FTP client) indicate potential compromise or misuse. Role-based anomaly detection is part of Visibility and Assurance
mechanisis where baseline behaviors are continuously monitored and flagged when changes occur outside expected policy or
operational norms.

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 5:

Visiility and Assurance, Pages 97-102.



NEW QUESTION # 106
In the context of threat response, "reinstantiate" primarily means:

A. Tgnoring the incident after containment

B. Permanently disabling compromised accounts

C. Restoring services or applications to their operational state after a security incident
D. Maintaining the compromised state for forensic analysis

Answer: C

NEW QUESTION # 107
Cloud (hybrid and multicloud) platform security policies should consider:

A. Using a single cloud provider for all needs

B. Ignoring encryption to enhance performance

C. The specific security features and controls offered by third-party providers
D. The physical location of servers only

Answer: C

NEW QUESTION # 108
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Refer to the exhibit. An engineer nusst analyze the Cisco Secure Cloud Analytics report. What is occurring?

A. Distributed DDoS attack

B. Persistent remote-control connections

C. Memory exhaustion attempt toward port 22
D. Geographically unusual remote access

Answer: D

Explanation:

The Secure Cloud Analytics alert log shows multiple SSH connections on port 22 from diverse and geographically distributed IP
addresses targeting a single GCP instance (www-gcp-east-4c). According to the Cloud Analytics alert logic described in SCAZT
(Section 6: Threat Response, Pages 113-116), this behavior indicates "Geographically Unusual Remote Access." It typically triggers
when a host receives connections from countries not normally associated with the network's usage profile. This is often linked to
reconnaissance or brute-force SSH attenmpts.

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 6, Pages 113-116



NEW QUESTION # 109
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