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¢ Essential Security Principles: This section of the exam measures the skills of a Cybersecurity Technician
and covers foundational cybersecurity concepts such as the CIA triad (confidentiality, integrity, availability),

bEY 71 along with basic threat types and vulnerabilities, laying the conceptual groundwork for understanding how

to protect information systemns.

¢ Endpoint Security Concepts:This section of the exam measures the skills of an Endpoint Security Specialist
NEy 22 and includes securing individual devices, understanding protections such as antivirus, patching, and access
control at the endpoint level, essential for maintaining device integrity.
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¢ Incident Handling: This section of the exam measures the skills of an Incident Responder and centers on
FEy 23 recognizing security incidents, responding appropriately, and containing threats—forming the essential
foundation of incident response procedures.

¢ Basic Network Security Concepts: This section of the exam measures the skills of a Network Defender

. and focuses on understanding network-level protections, including firewalls, VPN, and intrusion detection
hEY 74 . Lo " e ;
e prevention systens, providing insight into how threats are mitigated within network environments.

¢ Vulnerability Assessment and Risk Management: This section of the exam measures the skills of a Risk
Management Analyst and entails identifying and assessing vulnerabilities, understanding risk priorities, and

FEY Z 5
7 applying mitigation strategies that help manage threats proactively within an organization's systens
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BRI (Q254-Q259):

R #254
Which of the following password policies is considered a best practice?

A. Allowing users to set easily guessable passwords

B. Enforcing a minimum password length and complexity requirements
C. Requiring passwords to be changed every 5 years

D. Storing passwords in plain text format

IEf#: B

fiR .-
Enforcing a minimum password length and complexity requirements is considered a best practice for password policies. This helps to
ensure that passwords are not easily guessable and increases the security of user accounts.

E R #255
Which of the following is NOT a component of an incident response policy?

A. Escalation procedures

B. Backup and recovery processes
C. Roles and responsibilities

D. Incident handling procedures

EfE: B

AR

Backup and recovery processes are typically part of an organization's data backup and disaster recovery plan, which is separate
from the incident response policy. The incident response policy focuses on defining roles, responsibilities, escalation procedures, and
incident handling procedures for responding to cybersecurity incidents.

E R #256
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What is the purpose of a VPN?

e A. To block unauthorized access

e B. To authenticate users

e C. To detect network vulnerabilities
¢ D. To encrypt network traffic

Ef#E: D
it

A VPN (Virtual Private Network) is used to create a secure connection between a user's device and a private network, such as a
corporate network or the internet. It encrypts the data that is transmitted between the user and the network, ensuring that even if
intercepted, the data is unreadable by unauthorized individuals.

H #257
Which of the following best describes the term "as they occur" in the context of cybersecurity?

A. Conducting regular security audits and assessments

B. Developing mitigation strategies for potential security threats
C. Monitoring and analyzing security events in real-time

D. Planning and executing incident response procedures

Ef#: C

A -

"As they occur" refers to the practice of continuously monitoring and analyzing security events as they happen. This involves setting
up systems and tools to detect and alert on potential security incidents in real-time. By identifying and addressing security events
promptly, organizations can reduce the impact and minimize potential damage.

E R #258
What logging mechanism is commonly used to track and record security-related events and activities in an organization?

A. Audit logs

B. Syslog

C. Event Viewer

D. System and application logs

EE: A

fiR .-

Audit logs are specifically designed to track and record security-related events and activities in an organization. They capture
information about user actions, system changes, and resource access attempts, providing a detailed record for forensic analysis,
compliance auditing, and security investigation purposes.

E M #259
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