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Cisco Designing Cisco Enterprise Wireless Networks 300-425 Prüfungsfragen
mit Lösungen (Q236-Q241):
236. Frage 
A customer is concerned about mesh backhaul link security. Which level of encryption does the backhaul link use?
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A. 3DES
B. AES
C. hash
D. WEP

Antwort: B

Begründung:

237. Frage 
An engineer configured the optimized client roaming on Cisco WLC with an RSSI threshold of
72dBm. Clients report frequent disconnections. What must be configured for the AP to guide the client to a better AP?

A. Enable BSS transition at the radio level and optimized roaming on the SSID.
B. Enable BSS transition on the SSID and optimized roaming at the radio level.
C. Disable coverage hole detection on the SSID and enable BSS transition on the SSID.
D. Disable optimized roaming and enable 802.11v support on the SSID.

Antwort: D

Begründung:
Frequent disconnections may occur if the RSSI threshold set for optimized roaming is too high, causing clients to attempt roaming
too late. Disabling optimized roaming and enabling 802.11v support allows for better client steering by the AP, as 802.11v includes
the BSS Transition Management feature, which guides clients to a better AP based on the network's conditions.

238. Frage 
WLC SSO is set up between two WLCs in a service provider network serving public spaces. On WLC failover, it is noticed that
only about half of the original client count is now showing on the secondary WLC, although it is currently showing the role as active.
Which design side case explains the issue?

A. The WLCs had not completed database sync before the primary failure.
B. The secondary WLC platform does not support the required client count.
C. Some client sessions were in WebAuth-Req state before failover.
D. SSO is not configured correctly.

Antwort: A

Begründung:
When a Wireless LAN Controller (WLC) SSO is set up between two WLCs in a service provider network, and there is a failover,
the secondary WLC should ideally support the same client count as the primary. If only about half of the original client count is
showing on the secondary WLC post- failover, it suggests that the WLCs had not completed the database synchronization before
the primary WLC failed. This incomplete sync would result in a loss of client information, leading to a reduced client count on the
secondary WLC.

239. Frage 
A wireless engineer is utilizing the voice readiness tool in Cisco Prime for a customer that wants to deploy Cisco IP phones. Which
dBm range is the network inspected against?

A. -85 to -65 dBm
B. -72 to -67 dBm
C. -78 to -65 dBm
D. -85 to -67 dBm

Antwort: B

Begründung:



The voice readiness tool in Cisco Prime inspects the network against a dBm range that is suitable for voice over Wi-Fi. The range of
-72 to -67 dBm is considered optimal for voice applications, ensuring clear audio quality and minimal packet loss.
https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/34/user/guide/bk_CiscoPrimeInfrastructur

240. Frage 
What is the main advantage of using directional antennas in lecture halls?

A. Increased AP throughput
B. Reduced co-channel interference and focused coverage
C. Lower power consumption
D. Stronger 2.4 GHz performance

Antwort: B

241. Frage
......
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