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M #16
What is a key distinction between Azure Firewall and FortiGate VM in terns of their primary functions?

e A. Azure Firewall is a cloud-native network security service, while FortiGate VM is a network virtual appliance (NVA) that
provides comprehensive security fnctions.

e B. Azure Firewall is designed exclusively for application layer filtering, while FortiGate VM is suitable for both on-premises
and cloud environments.

e (. Azure Firewall focuses on network traffic inspection, while FortiGate VM is primarily a web application firewall.

e D. Azure Firewall and FortiGate VM have identical primary functions, and no features differentiation.

EfE: A
A -
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Azire Firewallis acloud-native, fully managednetwork security servicedesigned to control and log network traffic using Azure
policies. In contrast, theFortiGate VMis anetwork virtual appliance (NVA)that delivers comprehensive security features, including
firewalling, IPS, antivirus, VPN, and application control, suitable forboth on-premises and cloud deployments.

HE#17
In Microsoft Entra ID, what is the primary administrative unit that represents an organization and its relationship with Microsoft's
cloud services?

A. Microsoft Entra organization
B. Microsoft Entra subscription
C. Microsoft Entra tenant

D. Microsoft Entra domain

Ef#: C

A :

AMiicrosoft Entra tenantis theprimary administrative unitthat represents an organization within Microsoft' s identity platform. It defines
theboundary for identity management, access control, and resource governance, and serves as the core entity that connects the
organization to Microsoft's cloud services such as Azure and Microsoft 365.

HP#18

‘When you deploy a single FortiGate VM using the available template from the Azure Marketplace, several other resources are also
created.

Which two resources, among others, are created during the process? (Choose two.)

A. One new route table

B. Two virtual NICs

C. One VM Scale set

D. One NSG for each interface

IEf#: B. D

fi .-

Two virtual NICs - The FortiGate Azure Marketplace template deploys the VM with at least two network interfaces: one for the
external/public interface and one for the internal/private interface.

One NSG for each interface - The deployment creates separate Network Security Groups (NSGs) attached to each NIC to control
inbound and outbound traffic as per Fortinet's best practices.

B #19
Refer to the exhibit.
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You are troubleshooting a network connectivity issue between two VM that are deployed in Azure.

One VM is a FortiGate that has one interface in the DMZ subnet, which is in the Production VNet. The other VM is a Windows
Server in the Servers subnet, which is also in the Production VNet. You cannot ping the Windows Server from the FortiGate VM.
What is the reason for this?

¢ A The firewall in the Windows VM is blocking the traffic

¢ B. You have not created a VPN to allow traffic between those subnets
¢ C. By default, Azure does not allow ICMP traffic between subnets

¢ D. You have not configured a user-defined route for this traffic

Ef: A

R«

The FortiGate VM and the Windows Server VM are in different subnets but within the sameProduction virtual network, which
means they can communicateby defaultunless restricted. Azure allows ICMP between subnets, butWindows VMs have ICMP
blocked by default in their firewallsettings. Therefore, the likely reason for the ping failure is that theWindows Server's firewall is
blocking ICMP (ping) traffic.

HH #20
In the context of Azure Route Server, what is a primary function of the route server subnet?

A. Serving as the hub for the exchange of routing information

B. Providing DNS resolution for on-premises networks

C. Hosting virtual machines for routing propagation purposes

D. Acting as a dedicated subnet to host network virtual appliances (NVAs) with routing propagation capabilities

Ef#: A

L

Theroute server subnetin Azure is adedicated subnetthat hosts theAzure Route Server, which fimctions as thehub for dynamic routing
information exchangebetween Azure virtual networks and BGP-enabled network virtual appliances (NVAs) or on-premises routers.
It enables seamless and centralized route propagation.
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