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Fortinet FCP_FAZ_AD-7.4 Exam Syllabus Topics:

Topic Details

Topic 1

Administration: This section evaluates the ability of network and security analysts to configure
administrative access and manage Administrative Domains (ADOMs). It covers tasks such as setting user
permissions, managing backups, and disk quotas, and ensuring secure and efficient management of
administrative privileges within FortiAnalyzer systems.

Topic 2

Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in
managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in
place.

Topic 3
Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and
troubleshooting communication issues.

Topic 4
System Configuration: This section assesses the capabilities of network and security analysts in managing
FortiAnalyzer systems. It includes tasks like performing initial configurations, setting up high-availability
systems, and configuring RAID for storage.
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Fortinet FCP - FortiAnalyzer 7.4 Administrator Sample Questions (Q175-
Q180):
NEW QUESTION # 175 
Which two settings must you configure on FortiAnalyzer to allow non-local administrators to authenticate to FortiAnalyzer with any
user account in a single LDAP group? (Choose two.)

A. A remote LDAP server
B. A trusted host profile that restricts access to the LDAP group
C. An administrator group
D. A local wildcard administrator account

Answer: A,D

NEW QUESTION # 176 
A rogue administrator was accessing FortiAnalyzer without permission.
Where can you view the activities that the rogue administrator performed on FortiAnalyzer?

A. System Settings
B. Fabric View
C. FortiView
D. Log View

Answer: C

Explanation:
Log View in FortiAnalyzer records all logs related to system and user activities, including any changes made by administrators. It
would show entries related to any unauthorized access or modifications done by a rogue administrator.

NEW QUESTION # 177 
Which two methods are the most common methods to control and restrict administrative access on FortiAnalyzer? (Choose two.)

A. Trusted hosts
B. Administrative access profiles
C. Virtual domains
D. Security Fabric

Answer: A,B

Explanation:
Reference:
https://docs2.fortinet.com/document/fortianalyzer/6.0.0/administration-guide/581222/trusted-hosts

NEW QUESTION # 178 
An administrator has configured the following settings:
config system fortiview settings
set resolve-ip enable
end
What is the significance of executing this command?

A. It resolves the destination IP address to a hostname in FortiView on FortiAnalyzer.
B. It resolves the source and destination IP addresses to a hostname in FortiView on FortiAnalyzer.
C. You must configure local DNS servers on FortiGate for this command to resolve IP addresses on Forti Analyzer.
D. Use this command only if the source IP addresses are not resolved on FortiGate.



Answer: D

NEW QUESTION # 179 
Which two settings must you configure on FortiAnalyzer to allow non-local administrators to authenticate on FortiAnalyzer with any
user account in a single LDAP group? (Choose two.)

A. A local wildcard administrator account
B. An administrator group
C. LDAP servers IP addresses added as trusted hosts
D. One or more remote LDAP servers

Answer: B,D

Explanation:
C . One or more remote LDAP servers: FortiAnalyzer needs to be configured to communicate with your external LDAP server
where the user accounts and groups reside. This involves setting up the LDAP server address, port, and authentication details.
B . An administrator group: You need to create an administrator group on FortiAnalyzer and link it to the specific LDAP group that
contains the users you want to grant administrative access. This allows any user within that LDAP group to authenticate and have the
permissions assigned to the administrator group on FortiAnalyzer.
This configuration allows FortiAnalyzer to authenticate users against the external LDAP server and authorize them based on their
membership in the designated LDAP group. This way, you don't need to create individual local accounts for each administrator,
simplifying user management and centralizing authentication.

NEW QUESTION # 180
......
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