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feEY 71

Troubleshooting; This topic of the HP HPE7-AQ7 exam assesses skills of a senior HP RF network
engineer in troubleshooting. It also assesses the ability to remediate issues in campus networks. It is vital for
ensuring network reliability and minimizing downtime in critical environments.

FEY 72

WLAN: This HP HPE7-A07 exam topic tests the ability of a senior RF network engineer to design and
troubleshoot RF attributes and wireless functions. It also includes building and troubleshooting wireless
configurations, critical for optimizing WLAN performance in enterprise environments.

Y 73

Performance Optimization: The Aruba Certified Campus Access Mobility Expert Written exam focuses on
analyzing and remediating performance issues within a network. It measures the ability of a senior RF
network engineer to fine-tune network operations for maximum efficiency and speed.

ey 74

Connectivity: The topic covers developing configurations, applying advanced networking technologies, and
identifying design flaws. It tests the skills of a senior HP RF network engineer in creating reliable, high-
performing networks tailored to specific customer needs.

feEYZ5

Routing: This Aruba Certified Campus Access Mobility Expert Written exam section measures the ability
to design and troubleshoot routing topologies and functions, ensuring that data efficiently navigates through
complex networks, a key skill for HP solutions architects.

FEY Z6

Switching: Senior HP RF network engineers must demonstrate proficiency in implementing and
troubleshooting Layer 2

3 switching, including broadcast domains and interconnection technologies. This ensures seamless and
efficient data flow across network segments.

ey 77T

Security: This topic evaluates the ability of a senior HP RF network engineer to design and troubleshoot
security implementations, focusing on wireless SSID with EAP-TLS and GBP. It ensures the network is
secure from unauthorized access and threats.
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o Network Stack: This topic of the HP HPE7-A07 exam evaluates the ability of a senior HP RF network
FEy 2 8 engineer to analyze and troubleshoot network solutions based on customer issues. Mastery of this ensures
effective problem resolution in complex network environments.

e Network Resiliency and Virtualization: This section of the Aruba Certified Campus Access Mobility Expert

Wiritten exam assesses the expertise of a senior HP RF network engineer in designing and troubleshooting
hEY 79 mechanisims for resiliency, redundancy, and fault tolerance. It is crucial for maintaining uninterrupted
network services.
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HPE7-A07 ;A BRI & (Q94-Q99):

HR #94
Ina WLAN network with a tunneled SSID, you see the following events in HPE Aruba Networking Central:

The customer asks you to mnvestigate log messages. What should you tell them?

e A This indicates a client WLAN driver issue for the client with a MAC address ending with 37:18:0d.
You should upgrade the client WLAN driver

e B. This is normal, expected behavior. No further actions are needed

e C. There is a roaming issue. Enable Fast Roaming 802.11r and OKC to resolve the issue

¢ D. This indicates a security issue. The client witha MAC address ending with 37:18:0d is performing a Denial-of-Service
attack on your network. You should track down the client and remove it from the network

IEf: B

RN -

The provided event logs from Aruba Central show multiple entries of:

Client PMK/OKC Key Add/Update

Client PMK/OKC Key Delete

Operation ADD/UPDATE for key cache entry for client ...

Operation DEL for key cache entry for client ...

These log entries refer to Pairwise Master Key (PMK) and Opportunistic Key Caching (OKC) updates in the Aruba gateway or
access point for wireless clients.

When a client roams between APs or the system refreshes key entries for active clients, Aruba's infrastructure updates or deletes
PMK cache entries dynamically. This process ensures secure key continuity across APs and controllers for tunneled SSIDs.
Exact Extracts from Aruba WLAN and AOS-10 Documentation:

"PMK/OKC cache updates and deletions are part of normal operation. When clients connect, disconnect, or roam, the system adds
or removes their PMK cache entries. These log messages are informational and indicate expected WPA2-Enterprise behavior."
"In a tuneled SSID, PMK and OKC entries are managed at the gateway level. When a client roans or rekeys, the gateway logs
PMK/OKC Key Add/Update and Key Delete messages. These are not error conditions."

"Frequent ADD/DEL entries for a client MAC address reflect normal WPA2 key lifecycle events-such as reauthentication, idle
timeout, or client-driven disassociation." Thus, these messages indicate normal background key management (PMK caching and
rekeying) and not any fault or attack scenario.

Why the Other Options Are Incorrect:

* A. Denial-of-Service attack:False. These events correspond to key management, not excessive connection requests. Aruba
security logs for DoS attacks show messages like "Association flood" or
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"Authentication flood," not PMK/OKC operations.

* B. Roaming issue:While OKC relates to roaming optimizations, these log messages do not indicate a failure or issue - they show
successful key caching updates.

"OKC Key Add/Update events confirm successful key caching, not roaming failure."

* C. Client WLAN driver issue:No error messages (timeouts, EAP failures, or deauths) are logged. The presence of PMK updates
and deletes alone does not imply a driver issue.

"Client driver problems typically manifest as association failures or 4-way handshake errors, not PMK cache logs." Conclusion:
The repeated "PMK/OKC Key Add/Update" and "Key Delete" events represent routine client key caching and refresh behavior in
Aruba's tunneled WLAN design.

No misconfiguration, client issue, or attack is implied.

Therefore, the correct answer is:

# D. This is normal, expected behavior. No further actions are needed.

References of HPE Aruba Networking Switching Documents or Study Guide:

* ArubaOS 10 Wireless and Gateway Configuration Guide - "PMK caching and OKC operation.”

* Aruba WLAN Troubleshooting and Operations Guide - "Understanding PMK/OKC key lifecycle and expected log events."

* Aruba Campus WLAN Best Practices Guide - "Tunneled SSID key management (PMK, OKC, and

802.11r Fast Roaming)."

* Aruba Central Monitoring and Event Logs Reference - "Client PMK/OKC Key Add/Delete informational messages."

HM #95
Your customer is requesting a 4-ciass LAN queuing model tor QoS. Following best practices, match the PHB

/DSCP values to the application types.

A -

Explanation:

Best Effort and Scavenger = DF (0)

Bulk and Transactional Data = AF21 (18)
Multimedia Streaming = AF31 (26)
Real-Time Interactive = EF (46)

B #96

Exhibit.

You updated your gateway to me most recent firmware However after the firmware was updated, the gateway could no longer
connect to HPE Aruba Networking Central. Your corporate ITIL procedures require you to implement your backout plan. You
connected a console cable to your gateway and saw the following prompt.

Cpxload#

in what order, do you need to execute the following commands to return to the previous firmware version?

AR

Explanation:

The sequence to return to the previous firmware version after an unsuccessful update would typically be:

hit any key to stop autoboot(This would prevent the system from automatically booting into the current, problematic firmware.)

def part 1(This command sets the default boot partition, which is likely where the previous working firmware is located.) bootf{ This
command would boot from the specified flash partition, which after the second step, would be the previous firmware.) osinfo(After
the system is booted, this command could be used to confirm the firmware version now running on the gateway.)

B #97
A customrer is running out of IP addresses in a network segment. What will happen If they add an additional IPsubnet to the same

VLAN?

e A. Users can reach each other and establish PTP traffic without passing an L3 point in the same VLAN
¢ B. Broadcasts for me two subnets win arrive on all ports in the same VLAN



e (. This would result in a single SVI using two subinterfaces.
¢ D. IGMP will not work in both of the subnets in the same VLAN

EfE: A

fEERA -

Adding an additional IP subnet to the same VLAN means that devices configured with either subnet can communicate at Layer 2
without the need for routing. This is because they are on the same VLAN and thus in the same broadcast domain. However, to
commumnicate between subnets, an L3 device or inter- VLAN routing would be required.

HM #98
A deployment using AP-635S is connectedto a stack of CX 6300s as shown.

The output of the snow LACPinterfaces shews the following:
What is causing this issue?

A. Each AP interface is connected to a routed-only interlace on different networks

B. Spanning tree and loop protect are enabled on both AP uplink ports.

C. The AP is configured with LACP active

D. €0 is connected to a smart rate interface, and el is connected to a non-smart rate interface.

EfE: C

A -

In an Aruba deployment, if an AP's interfaces show different LACP states, it often indicates a configuration mismatch. If one
mterface is up and the other is blocked as shown in the output,it's likely due to both interfaces on the AP being set to LACP active
mode, which is a correct setting for establishing an LACP channel with Aruba switches like the CX 6300 series.

B #99
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