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¢ Troubleshooting: This section of the exam measures the skills of Technical Support Analysts and covers the
identification and resolution of configuration and operational issues. It includes troubleshooting
misconfigurations, runtime errors, commit and push issues, device health concerns, and resource usage
problems. This domain ensures candidates can analyze failures across management systems and on-device
functions, enabling them to maintain a stable and reliable security infrastructure.
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¢ Policy Creation and Application: This section of the exam measures the abilities of Firewall Administrators
and focuses on creating and applying different types of policies essential to secure and manage traffic. The
domain includes security policies incorporating App-1D, User-ID, and Content-1D, as well as NAT,
bEY 72 decryption, application override, and policy-based forwarding policies. It also covers SD-WAN routing
and SLA policies that influence how traffic flows across distributed environments. The section ensures
professionals can design and implement policy structures that support secure, efficient network operations.

¢ Management and Operations: This section of the exam measures the skills of Security Operations
Professionals and covers the use of centralized management tools to maintain and monitor firewall
environments. It focuses on Strata Cloud Manager, folders, snippets, automations, variables, and logging
services. Candidates are also tested on using Command Center, Activity Insights, Policy Optimizer, Log
Viewer, and incident-handling tools to analyze security data and improve the organization overall security
posture. The goal is to validate competence in managing day-to-day firewall operations and responding to
alerts effectively.
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¢ Object Configuration Creation and Application: This section of the exam measures the skills of Network
Security Analysts and covers the creation, configuration, and application of objects used across security
environments. It focuses on building and applying various security profiles, decryption profiles, custom
NEY 2 4 objects, external dynamic lists, and log forwarding profiles. Candidates are expected to understand how
data security, IoT security, DoS protection, and SD-WAN profiles integrate into firewall operations. The
objective of this domain is to ensure analysts can configure the foundational elements required to protect
and optimize network security using Strata Cloud Manager.
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B #322
Which profile should be used to obtain a verdict regarding analyzed files?

A. Vulnerability profile

B. Content-1D

C. WildFire analysis

D. Advanced threat prevention

Ef: C

AR

A profile is a set of rules or settings that defines how the firewall performs a specific fimction, such as detecting and preventing
threats, filtering URLS, or decrypting trafficl.

There are different types of profiles that can be applied to different types of traffic or scenarios, such as Antivirus, Anti-Spyware,
Vulnerability Protection, URL Filtering, File Blocking, Data Filtering, Decryption, or WildFire Analysisl.

The WildFire Analysis profile is a profile that enables the firewall to submit unknown files or email links to the cloud-based WildFire
service for analysis and verdict determination2. WildFire is the industry's most advanced analysis and prevention engine for highly
evasive zero-day exploits and malware3. WildFire uses a variety of malware detection techniques, such as static analysis, dynamic
analysis, machine learning, and intelligent run-time memory analysis, to identify and protect against unknown threats34.

The Vulnerability Protection profile is a profile that protects the network from exploits that target known software vulnerabilities. It
allows the administrator to configure the actions and log settings for each vulnerability severity level, such as critical, high, medium,
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low, or mformational5.

Content-1D is not a profile, but a feature of the firewall that performs multiple functions to identify and control applications, users,
content, and threats on the network. Content-ID consists of four components: App-I1D, User-ID, Content Inspection, and Threat
Prevention.

Advanced Threat Prevention is not a profile, but a term that refers to the comprehensive approach of Palo Alto Networks to prevent
sophisticated and unknown threats. Advanced Threat Prevention includes WildFire, but also other products and services, such as
DNS Security, Cortex XDR, Cortex XSOAR, and AutoFocus.

Therefore, the profile that should be used to obtain a verdict regarding analyzed files is the WildFire Analysis profile.

Reference:

1: Security Profiles - Palo Alto Networks 2: WildFire Analysis Profile - Palo Alto Networks 3: WildFire - Palo Alto Networks 4:
Advanced Wildfire as an ICAP Alternative | Palo Alto Networks 5: Vulnerability Protection Profile - Palo Alto Networks :
[Content-ID - Palo Alto Networks] : [Advanced Threat Prevention - Palo Alto Networks]
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An admmnistrator creates a new Security policy rule to allow DNS traffic from the LAN to the DMZ zones. The administrator does
not change the rule type fromits default value.

What type of Security policy rule is created?

A. Tagged

B. Universal
C. Intrazone
D. Interzone

Ef#: B
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A Security Operations Center (SOC) team is tasked with correlating security events across 50+ Palo Alto Networks firewalls
deployed globally. They need to rapidly identify anomalous behavior, generate custom reports on failed authentication attenipts
exceeding a threshold, and push security policy updates to specific firewall groups. Which Strata Logging Service feature set, when
integrated with a centralized management system like Panorama, provides the MOST efficient and scalable solution for these
requirements?

e A. Strata Logging Service's Data Lake for long-term storage and advanced analytics, leveraging its native API for custom
reporting and Panorama for centralized policy deployment.

¢ B. Implementing a distributed Splunk deployment without any Strata Logging Service integration.

¢ C. Exporting logs from each firewall directly to a CSV file and manually aggregating them for analysis.

e D. Strata Logging Service's standard log forwarding to a generic SIEM, combined with manual Panorama policy
managemment.

¢ E. Utilizing only Panorama's local log collection and reporting features, without Strata Logging Service integration.

EfE: A

R

Strata Logging Service's Data Lake is designed for scalable, long-term log storage and advanced analytics across numerous Palo
Alto Networks devices. Its native API allows for programmatic access to log data, enabling custom report generation and
mtegration with other security tools. Panorama provides the centralized management plane for efficient policy deployment to groups
of firewalls. This combination addresses the requirements for rapid identification, custom reporting, and scalable policy management
far more effectively than other options.
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A Palo Alto Networks firewall is configured with an External Dynamic List of type "URL' for blocking known malicious URLs. The
list is extensive, containing millions of entries. The security team notices a significant increase in firewall management plane CPU
utilization and occasional delays in policy commit operations after implementing this large EDL. Which two adjustments or
considerations are most critical to mitigate these performance impacts without compromising security efficacy?

e A, Reduce the EDL's 'Repeat' refresh interval to a longer duration (e.g., from hourly to daily).
e B. Ensure the EDL source server is highly available and responsive to minimize timeout errors.



¢ C. Consider upgrading the firewall model to one with higher management plane resources and more memory.
e D. Utilize a dedicated log collector or Panorama appliance to offload EDL processing.
e E. Split the single large EDL into multiple smaller EDLs based on threat categories or geography.

Eﬁ: A\ C

fEERA -

Handling extremely large EDLs can significantly impact firewall performance, especially the management plane. Option A (Correct):
Reducing the refresh frequency is a primary mitigation. Each refresh involves downloading, parsing, and committing the EDL entries,
which are CPU-intensive operations on the management plane. Fewer refreshes mean less overhead. Option E (Correct): For
'millions of entries, the current firewall model might simply be undersized. Larger EDLs consume more memory and require more
CPU cycles for processing and lookup, directly impacting management plane performance. Upgrading to a model with more
resources is a direct solution. Option B is important for successful updates, but it doesn't directly address the firewall's internal
processing burden once the file is downloaded. Option C might help organize but doesn't findamentally reduce the total number of
entries the firewall has to process or store. The aggregate impact remains. Option D (log collector/Panorama) is for log processing
and centralized management; it does not offload the firewall's internal EDL processing.
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An [oT smart building system uses BACnet/IP for HVAC control. The security team discovers a device sending unauthorized 'Write
Property requests to BACnet objects that control critical ventilation fans, potentially disrupting air quality. They have identified the
rogue device's MAC address and IP address, but its type (vendor/model) is not yet fully classified by Device-ID. How can the Palo
Alto Networks NGFW be configured, leveraging loT security concepts, to immediately block these specific "'Write Property’
requests from this rogue device, while allowing legitimate BACnet traffic from authorized devices?

e A Configure an 'IP-MAC Binding entry for the rogue device, then create a "Threat Prevention' custom signature to detect the
"Write Property' request payload and block it.

¢ B. Within an existing 'ToT Security Profile' applied to BACnet traffic, configure ' Application Function Filtering' for BACnet/IP
to block "Write Property' finction codes. Apply this profile to all relevant IoT policy rules.

e C. Leverage a combination of 'loT Device Group' for authorized BACnet devices, and an explicit 'Deny’ rule that uses
' Application Function Filtering’ for BACnet/Lp to block "Write Property' requests, with 'Source: Any' and 'Destination:
HVAC PLCs!, placed higher than the allow rule.

e D. Create a new 'loT Security Profile’ specifically for the rogue device's IP address, enable 'Application Function Filtering’ for
BACnet/IP to block "Write Property', and create a 'Security Policy' rule matching only this rogue device to apply this profile.

¢ E. Create a new 'Security Policy rule with the rogue device's IP address as 'Source', the HVAC PLC's IP as 'Destination,
'Application: bacnet-ip', and a 'Service' of 'any', with an 'Action: Deny'. Place this rule highest in the rulebase.

IEf#: D

fiR .-

Option C is the most precise and immediate solution given the constraint. While option B is generally good for all unauthorized 'Write
Property requests, it might impact legitimate devices if their 'Write Property’ functions are also needed. Option C allows for surgical
enforcement: it targets only the rogue device's traffic and applies the granular ' Application Function Filtering' (blocking 'Write
Property') specifically to it. This ensures legitimate BACnet traffic from other devices continues unimpeded. Option A is too broad; it
blocks all BACnet from the rogue device. Option D's '"Threat Prevention' custom signature is a more complex and potentially slower
reaction than direct policy. Option E would block Write Property' from ALL devices, not just the rogue one, which contradicts the
requirenment to allow legitimate traffic.
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