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E M #256
Anomaly policy uses which two logs to identify unusual network and user activity? (Choose two.)

o A. Traffic
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e B. Network flow
o C. Audit
e D. Users

Eﬁ: B\ C

R -

Anomaly policies in Prisma Cloud utilize Network flow logs (A) and Audit logs (B) to identify unusual network and user activities.
Network flow logs provide visibility into the traffic flow across the network, helping detect anomalies in communication patterns that
might indicate malicious activities or network misconfigurations. Audit logs record user actions within the system, offering insights into
potentially unauthorized or suspicious operations that could compromise security. By analyzing these logs, anomaly policies can
effectively pinpoint irregularities that deviate from established baselines, enabling timely detection and response to potential security
threats.

B #257

What is the order of steps to create a custom network policy?
(Drag the steps into the correct order of occurrence, from the first step to the last.)

fERHL -

Explanation:

A picture containing table Description automatically generated

Reference:

https’/docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies/create-a- policy.html Select
Policies and click Add Policy Build the query Add the compliance standards Click Submit.
https’//docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies/create-a- policy

B #258

A customer has a development environment with 50 connected Defenders. A maintenance window is set for Monday to upgrade 30
stand-alone Defenders in the development environment, but there is no maintenance window available until Sunday to upgrade the
remaining 20 stand-alone Defenders.

Which recommended action manages this situation?

¢ A. Open a support case with Palo Alto Networks to arrange an autormatic upgrade.

¢ B. Find a maintenance window that is suitable to upgrade all stand-alone Defenders in the development environment.

e (. Upgrade a subset of the Defenders by clicking the individual Actions > Upgrade button in the row that corresponds to the
Defender that should be upgraded during the maintenance window.

¢ D. Go to Manage > Defender > Manage, then click Defenders, and use the Scheduler to choose which Defenders will be
automatically upgraded during the maintenance window.

EfE: C

AR :

Managing Defender upgrades in a Prisma Cloud environment requires careful planning, especially in scenarios where not all
Defenders can be upgraded simultaneously due to maintenance window constraints.

* Option C: Upgrade a subset of the Defenders by clicking the individual Actions > Upgrade button in the row that corresponds to
the Defender that should be upgraded during the maintenance window is the recommended approach in this situation. This option
allows administrators to manually select specific Defenders for upgrade within the available maintenance window, providing control
over the upgrade process and ensuring that upgrades are aligned with operational requirements and maintenance schedules.
References:

Prisma Cloud Defender Management Documentation: Details the procedures for managing and upgrading Prisma Cloud Defenders,
including manual upgrade processes for individual Defenders.

Best Practices for Managing Defender Upgrades: Offers guidelines on effectively planning and executing Defender upgrades,
emphasizing the importance of aligning upgrade activities with maintenance windows to minimize disruption to the development
environment.



R #259
Which type of compliance check is available for rules under Defend > Compliance > Containers and Images > CI?

A. Tmage

B. Host

C. Container
D. Functions

Ef#: A

TR

In the context of Defend > Compliance > Containers and Images > CI within Prisma Cloud by Palo Alto Networks, the compliance
checks are focused on the security posture and compliance of container images.

Therefore, the type of compliance check available under this section would be related to Images, ensuring they adhere to security
best practices and compliance standards before being deployed.

M #260
Which policy type in Prisma Cloud can protect against malware?

A. Data

B. Config
C. Network
D. Event

Ef: A

A :

Reference: https:/docs.paloaltonetworks.comyprisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies

/create-a-policy. htmb#:~text=%F2%80%94 Data%20policies %2 Oprotect%s20against¥e2 Omalware, for%
20Data%20Exposure%200r%20Malware

The Data policy type in Prisma Cloud is designed to protect against malware by scanning data and files for malicious content. This
policy type helps in identifying and mitigating malware threats in the cloud environment.
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