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GIAC Global Industrial Cyber Security Professional (GICSP) Sample
Questions (Q74-Q79):

NEW QUESTION # 74

Which wireless communication protocol is commonly used in ICS environments for low-power, low-data-rate commumnications
between devices?

Response:

A. Wi-Fi

B. Zigbee

C. Bluetooth
D.LTE

Answer: B

NEW QUESTION # 75

You are tasked with securing a new Linux-based ICS system. Which of the following actions should be taken during the initial
configuration to harden the endpoint?

(Select all that apply)

Response:

A. Set strong passwords for all user accounts
B. Disable root login over SSH

C. Remove unnecessary software packages
D. Enable file sharing on all directories

Answer: A,B,C

NEW QUESTION # 76
Which security concern is commonly associated with Level 0 and Level 1 devices in ICS environments?
Response:

A. Lack of compliance with GDPR

B. Inability to transmit data in real time
C. Limited encryption capabilities

D. Over-reliance on cloud computing

Answer: C

NEW QUESTION # 77
Which of the following is a common vulnerability in SCADA systemns at Level 3?
Response:

A. Use of proprietary software

B. Poor physical access control

C. Lack of encryption for inter-device comnunication
D. Limited real-time data processing
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Answer: C

NEW QUESTION # 78
How can virtualization be leveraged in an ICS environment?

A. Increasing networking speed

B. Increasing processing speed

C. Testing new patches

D. Sharing hardware resources across security levels

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Virtualization allows ICS administrators to test new patches or software updates (B) in a controlled, isolated environment before
deploying them on production systens. This minimizes operational risk and downtime.

Virtualization does not inherently increase networking speed (A) or processing speed (D).

Sharing hardware resources across different security levels (C) is generally discouraged due to security risks.

GICSP highlights virtualization as a valuable tool for safe testing and development in ICS environments.

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response GICSP Tramning on Patch Management and
Virtualization

NEW QUESTION # 79
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