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Nutanix Certified Professional - Unified Storage (NCP-US) v6.10 Sample
Questions (Q66-Q71):
NEW QUESTION # 66 
Which two protocols can be enabled during a Nutanix Files installation? (Choose two.)

A. SMB
B. NFS
C. S3
D. iSCSI

Answer: A,B

Explanation:
During a Nutanix Files installation, the two protocols that can be enabled areNFS (Network File System)and SMB (Server
Message Block). Nutanix Files is a scale-out file storage solution designed to provide file- sharing services, supporting both NFS for
Linux/Unix environments and SMB for Windows environments.
TheNutanix Unified Storage Administration (NUSA)course states, "Nutanix Files supports NFS and SMB protocols, which can be
enabled during the installation and configuration of a file server to provide file- sharing services for diverse workloads." NFS is
typically used for Unix/Linux clients, while SMB is used for Windows clients, allowing Nutanix Files to serve a wide range of
applications and users.
TheNutanix Certified Professional - Unified Storage (NCP-US)study guide further clarifies that "during Nutanix Files deployment,
administrators can enable NFS and SMB protocols based on the needs of the environment, ensuring compatibility with both Linux
and Windows clients." These protocols are configured at the file server level, and shares can be created with either or both protocols
enabled.
The other options are incorrect:
* S3: The S3 protocol is specific to Nutanix Objects, an object storage solution, and is not supported by Nutanix Files, which
focuses on file-level storage.
* iSCSI: The iSCSI protocol is used for block storage and is supported by Nutanix Volumes, not Nutanix Files, which is designed
for file-sharing protocols like NFS and SMB.
The NUSA course documentation emphasizes that "Nutanix Files installation allows the administrator to select NFS and SMB
protocols to meet the file-sharing requirements of the organization, ensuring broad compatibility across client environments."
References:
Nutanix Unified Storage Administration (NUSA) Course, Section on Nutanix Files: "Protocol configuration during Nutanix Files
installation." Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 1: Deploy and Upgrade Nutanix
Unified Storage, Subtopic: "Nutanix Files deployment and protocol support." Nutanix Documentation (https://www.nutanix.com),
Nutanix Files Administration Guide: "Enabling NFS and SMB protocols for Nutanix Files."

NEW QUESTION # 67 
An administrator is managing a Nutanix Files instance at a dark site. The administrator has been tasked to configure a solution to
alert the security team when more than 500 files are renamed hourly. Which configuration should be applied?

A. Define an anomaly rule in File Analytics
B. Configure Nutanix Data Lens ransomware protection
C. Set up Data Management Protection in Files Manager
D. Add MMC Snap-In for Nutanix Files

Answer: A

Explanation:
To alert the security team when more than 500 files are renamed hourly on a Nutanix Files instance at a dark site, the administrator
shoulddefine an anomaly rule in File Analytics. Nutanix File Analytics is a monitoring and analytics tool for Nutanix Files that
provides visibility into file share activities, including file operations like renames. Anomaly rules allow administrators to detect unusual
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activities and configure alerts, such as email notifications, for specific thresholds.
TheNutanix Unified Storage Administration (NUSA)course states, "File Analytics enables administrators to define anomaly rules to
monitor file activities, such as file renames, and set thresholds for alerts, making it ideal for detecting unusual behavior like mass file
renaming." The administrator can create an anomaly rule to track file rename operations and set a threshold of more than 500
renames per hour, triggering an email alert to the security team when this condition is met. This functionality works in a dark site
environment, as File Analytics operates locally within the Nutanix cluster and does not require Internet access.
TheNutanix Certified Professional - Unified Storage (NCP-US)study guide further elaborates that
"anomaly rules in File Analytics can be configured to monitor specific file operations, such as renames, with customizable thresholds
and notification settings, ensuring timely alerts for potential security issues." This makes File Analytics the best tool for the task, as it
provides granular control over monitoring and alerting for file activities.
The other options are incorrect:
* Set up Data Management Protection in Files Manager: Data Management Protection is not a feature of Nutanix Files; it may refer
to backup or replication features, which do not address file rename monitoring.
* Configure Nutanix Data Lens ransomware protection: Nutanix Data Lens focuses on data lifecycle management and tiering, not
real-time monitoring of file operations like renames. While it has some ransomware detection capabilities, it is not designed for
specific thresholds like 500 file renames per hour and requires Internet access, which is unavailable in a dark site.
* Add MMC Snap-In for Nutanix Files: The MMC (Microsoft Management Console) Snap-In is used for managing Nutanix Files
from a Windows system but does not provide monitoring or alerting capabilities for file rename operations.
The NUSA course documentation highlights that "File Analytics anomaly rules are the recommended solution for monitoring file
operations like mass renames, providing customizable thresholds and alerts even in dark site environments." References:
Nutanix Unified Storage Administration (NUSA) Course, Section on File Analytics: "Configuring anomaly rules for file operation
monitoring." Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 3: Analyze and Monitor Nutanix
Unified Storage, Subtopic: "File Analytics anomaly rules for security monitoring." Nutanix Documentation (https://www.nutanix.com),
Nutanix File Analytics Guide: "Setting up anomaly rules for file rename alerts."

NEW QUESTION # 68 
Question:
Which two minimum permission roles must a non-admin user have to enable Nutanix Objects? (Choose two.)

A. Cluster Admin
B. Files Admin
C. Category Admin
D. User Admin

Answer: A,D

Explanation:
Toenable Nutanix Objects(deploy a new Objects instance and manage bucket creation), a non-admin user must have the following
minimum permissions:
Cluster Admin:
* Grants full cluster-level privileges, including resource provisioning, configuration, and management.
* Required to deploy services like Objects because it interacts with cluster resources directly.
User Admin:
* Allows user management and security roles necessary for configuring access to Objects.
* Critical when setting up Object Stores and managing authentication.
According to the NUSA course:
"A non-admin user must have at least the Cluster Admin role and the User Admin role to enable and manage Nutanix Objects
deployments. Cluster Admin manages resources, and User Admin manages user-level permissions." The other roles:
Files Admin- manages Nutanix Files only.
Category Admin- relates to category/tag management in Prism, not Objects deployment.
Thus, toenable Nutanix Objects, the user needsCluster AdminandUser Adminpermissions.

NEW QUESTION # 69 
An administrator has an existing four-node Nutanix cluster at a primary site with three FSVM instances deployed. They want to
configure Smart DR on a five-node Nutanix cluster at the recovery site.
How many FSVMs should be deployed on the recovery site for Smart DR?

A. 0



B. 1
C. 2
D. 3

Answer: A

Explanation:
Smart DR(Disaster Recovery) for Nutanix Files ensures that the file server VMs (FSVMs) at therecovery site mirror the
configuration of the primary site. Specifically, it requires that:
"The number of FSVMs deployed at the recovery site mustmatchthe number of FSVMs at the primary site." The primary site has3
FSVMs.
Therefore, the recovery site must also have3 FSVMsdeployed to ensure consistency and proper operation of Smart DR for file
services.

NEW QUESTION # 70 
How many IP addresses are required by the storage network when deploying Nutanix Files?

A. One additional IP address than the number of FSVMs
B. Same number of IP addresses as the number of FSVMs
C. One less IP address than the number of FSVMs
D. Twice as many IP addresses as the number of FSVMs

Answer: A

Explanation:
When deploying Nutanix Files, the storage network requires **one additional IP address than the number of File Server Virtual
Machines (FSVMs)**. Nutanix Files is a scale-out file storage solution that uses a distributed architecture, where each FSVM
handles file services and communicates with clients and the Nutanix cluster. The IP address requirements include one IP address for
each FSVM plus an additional virtual IP address (VIP) that serves as the client-facing endpoint for the file server.
The **Nutanix Unified Storage Administration (NUSA)** course explains that Nutanix Files deployment involves configuring a file
server with a minimum of three FSVMs for high availability and scalability. Each FSVM requires a unique IP address on the storage
network to handle internal communication and data operations. Additionally, a single VIP is configured for the file server to provide
a unified access point for clients using protocols like SMB or NFS. This VIP is load-balanced across the FSVMs, ensuring seamless
failover and scalability.
The **Nutanix Certified Professional - Unified Storage (NCP-US)** study guide specifies that "the storage network for Nutanix
Files requires one IP address per FSVM plus one additional IP address for the file server VIP." For example, a Nutanix Files
deployment with three FSVMs would require four IP addresses: three for the FSVMs and one for the VIP. This configuration
ensures that clients can access the file server through a single IP address, while the FSVMs handle the backend storage operations.
The other options are incorrect:
- **Same number of IP addresses as the number of FSVMs**: This does not account for the additional VIP required for client
access, which is a critical component of the Nutanix Files architecture.
- **One less IP address than the number of FSVMs**: This is not feasible, as each FSVM requires its own IP address, and the
VIP adds an additional requirement.
- **Twice as many IP addresses as the number of FSVMs**: This overestimates the IP address needs, as only one additional VIP
is needed, not double the number of FSVMs.
The NUSA course documentation further clarifies that "the VIP is used to abstract the file server from the individual FSVMs,
providing a single point of access for clients and enabling features like load balancing and failover." The storage network must be
configured with sufficient IP addresses to accommodate both the FSVMs and the VIP during deployment.
References:
- Nutanix Unified Storage Administration (NUSA) Course, Section on Nutanix Files: "Deployment and network configuration for
Nutanix Files, IP address requirements."
- Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 1: Deploy and Upgrade Nutanix Unified Storage,
Subtopic: "Nutanix Files architecture and network setup."
- Nutanix Documentation (https://www.nutanix.com), Nutanix Files Administration Guide: "Configuring storage network and VIP for
Nutanix Files deployment."

NEW QUESTION # 71
......
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