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HM #323

Youneed to configure the Azure Sentinel ntegration to meet the Azure Sentinel requirements.
‘What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.


https://drive.google.com/open?id=1rEEI_Wa-_mTsgmNp-OaVj_DoZFxwkybW
https://www.passtest.jp/SC-200-mondaishuu.html
https://www.certshiken.com/SC-200-shiken.html
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In the Cloud App Security portal:

Add a data connector

Add a workbook

(Cortigure the Logs settings

*\'@ Add a data connector |

Add a workbook

< Configure the Logs setti
Q g °g ngs

Reference:
https//docs.microsoft.con/en-us/cloud-app-security/siem-sentinel

HA #324
You have the following SQL query.

Ef#:
fEEL:




ER #325

You have a Microsoft 365 subscription that uses Microsoft Defender XDR.

You are investigating an attacker that is known to use the Microsoft Graph API as an attack vector. The attacker perforns the
tactics shown the following table.

Irvites guiest qseeig iy Bhe penant

Youneed to search for malicious activities in your organization.
‘Which tactics can you analyze by using the MicrosoftGraphActivityLogs table?

A. Tacticl and Tactic2 only

B. Taclic2 and Tactic3 only

C. Tactic2 only

D. Taclicl. Taclic2. andTactic3

Ef#: A

E R #326
You have an on-premises datacenter that contains a custom web app named Appl. Appl uses Active Directory Domain Services
(AD DS) authentication and is accessible by using Microsoft Entra application proxy.

You have a Microsoft 365 ES subscription that uses Microsoft Defender XDR.

You receive an alert that a user downloaded highly confidential documents.

You need to remediate the risk associated with the alert by requiring multi- factor authentication (MFA) when users use App1 to
initiate the download of documents that have a Highly Confidential sensitivity label applied.
‘What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

™
For Ao to equre A use: [ o EIOEHA Lu-blﬁj
icrgsoft Entra Domain Services

(%
e Microsoft Entra 1D Protection
’ E

To implement a ses'%%}t% use: Microsoft Defender for Office 365
{\’ . Microsoft Defender for Cloud Apps
00

| Microsoft Defender for Identity

oft Defender for Office 365




Ef#:

f#E s
Answer
For App1 to require MFA, use: ! Microsoft Entra ID Protection (n,}!
Conditional Accass |
Micrgsoff EntralDomain Services |
Microsoft Entra 1D Protection
To implegenit a'geasion policy, use: Microsoft Defender for Office 365 i
Microsoft Defender for Cloud Apps
% . M ic ro Sof‘t | Microsoft Defender for Office 365
Explanation:
Answer Area
For App1 to require MFA, use: ¢Migrosoft Entra ID Protection I MEI’OSOft
To implement a session palicy, tse: [ Microsoft Defender for Office 365 ']
R #327

You are informed of a new common vulnerabilities and exposures (CVE) vulnerability that affects your environment.
You need to use Microsoft Defender Security Center to request remediation from the team responsible for the affected systens if
there is a documented active exploit available.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Actions ; . P_t Answer Area

From Device Inventory, seaicli for the CVE.

Open the Threat Protection report.

From Threat & Vulnerability Management, select
Weaknesses, and search for the CVE.

From Advanced hunting, search for cveIzdinthe

DeviceTvmSoftwareInventoryVulnerabilitites
table.

Q)
Qe

Create the remediation request.

Select Security recommendations.




Answer Area

From the Threat & Vulnerability' Management...

Select Security recommmendations.

Create the remediation request.

1 - Fromthe Threat & Vulnerability Management...

2 - Select Security recommendations.

3 - Create the remediation request.

Reference:
https://techcommunity.microsoft.comvt5/core-nfrastructure-and-security/microsoft-defender-atp-remediate-apps-using-menyba-
p/1599271
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