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HP Aruba Certified Campus Access Professional Exam Sample Questions
(Q142-Q147):
NEW QUESTION # 142 
Your Director of Security asks you to assign AOS-CX switch management roles to new employees based on their specific job
requirements. After the configuration was complete, it was noted that a user assigned with the auditors role did not have the
appropriate level of access on the switch.
The user was not allowed to perform firmware upgrades and a privilege level of 15 was not assigned to their role. Which default
management role should have been assigned for the user?

A. sysops
B. administrators
C. sysadmin
D. config

Answer: A

Explanation:
Explanation
The correct answer is B. sysops.
The sysops user role is a predefined role that allows users to perform system operations on the switch, such as backup, restore,
upgrade, or reboot. The sysops user role also has access to the PUT and POST methods for REST API, which can be used to
modify the switch configuration. The sysops user role has a privilege level of
15, which is the highest level of access on the switch1.
The other options are incorrect because:
A: sysadmin: The sysadmin user role is a predefined role that allows users to view and modify the switch configuration using the CLI
or the Web UI. The sysadmin user role does not have access to the REST API methods, and cannot perform firmware upgrades1.
C: administrators: The administrators user role is a predefined role that has full access to all switch configuration information and all
REST API methods. This role is more than what the Director of Security requires1.
D: config: The config user role is a predefined role that allows users to view and modify the switch configuration using the CLI or the
Web UI. The config user role does not have access to the REST API methods, and cannot perform firmware upgrades1.

NEW QUESTION # 143 
In AOS 10. which session-based ACL below will only allow ping from any wired station to wireless clients but will not allow ping
from wireless clients to wired stations"? The wired host ingress traffic arrives on a trusted port.

A. ip access-list session pingFromWired any any svc-icmp permit user any svc-icmp deny
B. ip access-list session pingFromWired any user any permit
C. ip access-list session pingFromWired any any svc-icmp deny any user svc-icmp permit
D. ip access-list session pingFromWired user any svc-icmp deny any any svc-icmp permit

Answer: C

Explanation:
Explanation
A session-based ACL is applied to traffic entering or leaving a port or VLAN based on the direction of the session initiation. To
allow ping from any wired station to wireless clients but not vice versa, a session-based ACL should be used to deny icmp echo
traffic from any source to any destination, and then permit icmp echo-reply traffic from any source to user destination. The user role
represents wireless clients in AOS 10.
References:
https://techhub.hpe.com/eginfolib/Aruba/OS-CX_10.04/5200-6692/GUID-BD3E0A5F-FE4C-4B9B-BE1D-FE7D
https://techhub.hpe.com/eginfolib/networking/docs/arubaos-switch/security/GUID-EA0A5B3C-FE4C-4B9B-BE
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In an ArubaOS 10 architecture using an AP and a gateway, what happens when a client attempts to join the network and the
WLAN is configured with OWE?

A. RADIUS protocol is utilized.
B. No encryption is applied.
C. Authentication information is not exchanged
D. The Gateway will not respond.

Answer: C

Explanation:
This is the correct statement about what happens when a client attempts to join the network and the WLAN is configured with
OWE (Opportunistic Wireless Encryption). OWE is a standard that provides encryption for open networks without requiring any
authentication or credentials from the client or the network. OWE uses a Diffie-Hellman key exchange mechanism to establish a
secure session between the client and the AP without exchanging any authentication information. The other options are incorrect
because they either describe scenarios that require authentication or encryption methods that are not used by OWE.

NEW QUESTION # 145 
A new network design is being considered to minimize client latency in a high-density environment. The design needs to do this by
eliminating contention overhead by dedicating subcamers to clients.
Which technology is the best match for this use case?

A. MU-MIMO
B. Channel Bonding
C. OFDMA
D. QWMM

Answer: C

Explanation:
Explanation
OFDMA (Orthogonal Frequency Division Multiple Access) is a technology that can minimize client latency in a high-density
environment by eliminating contention overhead by dedicating subcarriers to clients. OFDMA allows multiple clients to transmit
simultaneously on different subcarriers within the same channel, reducing contention and increasing efficiency. MU-MIMO (Multi-
User Multiple Input Multiple Output) is a technology that allows multiple clients to transmit simultaneously on different spatial streams
within the same channel, but it does not eliminate contention overhead. QWMM (Quality of Service Wireless Multimedia) is a
technology that prioritizes traffic based on four access categories, but it does not eliminate contention overhead. Channel Bonding is
a technology that combines two adjacent channels into one wider channel, increasing bandwidth but not eliminating contention
overhead. References:
https://www.arubanetworks.com/assets/ds/DS_AP510Series.pdf
https://www.arubanetworks.com/assets/wp/WP_WiFi6.pdf

NEW QUESTION # 146 
You are configuring an SVI on an Aruba CX switch that needs to have the following characteristics:
* VLANID = 25
. IPv4 address 10 105 43 1 with mask 255 255 255.0
* IPv6 address fd00:5708::f02d:4df6 with a 64 bit prefix length
* member of VRF eng
* VRF eng and VLAN 25 have not yet been created
Which command lists will satisfy the requirements with the least number of commands?

A. 



B. 

C. 

D. 

Answer: D

Explanation:
The other options either use more commands or do not create the VRF or the VLAN.
Option C uses the following commands:
vrf eng: This command creates a VRF named eng and enters the VRF configuration mode1.
vlan 25: This command creates a VLAN with ID 25 and enters the VLAN configuration mode2.
interface vlan 25: This command creates an SVI on VLAN 25 and enters the interface configuration mode3.
ip address 10.105.43.1/24 ipv6 address fd00:5780::102d:4df6/64 vrf attach eng: This command assigns an IPv4 address of
10.105.43.1 with a subnet mask of 255.255.255.0 and an IPv6 address of fd00:5780::102d:4df6 with a prefix length of 64 to the
SVI, and attaches it to the VRF eng.

NEW QUESTION # 147
......
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